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1. AHHOTAUMA

[aHHbIM JOKYMEHT A0NONHAET AoKyMeHT «XXTAN.00050-02 90 02. KpunTtollpo CSP. PykoBoAcCTBO
aaMuHucTpatopa 6esonacHocTn. Obwas vyacte» nNpu ncnonb3oBaHum CK3U nog ynpasnenmem OC AIX.

NHCTpyKLMHK aaMUHUCTpaTopam 6e3onacHoCcTH n nonb3oBaTenam pa3nnNYHbIX
aBTOMaTM3MPOBAHHbIX cucTeM, mcnonb3yrwmx CK3U Kpuntollpo CSP, pomkHbl paspabaTbiBaTbCa C
y4yeToM TpeboBaHMiM HACTOSALWEro AOKyMeHTa.

2.Cnuncok cokpaweHunm

CRL Cnucok oTto3BaHHbIX cepTudukaTtos (Certificate Revocation List)

ITU-T MexayHapoAHbIN KOMUTET Mo TenekoMMmyHukaumsm (International
Telecommunication Union)

IETF Internet Engineering Task Force

AC ABTOMaTU3NpPOBAHHaA cucTeMa

APM ABTOMaTM3npoBaHHOe paboyee MecTo

rMAa TMMO6KMIM MarHUTHbLIN ANCK

ACYH [JaTunk cny4darHbix ymcen

HDD XKecTkuii MarHUTHbIN AUCK

KM KoHeuHbI nonb3oBaTesb

HCO HecaHKUMOHNUPOBAHHbIA AOCTYN

ocC OnepauunoHHasa cuctema

MAK MporpaMMHO-annapaTHbI KOMMAEKC

no MporpamMmHoe obecneueHune

Perncrpauuns MNMpuceoeHne onpegeneHHblX aTpubyToB (agpeca, HOMepa Kiwua,
npaB MUCMNOJIb30BaHUSA U T.M.) aboHeHTy

PernamenT COBOKYMHOCTb  MHCTPYKUMA M APYror  pernameHTupyloLlen
AOKyMeHTauuu, obecneunBatoLLen dyHKUMOHMpPOBaHWeE
aBTOMaTM3MPOBAHHOM CUCTEMbI BO BCEX peXMMax.

CBT CpeAacTBa BbIYUCUTENbHOM TEXHUKMU

CepTtudukaTt DNEKTPOHHbIA  AOKYMEHT, MOATBEPXAAWLWNIA NPUHAANEXHOCTb
OTKpbITOFO KAl4Ya W onpegeneHHblX aTpubyToB KOHKPETHOMY
aboHeHTy

CepTtudurkauus Mpouecc narotosneHnsa ceptudurkata OTKPbITOro kao4da aboHeHTa
B LleHTpe cepTudurKaumnm

CK3u1 CpeacTtBo KpunTorpaduyeckon 3awmTbl HdopMaumm

cocC Cnuncok oTo3BaHHbIX cepTudukatoB (Certificate Revocation List)

CcC CnpaBo4yHMK  cepTMdUKATOB  OTKpPbITbIX  Kaoden.  CeTeBoW
CNpaBOYHUK.

LC LlenTp Ceptudmkaumm (YoocroBepstowmn LieHTp)

LP LleHTp Perncrpaunmu

24 DNIEKTPOHHDbIA AOKYMEHT

oun DNeKTpoHHasa umdposBas noanmnch
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3. OCHOBHbIe TeXHUYECKMEe AaHHble N XapakTepuctukn CK3U

CK3UM Kpuntollpo CSP pa3paboTaHO B COOTBETCTBMM C Kpuntorpaduyeckmm uHTepdencom
dupmbl Microsoft - Cryptographic Service Provider (CSP).

3.1. lNporpaMMHoO-annapaTtHasa cpeaa
CK3W Kpuntolpo CSP ncnonb3yeTcs B nporpaMMHo-annapaTtHon cpege OC AIX 5/6 (Power PC).

CK3MN Kpuntollpo CSP Ha nnatdopme AIX WM3roTOBNSIETCS W pacrnpocTpaHsaeTcss B OAHOM
MCNOSIHEHMK KNnacca 3awmnTbl KC1.

Co cpokaMu 3KcnjlyaTauuu onepaumMoHHbIX CUCTEM, B cpefe KOoTopbix dyHKUMoHMpyeT CK3W,
MO>XHO O3HAKOMUTLCS MO CreayloLeMy agpecy:

<http://www.ibm.com/software/support/systemsp/lifecycle/>.

3.2. KnwyeBblie HOCUTenum

B kauyecTBe K/IOYEBOrO0 HOCUTENSA 3aKPbITbIX K/OYEN UCnosb3yetca pasgen dannoBon CUCTEMbI
Ha HDD [M3BM.

ﬂ!_._" MpumeuyaHus. XpaHeHMe 3aKpbITbIX Ko4eln B pasgene HDD
—>=| pa3pellaeTca TONIbKO MpW YC0BUKU pacrnpocTpaHeHnsa Ha HDD wnaun
NM3BM ¢ HDD TpeboBaHmin no obpalleHnio C KI4YEBbIMU
HOCUTENAMU, B TOM YMC/ie U NOCNEe yAaneHUs Kyen.
Bo wu3bexaHwe notepu KA4YEBOW MHDOpMauuu  npwu
nospexaeHmn HDD pekoMeHayeTcs XpaHuTb pabouyko Konuto
K0YEBOW ANCKETHI.

4. YctaHoBka auctpubyTtmnea MO Kpuntollpo CSP

YcTtaHoBKa, yaaneHuve u obHoBneHne MO ocyllecTteBndeTca C npaBamMun agMMHUCTpaATOpa:. noa
yqéTHOVI 3anuceto root nnum ¢ ncnonb3oBaHMeM KoMaHAbl sudo.

B OC AIX ans ycTtaHoBKM, yaaneHus n obHosneHnusa MO npumeHstoTcsa nakets! (packages). MakeT
- apxuB auctpubyTuBa, coaepxawwui dannbl ycTaHaBAMBAeMOro npunoxeHus wu  dannobl,
MCMOJIb3YHOLWMECS WHCTA/NIATOPOM Ans KOHMUrypupoBaHus cpeabl. B onepaumoHHbiX cuctemax AIX
ncrnonb3yeTca MeHeaxep naketoB RPM (Red Hat Package Manager), KOTOpbli SIBNS€TCS MOKUM
WHCTPYMEHTOM AJ1S YCTaHOBKMW, yAaneHusi, 0bHOBMeHMs U cHOpKM MpOrpaMMHbIX MakeToB. [lakeTbl,
npeacraBfieHHble B Buae aiiaa C pacluMpeHmnem .rpm, cogepxat B cebe HenocpenctseHHo dannbl MO
N MHpopMaLmIo Anga KOHDUTypmupoBaHusa cpeabl.

[nsa yCTaHOBKW MakeTa UCNONb3yeTcs KoMaHaa:
rpm -i <dain_nakera>
Hanpumep: rpm -i ./Isb-cprocsp-base-3.6.1-4.noarch.rpm
[nsa ypaneHus naketa UCMNonb3yeTcs KoMaHaa:
rpm -e <MMs_naketa>
Hanpumep: rpm -e Isb-cprocsp-base-3.6.1-4
NMs nakeTa MOXeT He BK/IloYaTb BEPCULD.
Hanpwumep: rpm -e Isb-cprocsp-base
Takxe ynpassieHne naketaMmm MOXHO BbINOMHATL Yepes rpadmnyeckyto 0605104Ky smitty.
dainbl N3 NakeToB yCTaHaBAuBalTCs B /opt/cprocsp.

MakeTbl 3aBUCAT ApYr OT Apyra, No3TOMY AOJ/DKHbI YCTaHaBIMBATLCA MO MNOPSAKY C YYETOM 3TUX
3aBUCMMOCTEN, a yaansaTbCs B obpaTHOM nopsake. YCNOBHO MOXHO CUYMTaTb MpPaBWIbHbIM MOPSLAKOM
TOT, KOTOPbI onncaH B Tabaunue 3aBMCMMOCTEN M HAa3HAYeHUS NAKETOB.

MakeTbl MOryT 6bITb HE3ABUCUMbIMU OT apxXUTeKTypbl (noarch B nMeHn danna naketa), Toraa oHu
CTaBATCSA Ha Nobylo apxuTekTypy. MakeTbl MOryT 6bITb ANs apXuTekTypbl ppc32 (ppc B uMeHu danna
nakeTta), a TakxXe Ans apxuTekTypbl ppc64 (ppc64 B uMeHu dalina nakera), Toraa OHW CTaBATCS Ha
OC, cobpaHHYlO NnoA COOTBETCTBYHWLIYK apXUTekTypy. Yacto 64-6utHble OC o0aHOBpPEMEHHO
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noaAepXUBAT U 32-BUTHbIE MPUIIOXKEHUS, U 64-6UTHbIE, Toraa NpU HEOBXOAUMOCTU MOXHO CTaBUTb
oba koMnnekTa.

Tabnvua 3aBMCMMOCTEN M HA3Ha4YeHMs nakeTos (418 NPOCTOTbl ONUCaHbl 32-6UTHbIE NaKeThl).

Msa nakeTa 3aBMCUMOCTH Ha3HayeHue nakeTa

Obsa3aTenbHble NakeThbl

cprocsp-base basoBblli  nakeT, CTaBMUTCHA
nepBbIM.

cprocsp-rdr cprocsp-base OCHOBHble NpuNoXeHus,
cumnTbiBaTenu n ACH.

cprocsp-capilite cprocsp-rdr CAPILite, nporpaMmel n
6nbnmnoTtekmn ans
BbICOKOYpPOBHEBOW paboTbl C
KpunTtorpadwuen

(ceptndukatammn, CMS...).

cprocsp-kcl cprocsp-rdr MpoBangep KC1.

JononHunTtenbHble NakeTbl

cprocsp-devel cprocsp-base MakeTt ans paspaboTumka.
cprocsp-stunnel cprocsp-base YHunBEpcanbHbI SSL/TLS
TYHHEsb.

5. O6bHoBneHne CK3U Kpuntollpo CSP

Onsa obHoBneHns Kpuntollpo CSP Ha OC AIX HeobxoAMMO:
e  3aMOMHUTb TEKYLY KOHpurypaumio CSP:
0 Habop yCcTaHOBMEHHbLIX NAKETOB
0 HacTpoWKku nposangepa (ans MpoCTOThI MOXHO COXpaHuTb
/etc/opt/cprocsp/config[641].ini)
e yaanuTb wTaTHbIMK cpeacTteamm OC Bce nakeTbl Kpuntollpo CSP
e YCTaHOBWTb aHanoruyHele HoBble nakeTbl Kpuntollpo CSP

e MpU HEOH6XOAMMOCTM BHECTUM M3MEHEHUSI B HAcTponku (MoxHO nocmoTpeThb diff ctaporo u
HoBoro config[64].ini)

e KJOUU U cepTUdUMKaTbl COXPaHATCS aBTOMaTUYECKN

6. Hactpoinka CK3U Kpuntollpo CSP

6.1. doctyn K ytunute ans Hactponkun CK3U Kpuntollpo CSP

Hactporika CK3W Kpuntollpo CSP ocyuwecTtBnseTca C noMowbl yTunauTbl cpconfig, kKoTopas
BXOAUT B cocTas anctpubyTtmsa " pacrnosnoxeHa B AnpekTopun
/opt/cprocsp/sbin/<Ha3BaHue_apxutekTypbl>. Ecnn ycraHoBneHbl nakeTtol CK3UWM ana  aByx
apxuTekTyp, Hanpumep ia32 n x64, TO AENCTBMS MO HACTPOMKE HYXHO MpPOBOAWTb ABaXAbl — ANS
KaXaoW apxuTekTypbl cpconfig-oM 13 COOTBETCTBYIOLLEN Manku.

6.2. BBoAa cepuinHOro HomMepa nueH3nmn

Mpn ycTaHoBKe nporpaMMHoro obecnedeHns Kpuntollpo CSP 6e3 BBOAa NMUEH3UM
Nnosb30BaTento NpeaoCcTaBaseTcs JIMUEH3US C OrpaHMYeHHbIM CPOKOM AelcTBusA. [ns Mcnofnb3oBaHWS
KpunTtolpo CSP nocne OKOHYaHMS 3TOro CpoKa MoJib30BaTeslb AO/HKEH BBECTU CEPUMHbLIA HOMEp C
6naHka SMUEH3UM, NOJSYYEHHOW Yy OpraHusauum-paspaboTumMka WaM opraHusauum, UMerLWen npasa
pacnpocTpaHeHus npoaykTa (aunepa). 4nsa npocmoTpa nHbopMaumm o TNLEH3MU BbINONHUTE:

# cpconfig -license -view

Onga BBOAA NUUEH3UKN BbINONTHUTE:
# cpconfig -license -set <cepwrHeli_HoMep>
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CepuiiHbIN HOMep crieayeT BBOAUTbL C CO6I0AEHMEM perncrpa CMMBOJIOB.

6.3. Hactponka obopynosaHnsa CK3N Kpuntollpo CSP

Ytunuta cpconfig Takxke npeAHa3HayeHa Ans w3MeHeHus Habopa YCTPOWCTB XpaHeHus
(HocuTenen) n cuuTbiBaHUA (cuMTbIBaTENEN) KAOYEBOM MHGOPMaUMM U AATYMKOB CiAy4alHbIX 4ucen.
MpenycTaHoOBMEHHbIMKU ABNSAOTCSA cuuTbiBaTeNnn flash-HocuTene n ob6pas ANCKETbl HA XECTKOM AUCKE.

[ns npocMoTpa CnMcKa HAaCTPOEHHbIX CYUTbIBaATENEN:

# _/cpconfig -hardware reader -view

CuunTbiBaTeNb ANCKET HE yCTaHaB/AMBAETCS MO YMOAYaHMUIO, TaK Kak Mpu OTCYTCTBMW AUCKETbl B
ANCKOBOAE NMepeyncsieHne KOHTEMHEPOB CUNbHO 3aMeanseTtca. [na nobaBneHus cunTbiBaTeNs ANCKET:

# _/cpconfig -hardware reader -add FAT12_0 -name "Floppy Drive"

Ana npocMoTpa cnucka HacTpoeHHbix ACH:

# _/cpconfig -hardware rndm -view

Onsa koHconbHoro bno[JCH Tpebyetca naker nakeT cprocsp-kcl, kpome Toro oH paboTaer TOAbKO
¢ KC1 npoangepoM. Ans nobasneHns KOHconbHoro buoACH:

# _/cpconfig -hardware rndm -add bio_tui -level 5 -name ''Console BioRNG"

Onsa nobasneHuns ACH KMNUM:

# _./cpconfig -hardware rndm -add cpsd -name "cpsd rng" -level 3

# _./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis_1
/var/opt/cprocsp/dsrf/dbl/kis_1

# _/cpconfig -hardware rndm -configure cpsd -add string /db2/kis_1
/var/opt/cprocsp/dsrf/db2/kis_1

Takxke Hago ckonupoBaTb daknibl C AaHHbIMW, MOAy4YeHHbIMM Ha "APM BblpaboTku BHELIHEWN
rammbl", MOSIOXKMM, 4YTO OHM nexart B /tmp/db[1,2]:

# cp /tmp/dbl/kis_1 /var/opt/cprocsp/dsrf/dbl/kis_1

# cp /tmp/db2/kis_1 /var/opt/cprocsp/dsrf/db2/kis_1

Ons nony4deHus nogpobHon cnpasku no cpconfig:

# _/cpconfig -help

# _/cpconfig -hardware —help

6.4. YcTaHOBKa napaMeTpoB XYpHannpoBaHUs

CK3M Kpuntolpo CSP nossonset cobupatb OTIaAo04YHYH0 MHMOPMAUNIO U MMEET BO3MOXHOCTb
NpOTOKOANPOBAHMA CO6bITUMI. WHdOopMaumsa 3anucbiBaeTcs B CUCTEMHbIM  XypHan (06bl4HO B
/var/log/messages). CywecTByeT BO3MOXHOCTb M3MEHEHUS HACTPOEK >XYpPHaSIMPOBAHUS PasfMYHbIX
moaynen npoaykrta. CyuwecTByeT BO3MOXHOCTb W3MEHEHUS YPOBHSA XXypHanupoBaHus w dopmara
BbIBOAMMbIX OTNaA0UYHbIX COObLWEeHM. [na noay4YeHNs CrpaBku Mo HAaCTPOMKaM XXypHannpoBaHUs:

# cpconfig -loglevel -help

Moaynu, Ans KOTOpbIX NOAAEPXMBAETCSH XypHalnpoBaHue:
CpCsp - A4p0 KpunTonpoBanaepa

capilO - CryptoAPI 1.0

cpext

capi20 - CryptoAPI 2.0

capilite - CAPILite

libcspr
cryptsrv - cnyx6a xpaHeHus kntouein (KC2)
libssp - TLS

cppkecsll - PKCS11
cpdrv - apanBep
dmntcs

6.5. HacTtponka kpuntonpoBanaepa rno yMos4aHuio

[na npocMoTpa TMNOB AOCTYMHbIX KPUNTONPOBaNAEpOB:
$ ./cpconfig -defprov -view_type
[na npocMoTpa CBONCTB KpMNTONpoBanaepa HyXHOro Tmna:
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# _/cpconfig -defprov -view -provtype <provtype>
[na yctaHOBKM npoBanjepa MO YMOAYAHWUIO ANS HYXXHOro Tuna:
# _/cpconfig -defprov -setdef -provtype <provtype> -provname <provname>

Ona nonydeHus MMeHW npoBanaepa MO YMOMYaHUIO AN HYXHOro Tuna:
# _/cpconfig -defprov -getdef -provtype <provtype>

/. YCTaHOBKa COMYTCTBYIOLMX NAKETOB

Ans nepejaunm no ceTU 3anpocoB Ha cepTudwmkatbl, CRL M T.M., a Takxe AN MNOAAEPKKM
[IOMONTHUTENbHBIX  K/IIOYEBbLIX CUMTbIBATENEe U HoOcuTenell MoXeT noTpeboBaTbCsl  yCTaHOBKa
LOMNOSTHUTENbHBIX MaKEeTOoB.

Ecnu conyTcTByloWMe MNaKeTbl CKauuMBalTCs M3 WHTepHeTa, Heo6X0AMMO MOATBEPAUTb WX
LIe/IOCTHOCTb, MPOBEPUB MOAMUCH MAM Xew. ECNn MUCTOUYHMK He obecrneymBaeT Takme MexaHu3Mbl,
[LOMYCKaeTCs MCMOJIb30BaHUE MAKEeTOB TOMbKO C AUCKA C AMCTpMBYyTMBOM CK3W, rae 3T MexaHW3Mbl
ncrnonb3yloTca. Ha ancke nakeTtbl fexaT B nanke extra.

7.1. bubnuoteka libcurl

Ncnonb3yeTcs ons nepefaydmn 3anpocosB Ha cepTudukatol, CRL 1 T.n. no ceTu.

C canTta paspabortumka npoekTta http://curl.haxx.se/ MOXHO ckadaTb NakeT C WMCXOAHbIMU
TEeKCTaMu ANns caMmocTosTenbHoln cbopku (obasatenbHo ans 64-6utHon Bepcum). Kak npaBuno, t1am xe
ecTb 32-6UTHble Bepcun BMHApPHbIX NaKeToB.

32-6UTHbINM BUHApPHbIM NakeT AOCTyNeH Ha canTe npoussoautens OC:

http://www-03.ibm.com/systems/power/software/aix/linux/toolbox/rpmgroups.html

Mocne yctraHoBkM 6MbANOTEK HAAO 3aperncTpupoBaTtb NyTW K HUM. HanpumMep:

# /opt/cprocsp/sbin/ppc/cpconfig -ini \config\apppath -add string libcurl._so
/usr/local/lib/libcurl._so

# /opt/cprocsp/shin/ppc64/cpconfig -ini \config\apppath -add string libcurl.so
/usr/local/lib/64/libcurl._so

8.CocTtaB 1 Ha3Ha4YyeHne KOMMOHEHT NMporpaMMHOro
obecneveHns CK3U

8.1. basoBbie Mmoaynn CK3U

MO CK3W copepxut 6a3oBble MOAYNN:
e libcsp — aMHamnueckn 3arpyxaemasn 6mubnmoteka Kpunrtollpo CSP.
e libssp — 6ubnmoTeka noaaepXxKu Mmoayns ceteBon ayteHTudmkaumm Kpunrtollpo TLS
e cpverify — MOAy/lb KOHTPONS LENOCTHOCTU.
e wipefile - Mmoaynb yaaneHus ganioB BMecTe C COAEPKUMbIM.

B Ha3zBaHusAXx anctpmbytmeos CK3U ncnonb3ayeTtcs HoTauus:
e Cpro - npedwukc;
e CSp - KpunTOonposanaep;
e [d] - onuMoHanbHO — yKa3blBaeT Ha AOKYMeHTauuo (TeCcToBble NpUMepsbI);
e ppc/ppc64 - nnatdopma PowerPC 32/64 6uTa.

8.1.1. bwubnnoteka libcsp

Bubnuoteka libcsp peanusyer uenesBble dDYHKUMM KpunTorpaduyeckon 3awwmTbl MHPOpMaUUK,
paboTy C Knto4YamMu, JOCTYN K KoYeBbIM HocuTensam, buoCH.

8.1.2. Mopaynu ceteBomn ayteHTudunkaumm Kpuntollpo TLS

Moaynb libssp obecneunBaeT peanusaumio NpoOTOKOSa CeTeBOM ayTeHTudukaumm Kpunrtollpo
TLS. Ob6Lwee onucaHue npoTokosa npuBeaeHo B AokyMmeHTe XTAWM.00050-02 90 02. KpunTtollpo CSP.
PykoBoacTtBo agMumHucTpaTopa 6e3onacHocTun. Obuwasa yacTb.

Mpotokon TLS (RFC 2246) wucnonb3yeTcsa ANns 3aWwuTbl COEAVMHEHUA B KIIMEHT-CEPBEPHbIX
TEXHONOMMAX.


http://curl.haxx.se/�
http://www-03.ibm.com/systems/power/software/aix/linux/toolbox/rpmgroups.html�

XTAN.00050-02 90 02-05. Kpuntolpo CSP. PykoBoaCTBO agMMHUCTpaTopa 6e3onacHoCTy.
Mcnonb3osaHue CK3W nog ynpasneHnem OC AIX.

MporpamMmmMHoe ob6ecneyeHne Kpuntollpo TLS saBnsetrcs peanusauuen npoTtokona TLS wu
ucnonb3yeT kpuntorpaduyeckme dyHkumm  Kpuntollpo CSP  ana obecnedeHus npouecca
ayTeHTUdMKaunm n wndposaHmsa Tpadunka MeXay KIMEHTOM U CEPBEPOM.

8.1.3. Moaynb cpverify

Moayne cpverify npegHasHayeH AN KOHTPOASA UenoCcTHOCTM npu  yctaHoBke CK3U u
dyHKumoHmposaHun MO CK3U KpunTtolpo CSP Ha MN3BM nonb3oBaTens.

8.1.4. Moaynb wipefile

Moaynb wipefile ucnonbsyetca ans yaaneHus ¢aisioB BMeCTe C COAEPXMMbIM MPU LWITATHbIX U
HelTaTHbIX (CBOMUPOBaAHUE) CUTyaUMUsX.

8.2. Moaynu MNMK3U
8.2.1. Moaynsb libcapilite

Moaynb libcapilite ncnonbsyerca Ana ynpasneHus ceptuduKaTtaMm OTKPbITbIX K/HOYERn, a Takxe
ansa obecneyeHus BbIMOSIHEHMS KpuUNTOrpadmMuyecknx 3anpocoB Ha ypoBHe uHTepdenca CryptoAPI v.
2.0. nTepdeinc moayns capilite asnseTca nogmHoxectBoM nHTepdeinca CryptoAPI v. 2.0.

8.2.2. bwubnwuoTteka librdrrdr

Bubnuoteka librdrrdr obecneuvBaeT yHUOUUMPOBAHHLIM WHTEP@ENC AOCTyna K KKYEBLIM
HOCUTEsNISIM BHE 3aBMCMMOCTM OT X TMNa.

8.2.3. Moaynu yCTpoucTs

Moaynun obecneumBaloT peanmsaumio AOCTyNa K KOHKPETHbIM TuUMaM K/KYEBbIX HOCUTENen wu
CuYnTbIBaTENEN:!

. librdrfatl2 «k gmnckoBogy u auckeTte 3.5" n pasgeny XecTkoro Aucka

8.2.4. bwubnuoteka librdrsup

Bubnuoteka librdrsup obecneunBaeT peanuzaumio 06WMX GYHKUMA A0CTyna K pasfindHbIM
KJTIOYEBbIM HOCUTENSAM.

8.2.5. Moaynu AaTuMKoB Clly4YanHbIX Yyncen

Bbubnuotekn librdrrndm wu librdrrndmbio_tui o6ecneuuBalT noaaepxky paboTtbl C
dusunyeckum ACH nporpaMMHoO-annapaTHOro komnaekca 3awutbl oT HCA n buoJCH coOTBETCTBEHHO.

8.2.6. bubnunoteka libasnldata nogaepxkn npotokona ASN1

Bubnuoteka libasnldata coaepxut dyHKUMU Npeobpa3oBaHUS CTPYKTYP AaHHbIX B MaLIMHHO-
He3aBMCMMOE MpeacTaB/eHNE.

9. BcrpameaHune CK3U KpunTtollpo CSP B npuknagHoe MO

Mpu BcTtpamBaHun CK3W Kpuntollpo CSP B npuknagHoe nporpaMMHoe obecneuveHwe AOJSKHbI
BbIMONHATLCS TpeboBaHus paspena 7 pokymeHTa "XTAWM.00050-02 90 02. Kpuntollpo CSP.
PykoBoacTBO agMuHUCTpaTopa 6e3onacHocTn. Obwas 4acTb.

10. TpeboBaHus Mo opraHM3aUMOHHO-TEXHUYECKUM U
aAMUHUCTPATMBHbLIM MepaM obecrneyeHuns
akcnnyaTtaumn CK3U

[OMXHbl BbINONHATLCA TpeboBaHMA MO OpraHM3auUMOHHO-TEXHUYECKUM U aAMWMHUCTPATUBHbIM
MepaMm obecnedyeHna 6esonacHocTn 3kcrnyataumm CK3WM B obbeme pasgena 12 [oOKyMeHTa
"XXTSAN.00050-02 90 02. KpunTtollpo CSP. PykoBoacTBO agMuMHUCTpaTopa 6e3onacHocTn. Obwasa 4acTb.
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10.1. O6buwwune mepsbl 3awmTbl oT HCA MO € yCTaHOBIEHHbIM
CK3WN gna OC AIX

Moa ynpaBneHmem UNIX-nopobHbix onepauuoHHbix cuctem CK3W Kpuntollpo CSP aposmmxHO
MCMNOoMb30BaTbCs C MpOrpaMMHbIM obecneyeHnem:

e Certmgr (Kpuntolpo Certmgr)
. CryptCP

e Apache Trusted TLS (Digt)

e Trusted TLS (Digt)

Mpu wucnonb3oBaHum CK3WM nop ynpaBneHnem OC AIX 5/6 p[onKHbl  6biITb  MPUHSATHI
OOMONIHUTENIbHbIE MEpPbl OPraHM3auMOHHOIN0 U TEXHMYECKOrO XapaKTepa W AOMOJSIHMTesIbHas HacTpolika
onepaumMoHHON CUCTEMBI.

AIX 5.3 no yMmon4daHuto obecneuymBaeT AOCTAaTOYHbIN YpoBEHb 6€30MacHOCTU ANS BbIMOJIHEHUS
obwux 3apgay cepsepa. lMpu mncnonb3oBaHUM KOMMbOTEPOB Moa ynpasneHnem OC AIX 5/6 ons
peLeHNss KPUTUYHbIX 3afad, CBSA3aHHbIX C 3awuToh uHdbopMauum, HeobxooMMO MNpeanpuHATbL
OOMONHUTEsbHble Mepbl OPraHNU3aunUOHHOIo0 M TEXHUYECKOro XapakTepa M BbINMOAHUTb AONOSIHUTE bHbIE
HaCTPOMKM OnepaumoHHol cuctembl. lNpun 3TOM HeobxoamMo obecneynTb AOMOSHUTENbHYIO 3alnuTy
cepeepa U OC ot HC[, 6ecnepeboliHblii pexum paboTbl UM MCKAKYUTL BO3MOXHOCTM "OTKas3a B
ob6cnyxuBaHmn", BbI3BAHHONO BHYTPEHHUMU MpUYMHAMK (HanMpuMep - nepenosiIHeHNEM annoBbIX
cucTem).

10.1.1. OpraHuszaumoHHO-TEXHUYECKNE Mepbl
1.K OpraHn3auMoOHHO-TEXHNYECKMM MEPAM OTHOCATCA:

obecneyeHne dusnyeckon 6e3onacHOCTM cepBepa;
yCTaHOBKa NMpPOrpaMMHbIX 06HOBIEHUNA;
opraHusaumst npoueaypbl pe3epBHOro KONMUPOBAHUS U XPaHEHUS PE3EPBHbIX KOMUNA.

JononHutenbHble HacTporikm OC AIX 5.3 kacatoTcs cnegytowlero:

orpaHuyeHue AoCTyna nosb3oBaTenel U HaCTPOMKM NOMb30BaTENbCKONO OKPYXEHUS;
OrpaHuyeHne ceTeBbIX COeANHEHUN;
OrpaHMyeHuns Npyv MOHTUPOBaHUWN (PaliNoOBbIX CUCTEM;
OrpaHMYeHMs Ha 3anycK NpoLeccoB;
e KOHTpOJb 3arpy3ku OC M KOHTPOSIb LENI0CTHOCTU CUCTEMHOIO U MPUKIAAHOIO NPOrpaMMHOro
obecneveHns gonxeH obecneumBaTbCs NPy NOMOLLM 3NEKTPOHHOIO 3aMKa
e [0OMOJIHUTENbHbIE HacTpolikm sapa OC;
HaCTpoOMKa CeTeBbIX CEPBUCOB;
e OrpaHuyeHue Konm4yectsa "BUAMMON U3BHE" MHDOPMALNKN O CUCTEME;
e HacCTpolika NOoACUCTEMbI MPOTOKOIMPOBAHUSA 1 ayauTa.

2. B cucTteMe peructpmpyeTcs oAvH Monb3oBaTenb, obnajalowmii npaBaMnm agMUHUCTPATOPa,
HOCAWMIA MMA root, Ha KOTOpOro Bo3naraetrcas o06a3aHHOCTb KoHdUrypmposaTtb OC AIX 5/6,
HacTpamBaTb 6e3omnacHocTtb OC AIX 5/6, a Takxke KOHurypmposaTb N3BM, Ha KOTOpYI yCTaHOBJIEHA
OcC.

3. [Onsa nonb3oBaTtens root BblGUMpAeTCs HaAEXHbIA MNaponb BXoAa B  CUCTEMY,
YAOBNETBOPAOLWMNIA cneayowmnM TpeboBaHmaM: AnvMHa naposs He MeHee 6 CUMBOJMIOB, Cpean CMMBOJIOB
napons AO/KHbl BCTPeYaTbCA 3arfiaBHble CMMBOJIbI, MPOMWUCHbIE CUMBOSbLI, LUUMPbI M cheuranbHblie
CMMBOJIbl, CPOK CMEHbl Mapofid He peXxe OAHOro pasa B Mecsl, AOCTYyNn K Maposiio A0/XKeH 6biTb
obecrneyeH ToIbKO agMUHUCTPATOPY.

4. MNonb3oBaTento root AOCTYMHbI HacTpoWkM Bcex nosib3oBaTesnen OC AIX 5/6, koTopbie OH
MOXeT npocMaTpuBaTth, peaakTMpoBaTh, yaansTb, co3gaBaTb. Bcem nosib30BaTensM,
3apeructpupoBaHHbiM B OC AIX 5/6 , nonb3oBaTtesnb root B COOTBETCTBMM C NONUTMKOM He3omnacHoCTH,
NPUHATOMN B OpraHusauuun, AaeT MUHUMasbHO BO3MOXHble AN HOpManbHOW paboTbl npasa. Kaxabii
nonb3oBatens OC AIX 5/6 , He sBASOWMACA NONb30BaTeNEM root, MOXET npocMaTpuBaTb WU
peaakTMpoBaTb TONIbKO CBOWM YCTaHOBKM B paMKax npas AOCTyna, Ha3Ha4eHHbIX eMy MnoJjb30oBaTeneM
root.

5. Bcex nonb3oBaTeneir [19BM, koTopble He MOMb3yTCA AaHHOW CUCTEMOW, UM BCeX
CTaHpapTHbIX Monb3oBaTtenen, kKoTopble co3patotcs B OC AIX 5/6B0 BpeMs ycCTaHOBKM (Takux, Kak
"sys", "uucp", "nuucp", n "listen"), kpome nonb3loBaTens root, cneayeT yaanutb.

6. B OC AIX 5/6cywectBytoT ucnonHsaemble dannbl, KOTOpble 3anyckakTCcs C npaBamu
nonb3oBatens root. 3T dainbl MMetloT ycTaHoBneHHbin dnar SUID. lMonb3oBaTtens root AonxeH
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onpenennTb, KakuM u3 3Tux (alinoB B paMKax onpeaeneHHon B opraHnsaumm noanTuku 6e3onacHoCTym
He TpebyeTcsa 3amyck C aAMUHUCTPATUBHLIMW MOJHOMOYMSMWU, M C MNoMowbi cbpoca dnara SUID
OO/MKEH CBEeCTUM KOJIMYEeCTBO Takux ¢alaoB K MUHMMYMY. 3anyck oOCTaBwuxca dannoB C
yCTaHoBNEeHHbIM chnarom SUID AosKeH KOHTPOIMPOBATLCS MoJib3oBaTeNeM root.

7. Mpun uncnonb3osaHum CK3WN Ha MOBM, noakaoyeHHbIX K 06LWenoCTYynHbIM CEeTSIM CBS3M,
DOJTXHbI ObITb npeanpuHATbI AOMNONHUTENbHbIE Mepbl, ncKaYaoLwme BO3MOXHOCTb
HEeCaHKUMOHMPOBAHHOINO A0CTyNa K CUCTEMHbIM pecypCaM MCMNOJib3yeMbIX OMepaumoHHbIX CUCTEM, K
nporpamMMHoMy obecrneyeHunto, B OKpy>XXeHUn KoToporo dyHkumoHmnpytoT CK3U, n k komnoHeHTam CK3U
CO CTOPOHbI YKa3aHHbIX CETEN.

8. lMpaBo pgocrtyna K paboumm MecTaMm C ycrtaHoBneHHbIM MO CK3W npepocTaBnsieTcs TONbKO
nvuaM, 03HaAKOMJIEHHbIM C NpaBuiaMu NOJSIb30BaHMUSA U U3YUUBLUMM IKCMYATALUMOHHYIO AOKYMEHTauuo
Ha nporpaMMHoe obecneyeHune, nmerollee B cBoeM coctase CK3U.

9. Ha TexHuyeckux cpeacrtBax, oOcCHawWeHHbIX CK3WM [o/mKHO KUCNob30BaTbCA  TOJIbKO
JIMLEH3MOHHOE nporpamMMHoe obecrneveHne GMpM-NponsBoanTENEN.

10. B BIOS onpenenstoTcs YCTaHOBKM, UCK/OYAlOLWME BO3MOXHOCTb 3arpy3ku OonepaumoHHOM
CUCTEMbI, OT/INYHOM OT YCTAHOB/IEHHOW HAa XECTKOM AMCKe: OTK/IIYaeTCs BO3MOXHOCTb 3arpy3ku C
rmbkoro gmcka, npmeoga CD-ROM un npoume HecTaHgapTHble BuAbl 3arpy3km OC, BkIO4Yas CeTEBYIO
3arpysky. He npumenstoTca M3BM ¢ BIOS, wckaoyawWwuUM BO3MOXHOCTb OTK/IIOYEHUS CETEBOW
3arpy3kun OC.

11. CpeactBammn BIOS ponxkHa 6biTb MCKAKOYEHA BO3MOXHOCTb OTK/IOYEHUSI MOJSb30BaTENSIMU
ISA-ycTpoiictB 1 PCI-ycTpoicTB. [N NCKNOYEHNS 3TOM BO3MOXHOCTM Bxo4 B BIOS 3BM ponxeH 6biTb
3alMuleH naposieM, K KOTOPOMY MNpeabsBAsOTCSA Te Xxe TpeboBaHus, YTO M K NapoJsiio MNosib3oBaTens
root. NMaponb ansa Bxoga B BIOS aosmkeH 6biTb M3BECTEH TOJILKO MOJIb30BaTeNto root n 6bITb OTIMYHBIM
OT napoJsis nonb3oBaTtens root aonsa Bxoaa B OC AIX 5/6.

12. Oo 3arpy3km OC ponxeH 6biTb peanuMsoBaH KOHTPOSb LENOCTHOCTM dannosB, KPUTUYHBIX
ansa 3arpyskn OC v nporpamMmbl CPVERIFY.

13. Mpun 3arpyske OC pomkeH O6biTb peann3oBaH KOHTPOJb LETOCTHOCTUM MPOrpaMMHOI0
obecneyeHuns, Bxogswero B coctaB CK3W, camom OC wn Bcex wucnosHseMbix ¢ainos,
dyHKUMOHMPYOWKMX coBMecTHO ¢ CK3UM ¢ ncnonb3osaHmnem nporpammel CPVERIFY.

14. Cpeacreamn BIOS pomkHa 6biTb MCKIOYEHA BO3MOXHOCTb paboTbl Ha DBM, ecnu BO Bpems
€ro Ha4vasibHOM 3arpy3Kku He NpoXoAsT BCTPOeHHble TecTbl DBM (POST).

15. Ha MN>2BM ycTtaHaBnmneaeTcsa Tonbko ogHa OC. Ha l2BM He ycTaHaBAMBalTCA CpeacTB
paspabotku n otnagkm MO. Ecnu cpeactBa OTNAAKWM MPUIOXKEHUNA HYXHbl AN TEXHONOMMYECKUX
noTpebHOCTEN OpraHusauum, To UX UCMONb30BaHME AOMKHO 6blITb CAHKUMOHMPOBAHO aAMUHUCTPATOPOM
6e3onacHoctM. B nwbom cnyyae 3anpewaeTcs WMCNonb3oBaTb 3TM CpeacTBa ANs MNpocMoTpa W
penakTMpoBaHMS Koda M MaMaTu NpunoxeHui, ncnonbsyowmnx CK3W. CneayeT mnsberate nonagaHus B
CUCTEMY NpOorpamMmM, NO3BOMAOLWMX, NONb3ysacb owmnbkamn OC, nony4aTb NnpmBunernm root.

16. OrpaHuuutb (C y4yeToM BbI6GpaHHOW B OpraHmM3auum MONTUKM 6e30MacHOCTH)
NCnonb30oBaHMe NoJib30BaTeNAMM KOMaHA Cron un at — 3anycka KOMaHZ B yKa3aHHOe BpeMs.

17. PeannsoBaTb hm3myeckoe 3aTMpaHmne CoAepPXKXMMOro yaansaembix ¢haiaioB C UCMOb30BaHMEM
nporpammbl Wipefile nsa cocrtasa CK3U.

18. OTKNOUUTb CeTEBbIE MPOTOKOSbI, KOTOPbIE HE UCMOJb3YHOTCS Ha AaHHOW DBM.

19. B cnyyae noakntoyeHus 3BM c yctaHoBneHHbIM CK3U k obwenocTynHbiM ceTaM nepenayu
AaHHbIX OTKMO4YUTbL Mcnofnb3oBaHue JavaScript, VBScript, ActiveX n agpyrnx nporpaMMHbiXx 06beKTOB,
3arpy>KaemblixX U3 CeTU, B MPUKIaAHbIX NporpaMmmax.

20. [JomxHbl 6blTb MNPUHATHI MEpPbl MO  WCKIKOYEHUIO HECAHKUMOHMPOBAHHOMO [AOCTyna
MOCTOPOHHMX /UL, B MOMELLEHMS, B KOTOPbIX YCTaHOBJIEHbl TeXHUYeckne cpeactBa CK3M «Kpuntollpo
CSP», no poAy CBOel AeATENbHOCTM He SABAAIWMUXCA MepcoHanoM, AonyuweHHbiM K paboTe B
yKa3aHHbIX NMOMeLLEHUSIX.

21. [AdomkHo 6bITb 3anpeweHo ocCTaBnATb 6e3 KOHTPONAS BblY4MCAUTENbHbIE CpPeacTBa, Ha
KoTopbix akcnnyatupyetca CK3U «Kpuntollpo CSP» nocne BBoaa kntoueBon nHdopmauuu. Mpu yxone
nonb3oBaTtens c paboyero Mecta AO/MKHO WCMOMb30BaTbCSH aBTOMATUYECKOE BK/IOYEHWE MaposibHOMN
3acTaBKMW.

22. N3 cocTaBa CUCTEMbI JO/KHO BbITb MCKIKOYEHO 06opyaoBaHME, KOTOPOE MOXeT CO34aBaTb
yrposy 6e3onacHoctn OC AIX 5/6. Takxe Heobxogmmo wusberatb MCNONb30BaHUSA HeCTaHAAPTHbIX
annapaTHbIX CPeacTB, MMEKLWMX BO3MOXHOCTb BAMATbL Ha (YHKUMOHMpOBaHWe KomnbioTepa mnm OC
AIX 5/6.
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23. [MMocne wHctannaumm OC cneayeTr ycTaHoBUTb C canTta http://www.ibm.com/ Bce
pEKOMEeHAOBaHHble MNporpaMMHble OOHOBMEHWS UM nNporpaMMHble OOHOBMEHUS, CBSI3aHHble C
6€30MacHOCTbI0, CYLLECTBYIOLWNE HA MOMEHT UHCTaNASUMN Ans 5 n 6 TEXHONOrMYEeCKUxX YPOBHEN.

24. Ha Bce gupekTopumn, copepxawme cucteMmHble gannbl OC AIX 5/6 u katanorm  CK3W,
HeobxoAMMO YyCTaHOBWTbL MpaBa AOCTyMna, 3anpeljarolwmne BCeM nonb3oBaTtensM, kKpome Bnagenbua
(Owner), 3anuchb.

25. B cBS3M C TeM, 4YTO aBapuiiHbIM AaMn oOnepaTMBHOM MNaMsATU MOXET coAepXaTb
Kpuntorpaguyeckn onacHyo wuHdbopMauumio, B MPUMKIAAHbLIX MNporpammax, wucnonb3ywwmx CK3U,
cnepyeTr OTK/KYUTL BO3MOXHOCTb €ro Cco3fhaHus C noMowblo ¢yHKkumm ulimit (yctaHoBUTbL pa3mep
Aamna namstm B 0).

26. B OC AIX 5/6 ucnonb3yetca BupTyanbHas namatb. O6nacTtb BUPTyasibHOM NaMsaTy AOJIXKHA
6bITb OpraHvMsoBaHa Ha OTAENIbHOM XeCTKOM Aaucke. o okoHyaHum pabotbl CK3UM copepxunmoe
BUPTYanbHOW MNaMATM AOMKHO 3aTupaTbCa C Mcnonb3oBaHueMm cpeacts OC. B cnydae aBapuiiHOro
octaHoBa OBM, npu cnepywouwen 3arpyske Heobxoammo B pexume “single user” ounmctutb obnacrtb
BUPTyanbHOW namsaTu nporpammon wipefile, Bxoasawen B coctaB CK3U Kpuntollpo CSP. B cnyuae
BbIXOA4A W3 CTPOS >XXEeCTKOro JAuCKa, Ha KOTOpPOM HaxoauTcs obnacte BMpPTyanbHOW nNaMsaTw,
KpunTorpadumyeckne K/uu noanexaTr BbiBOAY W3 AEACTBUS, a XECTKMA AUCK He nogjexalmm
PEMOHTY. DTOT XECTKUI ANCK YHUUYTOXKAETCS MO NpaBuiaM YHUUTOXEHUS KITIOUYEBBLIX HOCUTENEN.

10.1.2. [JononHuTtenbHble HacTponku OC AIX

Hactpoiikn OC AIX 5/6 BbIMONHAKTCA NyTeM peaakTupoBaHus (yaaneHus, pobasneHus)
Pa3/INYHbIX KOH(MUIYpPaUMOHHBIX M KOMaHAHbIX (anfioB KakK BPYYHYIO . TaK U C UCNOJSIb30BaHUEM
CUCTEMHOW yTUAUTBLI smitty.

Ons  coxpaHeHWs BO3MOXHOCTM "OTKaATUTb" BHECEHHble UW3MEHEeHMs CcJleayeT COXPaHATb
Moanduumpyemble dannbl B "6e3onacHoM" Mecte (Ha BHELIHEM HOCUTEsSIE WM Ha HE MOHTUPYEMOW
aBTOMaTM4yecku (arnoBon cucTeme).

OrpaHquHMe AOoCTyna nonb3oBaTenen u HaCTDOVIKM NMNOoNIb30BATE/IbCKOIro OKPY>XeEHUA
HacTtpolika nonb30BaTENbCKOr0 OKPYXEHUS 3aK/OYAETCA B CNeAyoWnX AeNCTBUAX:

1. Ucnonb3ys yTunuty smitty, cneayer yCTaHOBUTb crefyloliMe AOUPEKTUMBbI ANA  BCex
nosnb3oBaTeslein CUCTEMbI:

Expiration date - He 6onbwe 30 AHel C MOMEHTa CO34aHUS.

Number of failed logins before locked =3 konuyecTBO HeBepHbIX MOMbITOK
pervcTpauuun nonb3osBaTens.

Soft core file size=0K gnsa 3anpeTa co3aaHus core-cdannos
UMASK=022 (napameTp 3agaeT MacKy co3gaHus daiisia no-yMonyaHuio).

Another user can su = False napaMeTp oOrpaHM4YMBaeT BO3MOXHOCTb perucTpauum
cynepnosb3oBaTens yepes yTUInTy su).

Ons nonb3oBaTens root yCTaHOBUTb MacKy pexuma cosgaHus gannos 077 wnn 027:
umask 077 (umask 027);

OTpepaktmpoBaTb ¢ann /etc/shells 1 noMmecTuTb B HEro MMeHa TOMBLKO AN TEX UCMOJIHAEMbIX
darnoB obonoyek, KOTOpble YCTAaHOB/IEHbI B cucTeMe. o ymonyaHuto, cogepxmnmoe darina /etc/shells
MOXeT 6bITb TaKNM:

/bin/csh, /bin/tcsh, /bin/sh, /usr/local/bin/bash
Ypanutb danin (ecnu oH cyuwectsyeT) /.rhosts.
Ypanutb coaepxumoe darina /etc/host.equiv.

OtpepaktnpoBaTtb dann /etc/pam.conf ¢ uenbto 3anpeta rhosts-ayTeHTUdUKaumn.
BbinonHseTcs KOMMEHTMPOBAHMEM BCeX CTPOK, coAepialimx noactpoky "pam_rhosts_auth.so".

MpoBepuTb uMAeHTUGUKATOPLI NoJib30oBaTeNss W Irpynnbl  ANs  BCEX MOJib3oBaTenewn,
nepeuncrieHHblx B arne /etc/passwd. Cneayetr ybeauTtcsi, 4TO He CyLWECTBYET MNOJib30BaTenen,
nmewwmx unaeHtTudukaTop nonb3oBaTens 0 wu naeHtTugukatop rpynnbel 0 KpoMe, BO3MOXHO,
nosib3oBartens root.

Cos3pmaTh IepeueHb NpOorpaMM, KOTOPEE 3allyCcKakoTCcAa C IpaBaMy aIMUHMCTPpaTopa,
M KOHTPOJIMPOBATE €I'O HEM3MEHHOCTL;

3anpeTuTb perncTpaunio B CUCTEME MOJib30BaTesien, uMewwmnx cneaywowme  "cnyxebHble
umeHa": daemon, bin, sys, adm, Ip, smtp, uucp, nuucp, listen, nobody, noaccess
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[encrtBne BbINOMHAETCA NyTeM YykasaHus B danne /etc/passwd crtpoku ' B none shell-
nporpaMMbl U yKkasaHus cumona 'x' B none napons.

OrpaHu4yeHunsa npm MOHTMpoBaHMU HanoBbIX CUCTEM

OrpaHuyeHus nNpu MOHTUPOBaHMM (aAMNOBbIX CUCTEM peasnm3yloTCcs peaakTMpoBaHueM daina
/etc/filesystems:

YcTaHoBUTb onumMio nosuid NpyM MOHTUPOBaHUM halnnoBO CUCTEMBI /var.

Mpn MHCTanNAUMM CUCTEMbI CneayeT BblaenuTb ansa darnnosbix cuctem /, /usr, /usr/local, /var
pasHble pasaesnbl AMCKa 4S8 NpeaoTBpalleHns NepenosiHEHUS KPUTUYHbBIX dalinoBbix cuctem (/, /var)

3@ C4yeT, HanpuMmep, MONb30BATENbCKMX [AaHHbIX W obecnevyeHusi BO3MOXHOCTM MOHTUPOBAHUS
darnoBon cncTembl /usr B pexuMme "ToNbKO ANS YTeHus".

OrpaHunyeHuns Ha 3anyckK NpoLeccos

CnepyetT oOrpaHuyMTb MCNOSb30BaHWE B CUCTEME MNaHMPOBLUMKA 3adad Ccron M Cpeacts
naketHom o6paboTkn 3agaHuvin. [Ons HOpManbHOro @GYHKUMOHUPOBAHUA CUCTEMbI MWHMMaNbHO
HEO6X0AUMBIM SIBJISIETCA pa3pelleHMe UCMOSb30BaHUSA MIaHUPOBLUMKA 3a4ay Cron M CpeacTB NakeTHOM
06paboTkn 3apaHnii TONbKO MoJsib3oBaTeNto root. [ns 3Toro crienyeT BbIMOJHUTL Cllegyowme KoMaHAbl
(oT MeHn cynepnosib3oBaTens):

echo root > /var/adm/cron/allow
echo root > /var/adm/cron/at.allow

HacTpoWka ceTeBbiX CEPBMCOB

CnepyeT orpaHmynTb (YHKLWMOHANbHOCTb CEPBMCOB HE MCMOMb3yEMbIX B AAHHOW CUCTEME.
[encrtBne 3akn4vaeTcs B pedaktupoBaHun danna /etc/inittab. B daiine /etc/inittab cnepyert
3aKOMMEHTpoBaThb (yAanuTb) CTPOKW, COAepiKallMe OonucaHus TeX CEPBUCOB, MCMOSIb30BAHUE KOTOPbIX
Ha KOHMUrypupyeMoMm KOMMbloTEpe He SiIBNseTCs HE06X0AMMbBIM.

Ncnonb3ysa yTunuTy smitty, OTKIOUMTbL Hencrnosib3yeMble CeTeBble CepBUCbl, U CIyX6bl,
3anyckaeMbix nNpu  ctapte cuctembl. Cneayetr  3anpeTtuTb MNpPUEM U3 BHELWHEN  CceTu
"wupokosewaTensHblX" (broadcast) nakeTtoB, a Takxke nepegady OTBETOB Ha MNpPUHATbIE
"lWwnpokoBewaTesbHbie" NakeThbl.

3anpeTuTb cynepnosib3oBaTento A4ocTyn no ftp.

Ecnn nnaHupyeTcsa MCnofnb30BaTb Ha HacTpaMBaeMOM cepBepe cepBuc FTP, TOo cnepyet
3anpeTuTb AOCTyn no npotokony FTP nonb3oBatensM, AN KOTOPbIX 3anpelleH A0CTyn K cepBepy no
npotokony FTP. B cnucke "3anpeleHHbIX" nonb3oBaTtenen, Kak MUHUMYM, AOJIKHbI ObiTb MepevYncrieHsbl
cneaylowme UMeHa nosb3oBaTenen:

adm, bin, daemon, listen, Ip, nobody, noaccess, nobody4, nuucp, root, smtp, sys, uucp

Jlnsg  orpaHuueHusi JAOCTyna K CHCTEMHBIM (ailiaM A HeNpUBUIETHPOBAHHBIX
MOJIb30BaTENEeH, 13 KOMaHIHOM CTPOKH CIEAYET BBIIIOJIHUTH CICIYIONINE KOMAaHJIbI:

Chown root /etc/mail/aliases chmod 500 /usr/bin/rdist
chmod 644 /etc/mail/aliases chmod 400 /usr/sbin/sync
chmod 750 /etc/security chmod 400 /usr/bin/uudecode
chmod 000 /usr/bin/at chmod 400 /usr/bin/uuencode
Takxe cnegyeT 06HynuTb bnar SGID ana HEKOTOPbIX UCMOIHSAEMbIX DaliNoB:
chmod g-s /usr/bin/mail chmod g-s /usr/bin/ipcs
chmod g-s /usr/bin/mailx chmod g-s /usr/sbin/arp
chmod g-s /usr/bin/write chmod g-s /usr/sbin/prtconf
chmod g-s /usr/bin/netstat chmod g-s /usr/sbin/swap

chmod g-s /usr/bin/nfsstat

OrpaHunyeHmne konudectsea "BUAMMON n3BHe" nHdopMaumm o0 cucTteme
Oﬁbll-IHO, Ha4dallbHYKO MchopMau,mo O Cucrteme FIOTEHleaﬂbeIﬁ HapywuTenb nony4yaeTtr w3

CUCTEMHbIX NpUrnaweHuin, BbiAaBaeMblX ceTeBbIMK cnyxbamu cepBepa (telnet-cepsep, ftp-cepsep u np.).
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MosToMy, K MepaM MO OrpaHU4YeHUIo KosmyecTsa "BMAMMOM WM3BHE" MHPOpMaUMM O CUCTEME
OTHOCATCS:

e OTKas oT CTaHAapTHOro "3arosioBka", BbIBOAMMOro cepBepoM ftp npu oTBeTe Nosib3oBaTento.

e PepakTupoBaHue dannos /etc/issue, /etc/ftpbanner mn /etc/motd ¢ uenbio pasbsicHeHUSN
nonb3oBaTensiM NpaBua U NOUTUKK AOCTYyMNa K cepBepy ftp.

HaCTpOﬁKa NnoACUCTEMDbI NPOTOKOJSIMPOBAHNA U ayaAUTa

CnepnyeT yA0OCTOBEPUTCS, YTO TOMbKO MOJSb30BaTENb root MMeeT AO0CTYN Ha 3anuck Ans dainos cogepalumx
MHpOpMaUMIO O MPOTOKONIMPYEMbBIX COObITUSIX.

Ecnn Ha HacTpavBaeMoM cepBepe ucnonb3yeTcss web-cepBep, To cneayet yb6eanTbCs, UYTO TOMbKO
"Bnageney" npouecca httpd umeet goctyn Ha 3anucb K npoTtokonam httpd

OrpaHUuUmnUThL (c ydyeToM BHIOPaHHOM B OpTaHM3aUuUM [OIOJUTUKM ©Oe30IaCHOCTU)
UCIOJIb30BaHME I[OJIb30BaTeNIAMM KOMaHn SU u SudO0 — npenocTaBiieHMS I[I0JIbE30BaTeIo
AIMMHMCTPATUBHEIX [TOJIHOMOUUI

Cne,u,yeT NMPOTOKONNPOBATb NOMNbITKN NCMNOJIb30BaHUA NporpamMm su u sudo.

CnepyeT nNpoOTOKONMPOBaTL CETeEBble coeAMHeHUs(BKouas AaTy/BpeMs coeauHeHus, IP-aapec
K/IMEeHTa, YCTaHOBUBLUErO COEANHEHUNE U UMSI CEpBUCA, O6CYXMBAIOLLErO COeANHEHWE).

10.2. TpeboBaHus NO pa3MeLLEHNIO TEXHUYECKNX CPpeacTB C
ycTaHoBneHHbIM CK3U

Mpwn pasMelleHnn TeXHUYECKUX CpeacCTB C yCTaHoBeHHbIM CK3N:

e [osmkHbl 6blITb MNPUHATBI Mepbl MO  UCK/IKYEHUIO HECaHKUMOHMPOBAHHOIO AOCTyna B
rnoMeLleHns, B KOTOPbIX pa3MelleHbl TexXHMYeckume cpeactsa C YCTaHoBrAeHHbIM CK3WU,
NOCTOPOHHUX UL, MO poAy CBOEN AesATENbHOCTM He SBAAKLWMXCA NEPCOHANOM, AOMNYLWEHHbIM
K paboTte B 3TMX nomeweHusx. B cnyyae Heo6XxoAMMOCTU MPUCYTCTBUS MOCTOPOHHUX NuUL B
YKa3aHHbIX NoMeLeHnax aosmkeH 6biTb obecneyeH KOHTPOb 3a UX AeicTBuUaMM N obecrneyeHa
HEBO3MOXHOCTb HEraTMBHbIX AENCTBUA C MUX CTOpPOHbl Ha CK3W, TexHu4yeckme cpencrtBa, Ha
KOTOpbIX akcnayaTupyetcs CK3U 1 3awmaemyto nHgpopmaumio.

e BHYTpeHHSIS NNaHWPOBKA, pPaCMOiOXXEHUME U YKOMMJIEKTOBAHHOCTb pabounmx MecT B
MOMELLEHNSAX OO0JKHbI o6ecrneymBaTbh MCMOMHUTENSAM paboT, COXPaHHOCTb [OBEPEHHbLIX UM
KOHdUAEHUMANBHbIX JOKYMEHTOB M CBEAEHMWIA, BKOYAs KIOUEBYIO MHGbOPMaLMIO.

e B cnyyae nnaHupoBaHusa pasMeweHuns CK3WM B noMmelweHuax, rae npucyTCcTBYeT pedyeBas,
aKycTMyeckas M Bu3yanbHas wuHdboOpMauusl, cogepxalwas CBeAeHus, CcocTaBnsawwme
rocyaapCTBEHHY TalHy, n (MAKN) YCTaHOBJ/IEHbl TEXHUYECKMe CpeacTBa M CUCTEMbl NMpUeMma,
nepenaudn, ob6paboTkM, XpaHeHus M oTobpaxeHus MWHGOpMauMn, copepxallen CBefeHus,
cocTasnsawowme rocyaapCTBEHHYHO TanHy, TeXHU4YecKkue cpeacTtea MHOCTPaHHOIro
MPOM3BOACTBA, Ha KOTOPbIX (YHKUMOHUPYKT nporpammHble mMoaynm CK3W, pomxHbl 6biTb
NnoABEPrHyThbl CneumanbHOM NpPOBEPKE MO BbIABAEHUIO YCTPOWUCTB, MNpeaHa3Ha4YeHHbIX A1
HernacHoro nosilydeHus MHdopmauum».

11. TpeboBaHusa No KpunTorpaduyeckomn sawmTe

[oMKHbI BbIMOMHATLCS Tpe6oBaHUs No KpunTorpaduyeckon 3awuTe:

1. Wcnonb3oBaHWe TONbKO NINLEH3MOHHOIO CUCTEMHOIO NPOrpaMMHOro obecrneyeHus.

2. Hacrtpoiika onepaumoHHon cuctembl gnsa pabotel ¢ CK3M no n. 8.

3. Mpu wHctannsumm CK3WM pgomkHbl 6biTb 0obecneveHbl OpraHW3auMOHHO-TEXHUYECKME
Mepbl MO WCKMOYEHUIO MOAMEHbI ANCTPUOYTMBA M BHeCeHUs n3MeHeHun B CK3W nocne
YCTaHOBKMW.

4. WckniouyeHne wu3 nporpammHoro obecneueHus M3BM ¢ ycTtaHoBneHHbIM CK3U
CpeacTB OTNaAKM.

5. CK3W pomxHO 3KcnnyaTupoBaTbCs Ha paboumx CcTaHuuax w  cepBepax C
YCT@HOBNEHHbIMM CPeACTBaMU aHTUBUPYCHOM 3almTbl, CEPTUPULMPOBAHHBLIMU
depepancHol Cnyx6oi besonacHoctn PO no knaccy B2 ans pabounx craHuun.

6. [laponb, ucnonb3yembll AN ayTeHTUdMKaALUMKN NONb30BaTeNEN, AOJIXKEH CoAepXaTb

He MeHee 6 cMMBO/OB andaBuTa MOWHOCTU He MeHee 10. NepMoOANYHOCTb CMEHbI

naposs — He pexe o4HOoro pasa B 3 Mecsaua.

MepnoanYHOCTb TECTOBOIO KOHTPONA Kpuntorpadumyecknx dyHKUMn - 10 MUHYT.

ExxecyTouHasa nepesarpyska N2BM.

MNepuoanyHocTb octaHoBa [M9BM ¢ o6sa3atenbHOWM NpOBEpPKOM  CUCTEMbI

oxnaxzaeHus npoueccopHoro 6noka NMN2BM - 1 mecsau.

-14 -
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10.

11.

12.

13.

14,

15.

3anpewaeTca 1cnosb3oBaTb pexmMm npocTton 3ameHbl (ECB) NOCT 28147-89 ans
wndpoBaHUa MHPOPMaLMKN, KPOME KITHOUEBOW.

Jo/mkHO paBaTbCsA npeaynpexaeHne O TOM, 4YTO MpU MCMNOSb30BaHUM pexmMma
wudposaHua CRYPT_SIMPLEMIX_MODE matepuan, obpabatbiBaeMbii Ha O4HOM
KJ1l04Ye, aBTOMATMYECKN OrPaHNYMBAETCS BeNndMHoOM 4 MB.

Mpun (dYHKLUMOHMPOBAHUN CK3u1 OOJIKHbI BbINOJIHATLCS TpeboBaHus
aKCnayaTaunuoHHOM gokyMmeHTauum Ha MAK 3awmTtel oT HCA.

JomkHo 6biTb 3anpeweHo wucnonb3oBaHne CK3W ana 3awutbl TenedoHHbIX
neperosopoB 6e3 MNpuMHATUA B cUCTeMe Mep MO 3awmte OT MHGPOPMATUBHOCTM
No6oYHbIX KaHanos, cneundnyecknx Npu nepegayde peuu.

JomxkHa 6bITb 3anpeweHa pabota CK3M npu BKAKOYEHHbIX B M3BM wTaTHbIX
cpeacTtBax BbIxoAa B paguoKaHar.

KoHTponem uesnioCTHOCTU AOMXKHbI 6bITb OXBadeHbl daknbl:

AlIX (Power PC 32 bits)

libcsp.s0.3.0.0, libcsp.la, librdrrndmbio_tui.so.3.0.0, librdrrndmbio_tui.la, cryptcp,
certmgr, inittst, csptestf, der2xer, sv, libcapi20.s0.3.0.0, libcapi20.la, libcpext.s0.3.0.0,
libcpext.la, libcapilite.s0.3.0.0, libcapilite.la, libpkixcmp.so0.3.0.0, libpkixcmp.la,
libasnidata.s0.3.0.0, libasnldata.la, libssp.s0.3.0.0, libssp.la, pkcs11_initialize,
pkcs1il_set pin, pkcs11l_generate_key, pkcs11l_generate_key_pair, pkcs11_hash,
pkcsl1_sign, pkcsil_verify, pkcsll_sign_hash, pkcsil_verify_hash, pkcslil_encrypt,
pkcs11l_decrypt, pkcs1ll_save_state, pkcs11_encrypt_sign, libcppkecs11.s0.1.0.0,
libcppkcsili.la, libcsppkcsi1.s0.1.0.0, libcsppkesil.la, cpverify, wipefile, csptest,
librdrrdr.so.3.0.0, librdrrdr.la, librdrrndm.so0.3.0.0, librdrrndm.la, librdrsup.s0.3.0.0,
librdrsup.la, librdrdsrf.s0.3.0.0, librdrdsrf.la, librdrfat12.s0.3.0.0, librdrfati2.la,
libcapi10.s0.3.0.0, libcapil0.la, libcpui.s0.3.0.0, libcpui.la, cpconfig, mount_flash.sh.

AlIX (Power PC 64 bits)

libcsp.s0.3.0.0, libcsp.la, librdrrndmbio_tui.so.3.0.0, librdrrndmbio_tui.la, cryptcp,
certmgr, inittst, csptestf, der2xer, sv, libcapi20.s0.3.0.0, libcapi20.la, libcpext.s0.3.0.0,
libcpext.la, libcapilite.s0.3.0.0, libcapilite.la, libpkixcmp.so0.3.0.0, libpkixcmp.la,
libasnidata.s0.3.0.0, libasnldata.la, libssp.s0.3.0.0, libssp.la, pkcs11_initialize,
pkcs11l_set pin, pkcs11l_generate_key, pkcs11l_generate_key_pair, pkcs1ll_hash,
pkcsl1_sign, pkcsil_verify, pkcsll_sign_hash, pkcslil_verify_hash, pkcsll_encrypt,
pkcs11l_decrypt, pkcsll_save_state, pkcs11_encrypt_sign, libcppkecs11.50.1.0.0,
libcppkcsili.la, libcsppkcsi1.s0.1.0.0, libcsppkesil.la, cpverify, wipefile, csptest,
librdrrdr.s0.3.0.0, librdrrdr.la, librdrrndm.so0.3.0.0, librdrrndm.la, librdrsup.s0.3.0.0,
librdrsup.la, librdrdsrf.s0.3.0.0, librdrdsrf.la, librdrfat12.s0.3.0.0, librdrfati2.la,
libcapil0.s0.3.0.0, libcapil0.la, libcpui.s0.3.0.0, libcpui.la, cpconfig, mount_flash.sh.

- 15 -



XTAN.00050-02 90 02-05. KpunTtolpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e3onacHoCTy.
Mcnonb3osaHue CK3W nog ynpasneHnem OC AIX

MpunoxeHne 1. KOHTPO/b LUEeSIOCTHOCTU NPOrpaMMHOro
obecneyeHuns

MporpamMHoe obecnedyeHne CK3M Kpuntollpo CSP wumeeT cpeactBa obecneyeHMss KOHTPONS
uenoctHoctn MO CK3W, koTopble AO/MKHbLI BbIMOJHATCA nepuoanyeckun. Bmecte ¢ auctpmbytmsoM
nocraesnsoTca dainbl ¢ MMeHaMn hashes.<dist_name>, cogepxalime KOHTPOJibHble 3Ha4YeHUs Xxell-
dyHKUMKN Ha dannbl guctpnbytmea <dist_name>. CTPOKM KaXkaoro Takoro daiiaa CoCTOSAT U3 ABYX Monemn
- WMeHM ddaina M 3HadyeHus Xew-PyHKuMM Ha Hero. dannbl NPOBEPSOTCS MNPXM MOMOLWM YTUUTHI
cpverify. Hanpumep, BO3MOXeH cneaywwmin dparMeHT Koda AN MpoBepkn Bcex ¢annos Bcex
ANCTpN6YTMBOB:

eval ~cat hashes.*|awk "{print "'cpverify "$0" && " }END{print "‘true"}'~

Ecnun B pesynbTaTe NepMoamMyeckoro KOHTPOJS LLeNIOCTHOCTU MOSIBASIETCS COOBLEHMS O HapyLlleHun
LLe/IOCTHOCTM KOHTponupyemoro daina, nonb3oBaTesib 06s3aH npekpatuTb paboTy v obpatutbcs K
aAMUHUCTpaTopy 6e3onacHoCTU.

AaMuHuctpatop 6e30MacHOCTW, MpoaHanM3MpoBaB  MPUYMHY, NPUMBEAWY K  HapyLIEeHUIo
LEenocCTHOCTK, AomxkeH nepeyctaHoBuTb MO CK3W Kpuntolpo CSP ¢ auctpmnbytmea, nnu cucremHoe MO.

-16 -
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[MpunoxeHue 2. YnpaBneHne npoToKOINpOBaHNEM

[Ons BKNIOYEHUA/OTKIHOYEHNS 3HAUEHME Iog MCI'IOﬂbByVITe:

a) RH7.3, RH9.0
[ns 3afjaHns YpOBHSA NpoToKona
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Ons 3apaHuna dopmaTta npoTokosa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -format 0x19
[ns npocMoTpa Macku TekyLlero ypoBHS 1 popMaTta npoTokoa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -view

b) ana RH 7.3, RH 9.0 ypoBHsa agpa
insmod drvcsp.o log_level=0x9

3HayeHMeM NapaMeTpa YPOBHb NPOTOKONA sSiBAsSieTCa BUTOBaa Macka:
N_DB_ERROR = 1 # coobuweHuns 06 owmnbkax
N_DB_LOG = 8 # coobuweHunsa o Bbi3oBax

3HayeHMeM napameTpa opMaT NpoTOoKONa aBNaeTcs 6uToBas Macka:
DBFMT_MODULE = 1 # BbIBOAUTb UMSA MOAYNS

DBFMT_THREAD = 2 # BbIBOAWTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTb UMS PYHKLMNN
DBFMT_TEXT = 0x10 # BbIBOAUTb CaMO cooblieHune
DBFMT_HEX = 0x20 # BbiBOAUTb HEX gamn
DBFMT_ERR = 0x40 # BbiBoaunTb GetLastError
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JINCT perucTpaumm nameHeHui

Homepa nucrtoB (cTpaHuu,) Bcero Ne Bxoasawumn n
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n3MeH 3ameH HOBbIX aHHyn (cTpaH TenbHOro
€H- E€HHbIX MPO-BaHHbIX [UL) B JAOKYM. OOKYM. 1
HbIX aaTa
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