127 028, MockBa, CyweBckuii Ban, 4.16 /5
TenedoH: (495) 780 4820

dakc: (495) 780 4820
http://www.CryptoPro.ru

E-mail: info@CryptoPro.ru

KPUNTO
b’-n PO

Cpeacteo
Kpuntorpadpunueckomn
3aWunThl

NHdopmaumn

Kpuntollpo CSP

Bepcusa 3.6

PyKoBOACTBO
aAMUHUCTpaTOopa
6e3onacHoCTH

Ncnonb3oBaHue CK3U
noA ynpasJIeEHUEM
OC Solaris

:XTAK1.00050-02 90 02-04

Nnctos 20

2010


http://www.cryptopro.ru/�
mailto:info@CryptoPro.ru�

XTAN.00050-02 90 02-04. KpunTtollpo CSP. PykoBoacTBo aaMuMHUCTpaTopa 6e30nacHoCTy.
Ucnonb3oBaHme CK3U nog ynpasnenmem OC Solaris

© 000 "KPUMOTO-MPO", 2000-2010. Bce npaBa 3alMLLEHBDI.

ABTOpCKME npaBa Ha cpeAacTBa Kpuntorpadunyeckon 3alnTol
nHdopmauunm Tvna Kpuntolpo CSP 1 akcnnyaTauMOHHYIO JOKYMEHTaLMIo
K HUM 3aperncTpupoBaHbl B POCCUIACKOM areHTCTBE MO naTeHTaMm m
TOBapHbIM 3HakaM (PocnaTeHT).

Hactosawmin JoKyMeHT BXOAMT B KOMMEKT NOCTAaBKM NMPOrpamMMHOro
ob6ecneyernunsa CK3U KpunTtollpo CSP Bepcumn 3.6; Ha Hero
pacnpoCTpaHAOTCSA BCe YCOBUS TMLLEH3MOHHOIO cornawenus. bes
cneumanbHOro NnMcbMeHHoro paspeweHus 000 "KPUMTO-MPO" nokyMeHT
WN €ro 4acTb B 3/IEKTPOHHOM W/IN NeYaTHOM BUAE HE MOryT 6bITb
CKOMMpPOBaHbl 1 NepeaaHbl TPETbUM IMLLAM C KOMMEPYECKOW Lienbio.




XTAN.00050-02 90 02-04. KpunTtollpo CSP. PykoBoacTBo aaMuMHUCTpaTopa 6e30nacHoCTy.
Ucnonb3oBaHme CK3U nog ynpasnenmem OC Solaris

ConepxaHue

1. AHHOTALIMS ... e eeeeeeeeee e e e e eeee e eeeeeestansasaseeerennssnnaseeensnnssnnaeeeensnnsannseeeeennnnnnnnenenes 4
2. CIIMCOK COKPALLIEHMM .............ooneiniienieetieetieeteeeteeeteeeaeeeeeaeaeseasseeseeseeesseeseasesaseesesnsesnnesnnanns 4
3. OCHOBHbIe TEXHUYECKME AaHHble U XapaKTepuctMkKM CK3MN.....................cccieeee. 4
3.1. TporpaMMHO-anNAPATHBLIE CPEODBI vuuvrueueurrurensenenarssensensrnseassassasnsensensenseassnssnsnsensens 4
3.2. BapuaHTbl UCNOMHEHUSA CKB .. .euieiiiii i s e e e s e r e e e ens 5
3.3, KITHOUEBDBIE HOCUTEIIM ..evuiiuniiniisniiussnssasssassssssasssassa s s saa st s s s s s s e s e st s eassanssnns 5
4. YcraHoBka anctpn6bytmea MO KpUnmolNMPO CSP ... 5
5. O6HoBNeHNE CK3N KpUNTOMIPO CSP....... ... 6
6. Hactpoitka CK3U KPUNTOMPO CSP ........ocuoiiiieeeeeeeeeeeeeeeetee et e e enne s 7
6.1. [Jocryn k ytnnute ans HacTporkm CK3U KpnnTolpo CSP ......cvvviviiiiiiieeiineneaeenn, 7
6.2. BBOA CEPUIMHOIO HOMEPA JIULIEHBMM 1uueriivuisieesasnesssesssnsssasenssnsssasenssnsensennssnsenns 7
6.3. Hactpoika o6opyaoBaHmnst CK3M KpnnTolpo CSP ....c.ccveviriiiiiiiiiiiiiecceeeis e 7
6.4. YCTaHOBKa MapaMeTPOB YKYPHANMMPOBAHMS .vuvureuenrenrensresisnnsnssnseassnsenssnssnssssnsensens 8
6.5. Hactpoika KpMnTonpoBanaepa MO YMOMUAHMED cuuuirurernirneersenernssssensssnsssnsensssnsenns 8
7. YCTaHOBKA COMYTCTBYHOLUMX TTAKETOB ............eeeiiueieeaaueeesaaneessaseeeessenesaaseesseaneeessanseesanas 8
7.1, BUBAMOTEKA lIDCUI .eeiiiiiii e e e e e 8
8. CocraB 1 Ha3HauyeHne KOMMOHEHT NporpaMMHoOro obecneueHnss CK3U...................... 9
8.1. BazsoBble MOAYIM CKBU ...ttt e e s e s e s s e s e s e eens 9
8.1.1.  MOAYND SETUP Luiiiiiiiiiii e 9
8.1.2. BunbnmoTekm libcsp nM DCSPS...cuiviiiiiiiii 9
8.1.3.  BUOAMOTEKA lIDCSPI .uieiiiiii i 9
8.1.4. [OpanBepHas 6MbnoTeKa lIDCSPArV......oviiiiiiiiiiiiii s 9
8.1.5. Moaynu ceteol ayTeHTUdMKaAUMM KpUNTOMPO TLS....iiviiiiiiiiiiiiiiiereee e 10
8.1.6.  MOAY b CPVEIIY 1viinititiii it et s e e e e s e e anaans 10
8.1.7. MOAYNb WIPEFilE . uuiiiiiii e 10
T 1 (o7 Y 3T I | 1 PPN 10
8.2.1.  MoAy/b lIDCAPIIEE . euieieiiii e 10
8.2.2. bubnuoteka librdrrdr 4OCTYNa K KTHOUYEBBIM HOCUTEITAM .euviuinsiniennenesnenesnenesnenenns 10
8.2.3. Moaynu yCTpONCTB XPaHEHUSI KIHOUEBOM MHAOPMALMM ..euvuenrinitinenennenennenennenenns 10
8.2.4. bubnuoteka librdrsup noaaep>XkKu A40CTyNa K KOYEBbIM HOCUTENSAM ..uvuviueennennnns 10
8.2.5. MoAYNM AATUMKOB CITYHAMHBIX UMCEIT . euruentinesnnessnensssensssensssenssnenesnenesneneenenenns 10
8.2.6. bubnuoteka libasnldata noaaepxkuy NpoTokona ASNI....cocoiiiiiiiiiiiiiiiin s 10
9. BcrpanBanue CK3U KpunTtollpo CSP B npuiiafgHoe MO ... 10

10. Tpe6oBaHusa MO OpraHN3aLMOHHO-TEXHUYECKMM U afiAMUHUCTPATUBHbIM MepaM
obecneueHmsa sKCINYaTaUMM CKBW.......... ...t 11
10.1. O6wme Mepbl 3awmTbl oT HC MO ¢ ycraHoBneHHbiMn CK3W gnsa OC Solaris ...... 11
10.1.1. OpraHn3aLUMOHHO-TEXHNUUECKNE MEPDBI ..uuuiuiuiuiurnrterersrassrarsrssnssssnssssnens 11
10.1.2. JononHutenbHble HACTPONKM OC SOIaris ....viviiiiiiiiiiiii e 14
10.2. TpeboBaHWs MO pasMeLLEHNIO TEXHUYECKNX CPeACTB C YCTaHOBMEHHbIM CK3U .... 18
11. Tpe6oBaHUA MO KPUNTOrPAMUUECKOM SALLMTE ...........c..ooennrenneeeieeeaeeeieeeeeeeeeaeeeeaneenns 19
Mpuno)xeHue 1. KOHTPOsib LI©/TIOCTHOCTU NPOrpaMMHOIo obecneyeHms ....................... 21
Mpuno)xeHue 2. YnipaBiieHUE MPOTOKONIMPOBAHMEM ..............ooereieieeeaaiieeaaaneeeeaaeeeesaaneeeenannees 22
JINCT PEIVICTPALIMM MBMEHEHMM............oc.eeoeeeieiieeeeeetteeeaeeeeteeeeaeeeeseeeeseesaseeseseesaseeseseesaseesesnesans 23




XTAN.00050-02 90 02-04. KpunTtollpo CSP. PykoBoacTBo aaMuMHUCTpaTopa 6e30nacHoCTy.

Ucnonb3oBaHme CK3U nog ynpasnenmem OC Solaris

1. AHHOTAUMA

HacTosuwee PykoBoACTBO pononHaeTr AokymeHT "XTSAKM.00050-02 90 O02.
Kpuntolpo CSP. PykoBoacTBOo agMmHmUcTpaTopa 6e3onacHoctu. Obwas yacTtb." npu
ucnonb3osaHmm CK3U nog ynpasneHmnem OC Solaris 9/10.

NHCTpyKuMn agMuHUCTpaTtopaM 6e30macHOCTM M NOSb30BaTeNsM  PasfIYHbIX
aBTOMaTM3UPOBaHHbLIX cucteM, wucnonvsyowmx CK3U Kpuntollpo CSP, [onxXHbI
pa3pabaTtbiBaTbCA C y4eTOM TpeboBaHMIM HACTOSLWEro AOKYMEHTA.

2.Cnuncok cokpalleHni

APM ABTOMaTM3npoBaHHOe paboyee MecTo

rMa TMO6KUM MarHUTHBIN ANCK

ACY [JaTunk cnydarHbix ymucen

HDD XKecTkuii MarHUTHbIN AUCK

HCO HecaHKUMOHNPOBAHHbIA AOCTYN

o]® OnepaunoHHasa cmctema

MAK MporpamMMHo-annapaTHbIi KOMMIeKc

no MporpamMmHoe obecneyeHune

PernameHT COBOKYMHOCTb UHCTPYKLMIA U APYTON pernamMeHTUpyoLei
AOKyMeHTauum, obecneumBaroLlen @pyHKUMOHMPOBaHME
aBTOMaTM3MPOBAHHOM CUCTEMbI BO BCEX peXMMax.

CepTtudukaTr DNeKTPOHHbIN AOKYMEHT, NOATBEPXAAOLWMA NPUHALNEXHOCTb
OTKpPbITOrO K/ltoua 1 onpeaeneHHblX aTpubyToB KOHKPETHOMY
aboHeHTy

CepTtudurkauus Mpouecc n3rotoBneHns ceptudmukaTa OTKpbITOro karya aboHeHTa
B LleHTpe cepTudurKaumnm

CK3M CpeactBo kKpunTorpadunyeckon 3awmTbl MHGOPpMaUmm

aun DnekTpoHHas undposas NoANUCh

3. OCHOBHbIe TeXHMYECKME AaHHble U XapakTepuctnkun CK3U

CK3MN Kpuntollpo CSP pa3paboTaHO B COOTBETCTBMW C KpUNATOrpaduyeckum
nHTepdercom dbupmbl Microsoft - Cryptographic Service Provider (CSP).

3.1. lNporpaMMHoO-annapaTHblie cpeabl

CK3MN Kpuntollpo CSP nop ynpaeneHmem OC Tuna Solaris ucnonb3yetca B
nporpamMMHo-anmnapaTHbIX cpeaax:

- OC Solaris 9/10 (sparc, ia32, x64).
Mpu Heobxoammoctn, ansa ucnonb3oBaHnus CK3UM  ypoBHa sapa OC

apXUTEKTYpbl IA32 cnepyer:
e 1na OC Solaris 9 06HOBUTb cucTteMy A0 ucnpasneHus 122301-48 v ycTaHOBUTL
ucrnpassieHue IDR144066;

e 1na OC Solaris 10 06HOBUTbL cucteMy Ao ucnpasneHns 142901-03 n ycTaHOBUTb
ncnpasneHne IDR144030.

Co cpokaMu 3KChayaTauMuv  OMepauMoHHbIX CUCTEM, B Cpeae  KOTOpbIX
dbyHKUMoHNpyeT CK3UM, MOXXHO 03HAKOMUTBLCA MO CleayloleMy agpecy:

<http://www.sun.com/service/eosl/solaris/solaris _vintage eol 5.2005.xml
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3.2. BapuaHTbl nucnonHeHmsa CK3U1

CK3W pgna pabotbl ¢ OC Solaris 9/10 M3roToBASETCS M pacrnpocTpaHAeTcs B ABYX
BapuaHTax UCMOSTHEHUS:

McnonHeHne 1 — CK3U knacca 3awmntbl KC1.
McnonHeHne 2 — CK3U knacca 3awntbl KC2.

MpeaynpexpaeHune. pu ucnonb3oBaHmum wucnonHeHns 2 CK3WM Ha nnatdopme sparc
nonb3oBaTeNbCKME K/IUM A0MKHbI 6biTb BblpaboTaHbl Ha APM, ocHaweHHoM  CK3WU,
cepTdULMpPOBaHHBLIM NO Knaccy 3awunTbl KC2 n dyHKUnoHMpyowWwmMM nog ynpasneHnem OC
Windows.

3.3. KnwueBble HOCUTENU
B kauecTBe K/H0UYEBbIX HOCUTENEN 3aKpbITbIX Ko4ven MOTYT MCMOJZIb30BaTbCA.
rMAa 3,5";
USB auckmn
Pazpen HDD MNM3BM

MpumMmevanmna. 1. [JonyckaeTcs xpaHeHue 3aKkpbiTblX Kwo4vel B pasgene HDD
npu ycnosum pacrnpoctpaHeHus Ha HDD wnu MN3BM c¢ HDD TpeboBaHuii no
l..l 0o6paLLeHNIo C KYEBbIMW HOCUTENSMW, B TOM YUC/IE U MOCNE yAaNeHUs KIoYen.

2. lNepeyeHb KkNOYEBbIX HOCUTenen no wucnonHeHusam CK3U u
nporpamMMHo-annapaTtHbiM nnatdpopmam cm. Gopmynsap XTAKW.00050-02 30 01,
n.n. 3.8, 3.9.

4. YctaHoBKa auctpubyTtmnea MO Kpuntollpo CSP

YcTtaHoBKa, ypaneHme u  obHoBneHme [1O  ocywecTBnsieTcds C  nNpaBamMu
aAMWHUCTpaTopa: noA YYETHOWM 3anucbkd root maM C MUCNOSb30BaHWMEM KOMaHAbl

sudo.
B OC Solaris agnsa ycraHoBku, ypganeHmsa u obHoBneHus MO NpUMEHSATCS MakeTbl
(packages). [lMakeT - pacnakoBaHHbIA apxuB AucTpubytmBa (dakTnyeckm 3TO

nanka), coaepxawuhn dannbl YyCTaHaBIMBAEMOrO MNpPWIOXeHns u  dalnnsl,
WCMOJb3YOLWMECS WMHCTANNATOPOM AN KOHMUIrypupoBaHus cpeabl. ApXUB UMeeT
pacwmpeHue .tar.gz n asnsietca 0bblYHbIM apXnMBOM gzip.

Mepen ycTaHOBKOW apxuBbl ANCTPMOYTUBaA HaA0 pacnakoBaThb:
for i in *.tar.gz;do gzip -cd $i|tar -xf -;done

[Ons ycTaHOBKM NaKeTa MCNoJsb3yeTcs KoMaHaa:

pkgadd -d <manka_c_naketaMu> <uMfA_nakera>
Hanpumep: pkgadd -d . CPRObase

Ona ypaneHns naketa UCnonb3yeTcs KoMaHaa:

pkgrm <umMmsa_nakera>

Hanpumep: pkgrm CPRObase

dainbl N3 NaKeToB yCTaHaB/IMBalOTCA B /opt/cprocsp.

MakeTbl 3aBUCAT APYr OT Apyra, MO3TOMY AOJKHblI YCTaHaBIMBaTbLCSA MO MOPSAKY C
YY4ETOM 3TUX 3aBUCMMOCTEW, a yAanaTbCs B 06paTHOM nopsiike. YCNOBHO MOXHO
CYMTaTb NPaBWJIbHbIM MOPSAKOM TOT, KOTOPbI/A OnucaH B Tabnuvue 3aBUCUMOCTEN U
Ha3Ha4yeHus NakeToB.

MakeTbl MoOryt 6biITb Anss 32-6UMTHOM apXUTEKTYpbl, a Takxe ans 64-6utHoi
apxuTekTypbl (MMA MakeTa 3akKaH4YMBaeTCs Ha X), Toraa oHu crtaBaATcs Ha OC,
cobpaHHylO NoA  COOTBETCTBYKOLWYK apxuTektypy. Yacto 64-6utHble OC
OAHOBPEMEHHO noaAepXuBatoT U 32-6UTHble NPUIOXEHUS, U 64-6UTHble, Toraa npu
HeobXxoAMMOCTM MOXHO CcTaBuTb 06a KoMmnnekta. WCKAlYeHMeM ABASKTCA
ApariBepbl: OHM CTaBATCSA B TOYHOM COOTBETCTBMU C apxmuTekTypon sapa OC.
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Tabnuua 3aBUCMMOCTEN M Ha3HA4YeHMS nMakeToB (4719 NPOCTOTbl ONUCaHbl 32-6UTHble
naketbl).

Msa nakeTa 3aBUCUMOCTH Ha3HayeHue nakeTa

Obsa3aTenbHble NakeThbl

CPRObase ba3oBbIli MakeT, cTaBUTCS
nepebiM. He 3aBucuT oOT
apXUTeKTypbl, MO3TOMY AN
64-6uTHOrO KOMMAeKTa 3ToT
naketr craButca u3 32-
6MTHOro KoMnaekTa.

CPROrdr CPRObase OCHOBHbIE MPUNOXEHUS,
cumnTbiBaTenm n ACH.

CPROCcpl CPROrdr CAPILite, nporpammbl u
6ubnunoTtekmn ans
BbICOKOYpPOBHEBOW paboTbl
C KpunTtorpaduen
(ceptndukaramm, CMS...).

CPROkc1 CPROrdr MpoBangep KC1.

CPROkc2 CPROrdr MpoBangep KC2, craButCSA
TOJSIbKO TaM, rae B 3TOM
ectb  Heobxogumoctb. B
3Tom cnydyae CPROkcl He
cTaBuTCA.

[JononHuTenbHble NakeThl

CPROrdg CPROrdr, SUNWmfrun, | Mpadunueckumin BnoCH,
SUNWxwrtl 3anpoc rnaponsd u apyrue
GUI-ananorw.

CPROrdp CPROrdr, pcsclite Moaynn nopaepxkun PCSC-
cunTbiBaTeNnen, cMapT-kKapT
(PUK, Ockap, Maructpa...).

CPROcspd CPRObase MakeTt ans paspaboTumka.

CPROdrv CPRObase [OpaneepHasa 6bubnunoTteka.

CPROdrvd CPROcspd Maketr pans paspaboTumka
ApanBepoB.

CPROstnl CPRObase YHuBepcanbHbin ~ SSL/TLS
TYHHENb.

5. O6bHoBneHne CK3U Kpuntollpo CSP

Onsa obHoBneHnsa Kpuntolpo CSP Ha OC Solaris HeobxoanMmo:
e 3aNOMHUTb TeKyLyl KoHdurypaumio CSP:
0 Habop yCTaHOBNEHHbIX NAKETOB
O HaCTpOWKM nposanaepa (ans MpOCTOThI MOXHO  COXpaHWUTb
/etc/opt/cprocsp/config[64].ini)
e yaanuTb wTaTHbIMK cpeacTtBamu OC Bce nakeTbl Kpuntollpo CSP
e YCTaHOBWTb aHanornyHole Hoeble nakeTbl Kpuntollpo CSP

e Npu HeoH6XOAMMOCTN BHECTU MU3MEHEHWUS B HACTPOWMKM (MOXHO nocmoTpeThb diff
cTaporo un Hosoro config[64].ini)

J KJTIO4UN U CepTVICbVIKaTbI COXPaHAKTCA aBTOMAaTU4Ye€CKHU
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6. Hactponka CK3U KpunTtollpo CSP

6.1. Joctyn K ytunute ans Hactponku CK3U Kpuntollpo CSP

HacTtporika CK3W Kpuntollpo CSP ocyllecTBAsSeTCS C NOMOLWbI yTUAnUTbl cpconfig,
KoTOpas BXOAUT B CcoCTaB AucTtpubyTMBa W pacrnonoxeHa B AUPEKTOPUN
/opt/cprocsp/sbin/<Ha3BaHue_apxuTekTypbl>. Ecnn ycrtaHoBneHbl naketbl CK3U
AN OBYX apXWUTEKTyp, Hanpumep ia32 v x64, TO AENCTBUS MO HACTPOMKE HYXHO
NpoOBOAUTb ABaXAbl — ANS KaXAO0W apxuTeKkTypbl cpconfig-oM M3 COOTBETCTBYIOLLEN
nanku.

6.2. BBoAa cepuinHOro HomMepa MuUeH3nmn

Mpwn yctaHoBke nporpaMMmHoro obecnevenmss Kpuntollpo CSP 6e3 BBOAA SNLIEH3NMU
nMoAb30BaTeNI0 NPeAoCTaBSETCS JIMLEH3USA C OrPaHUYEHHbIM CPOKOM AeicTeus. Ons
ncnonb3oBaHua Kpuntollpo CSP nocne OKOHYaHWS 3TOr0 CpoKa Mnosb30BaTesb
[OJ/IXEH BBECTU CEPUMHBIN HOMEp C 6bnaHKa JIMUEH3MK, MOJSTYYEHHON Yy OpraHmM3auumn-
pa3paboTumMka MAM OpraHuM3aumu, MMeLWen npaBa pacnpocTpaHeHMs NpoAyKTa
(annepa). Ansa npocMoTpa MHGOPMaUMn O IMLEH3NN BbIMOSTHUTE:

# cpconfig -license -view

[Ons BBOA@ NULEH3UWN BbINOSHUTE!:

# cpconfig -license -set <cepwuiinwli_nomep>

CepMVIHbIVI HOMEp cneayeT BBOAUTL C cobnoageHnem perncrtpa CMMBOJIOB.

6.3. Hactponka obopynosaHusa CK3U Kpuntollpo CSP

Ytunuta cpconfig Takxe nmnpegHasHayeHa Ana u3MeHeHuss Habopa yCTpoKMCTB
XpaHeHust (HocuTenen) M cumTbiBaHUs (CUMTbiBaTeNnen) KAw4veBoh mHboOpMaumm u
AATUYMKOB CnydalHbiX ymcen. MpeaycrtaHOBAEHHbIMU ABASOTCA cuuTbiBaTenu flash-
HocuTenen n obpas ANCKETbl Ha XXECTKOM AMCKe.

[ns npocMoTpa cnncka HacTPOEHHbIX CYMTbIBaTEen:

# ./cpconfig -hardware reader -view

CuunTbiBaTenb AMCKET HE yCTaHaB/MBAETCA MO YMOSYaHWUIO, TaK Kak npu OTCYTCTBUM
AVCKeTbl B [AWCKOBOAE MepeyncsieHne KOHTeMHepOoB CWJIbHO 3ameansercs. Ans
AobasneHus cunTbiBaTeNs AUCKET:

# ./cpconfig -hardware reader -add FAT12_0 -name "Floppy Drive"

[Ons npocMoTpa crnmncka HacTpoeHHbIx ACY:

# ./cpconfig -hardware rndm -view

Ona koHconbHoro Buo[CH Tpebyetcs naker naker CPROkcl, kpome TOro OH
paboTaeT Tonbko ¢ KC1 npoBangepom. [Ans nobasneHns KoHconbHoro bnoJC4:

# ./cpconfig -hardware rndm -add bio_tui -level 5 -name "‘Console
BioRNG™"

Onsa rpaduueckoro buoJCH Tpebyetca naker CPROrdg u X-cepsep, KpomMe TOro OH
paboTaeT Tonbko ¢ KC1 nposangepom. Ans nobasneHus rpaduyeckoro bnoCH:

# ./cpconfig -hardware rndm -add bio_gui -level 4 -name ""GUI BioRNG"
Onsa pobasneHus 4CH KMNUNM:

# ./cpconfig -hardware rndm -add cpsd -name “"cpsd rng® -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis_1
/var/opt/cprocsp/dsrf/dbl/kis_1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis_1
/var/opt/cprocsp/dsrf/db2/kis_1

Takxe Hago ckonupoBaTb dalfbl C AAHHbIMKU, MOAyYeHHbIMU Ha "APM BblipaboTku
BHELUHEN raMMbl", NONOXMM, YTO OHU nexaT B /tmp/db[1,2]:

# cp /tmp/dbl/kis_1 /var/opt/cprocsp/dsrf/dbl/kis_1

# cp /tmp/db2/kis_1 /var/opt/cprocsp/dsrf/db2/kis_1

Ona paboTtbl co cuutbiBaTenem PC/SC Tpebyetca naker CPROrdp. [Mocne
MOAKJ/TIOYEHUS CUMTbIBATENS Y3HAWTE MMS YCTPOMCTBA:

# /opt/cprocsp/bin/ia32/list_pcsc
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available reader: Gemplus GemPC Twin 00 00

Ona nobaBneHns cumTbiBaTENNSA UCMOSIb3YHTE 3TO UMS:

# ./cpconfig -hardware reader -add "‘Gemplus GemPC Twin 00 00"
Ons nonyyeHuns nogpobHom crnpaBku no cpconfig:

# _./cpconfig -help

# _./cpconfig -hardware —help

6.4. YcTaHOBKa napaMeTpoB XYpHannpoBaHUs

CK3M Kpuntolpo CSP no3sonset cobupaTb 0TNaA0uYHy0 MHpOopMauuo n nmeet

BO3MOXHOCTb  MPOTOKONUPOBaHUS  cobbiTuin. WHdopMaums  3anucbiBaeTcs B
CUCTeMHbIN XypHan (obblyHO B /var/adm/messages). CyllecTByeT BO3MOXHOCTb
WU3MEHEHMS HaCTPOEeK XYpHanMpoBaHUs pasndHbIX Moaynen npoaykra. CywecTsyeT
BO3MOXHOCTb W3MEHEHUS YPOBHS >KypHanuposaHuss W dopMaTa BbIBOAUMBIX
OTNaAO0YHbIX  coobuweHuni.  [Ans NnonyyeHus  CnpaBKu no  HacTpowkam
XYpPHanMpoBaHus:

# cpconfig -loglevel -help

Moaynun, Ans KOTOpPbIX NOAAEPXUBAETCS XYpHannpoBaHue:
CpCsp - 4p0 KpunTonpoBanaepa

capilO - CryptoAPI 1.0

cpext

capi20 - CryptoAPI 2.0

capilite - CAPILite

libcspr
cryptsrv - cnyxb6a xpaHeHus knaoven (KC2)
libssp - TLS

cppkesll - PKCS11
cpdrv - gpaviBep
dmntcs

6.5. HacTtponka kpuntonpoBanaepa no yMos4aHuto

[na npocMoTpa TMNOB AOCTYMHbLIX KPUNTONPOBalAepos:

$ ./cpconfig -defprov -view_type

[na npocMoTpa CBOMCTB KpMNTONpoBanaepa Hy>XHOro Tuna:

# _./cpconfig -defprov -view -provtype <provtype>

Ona yctaHoBKM npoBaigepa MO YMOSYaHUIO A8 HYXHOro Tuna:

# _/cpconfig -defprov -setdef -provtype <provtype> -provname
<provname>

Ona nonyyeHus nMeHW npoBangepa MNo YyMOMYAHMUIO ANS HYXHOro Tuna:
# ./cpconfig -defprov -getdef -provtype <provtype>

7. YCTaHOBKa COMYTCTBYIOLWMX NAaKETOB

Ons nepepaum no cetu 3amnpocoB Ha ceptudukaTtbl, CRL m T.n., a Takxke ansg
noAAEPXKM AOMOSHUTENbHbIX KJ/IKOYEBbLIX CUYMTbIBATENEen W  HOCUTENEW MOXET
notpeboBaTbCs yCTaHOBKA AOMNO/IHUTENbHbIX NaKeToB.

Ecnn  conyTcTBylOWwMe nakeTbl CcKaumBalwTcs w3 VIHTepHeTa, Heobxoammo
NnOATBEPAMTb MX LENOCTHOCTb, MPOBEPUB MOAMNUCL MAM Xew. EcnmM MCTOYHMK He
obecneunBaeT TakMe MexaHM3Mbl, AOMYCKAeTCs WMCMNO/b30BaHWE MaKeTOB TOJIbKO C
ancka ¢ pguctpubytnsom CK3W, roe aTm MexaHU3Mbl MCMonb3yloTca. Ha aucke
nakeTbl fexar B nanke extra.

7.1. bubnuoteka libcurl

Mcnonb3yeTca ans nepeAayn 3anpocoB Ha ceptudmkatbl, CRL 1 T.M. No ceTu.
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C canta paspabotumka npoekTta http://curl.haxx.se/ MOXHO ckKayaTb MakeT C
MCXOAHbIMM TEKCTaMM ANa caMmocTosaTeNbHoM cbopkun. Kak npaBuio, TaMm xe ecTb 32-
6uTHble Bepcun bMHapHbIX NaKeToB.

MNocne ycTaHOBKKW 6UBAMOTEK HAAO 3aperucTpupoBaTh NyTU K HUM. Hanpumep:

# /opt/cprocsp/shin/ia32/cpconfig -ini \config\apppath -add string
libcurl.so /Zusr/local/lib/libcurl._so

# /opt/cprocsp/sbin/amd64/cpconfig -ini \config\apppath -add string
libcurl.so /Zusr/local/lib/64/1ibcurl.so

8.CocTaB U Ha3Ha4YeHME KOMMOHEHT NPOrpaMMHOro
obecneveHna CK3U

8.1. basoBbie Mmoaynn CK3U

8.1.1.

8.1.2.

8.1.3.

8.1.4.

MO CK3W copepxunt 6a30Bble MOAYN:

Setup - Mmogynb nHctannaummn NO CK3N.

libcsp — AMHammnueckn 3arpyxxaemasn 6mbnmoteka Kpunrtollpo CSP.
libcspst - cratnyeckas 6mbnnoteka Kpuntollpo CSP

libcspr - 6ubnunoteka pabotbl ¢ yaanéHHbiM Kpuntollpo CSP
libcspdrv — aMHaMmM4yeckn 3arpyxaemblii MOAYNb S4pa.

libssp — 6ubnuoteka nopAepXKM MoAynsi ceteBor ayTeHTudukaumum Kpuntollpo
TLS

cpverify — Moaynb KOHTPONS LEOCTHOCTHU.
wipefile — moaynb yaanenums dainoB BMeCcTe C COAEPXKMMbIM.

B Ha3BaHuax anctpmbytmeos CK3W ncnonb3yeTcs HoTaumus:
CPRO - npedwumkc;
CSp — KpunTonpoBamnaep;
drv — 3arpyxaembiii Moaynb aapa OC;
[d] - onunoHanbHO — yKa3blBaeT Ha AOKYMEHTaUMIO (TeCTOBble NMpUMep.I);
[x] - onunMoHanbHO - yKa3biBaeT Ha 64-6utoByto Bepcmto OC; SPARC;
i386 - nnatdopma Intel;
sparc — nnatdopma SPARC.

Moaynb SETUP

Moaynb Setup obecneudmBaloT MHCTaNAAUMIO nNporpaMmHoro obecneyeHus CK3U
Kpuntolpo CSP. B npouecce MHCTaISaUMM NPOU3BOAMTCSH KOHTPO/Sb LEeNOCTHOCTU
MO CK3W c ncnonb3osaHmneM moayns cpverify.

Bubnnotekn libcsp n libcspst

Bubnunotekn libcsp m libcspst peanusyloT uenesble GyHKUMU KpuATorpaduyeckomn
3aWwnTbl MH@OpMauuun, paboTy C KAYaMKM, A[OCTYN K KI/OYEBbIM HOCUTENSM,
KnaBsuaTypHbii CH.

BubnnoTteka libcspr

Bubnuoteka libcspr obecneunBaeT yaaneHHbIn AOCTYN K KpuATonpoBawmaepy,
PYHKUMOHUPYIOLWEMY KaK OTAeNbHbI cepBUC.

dpaneepHasa bubnunoteka libcspdrv

Bubnuoteka libcspdrv, ncnonb3yemas Kak AMHaMWUYECKW 3arpyXaembiin MoAy/b
aapa OC, peanusyeT uenesble MYHKUUM KpunTorpadmnyeckon 3awmnTbl MHbDoOpMaLnm
(kpome popmmpoBanHmsa SLUIM) n paboTy C KIYamu.
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8.1.5.

8.1.6.

8.1.7.

Moaynu ceteson ayteHTudunkaunm Kpuntollpo TLS

Moaynb libssp obecneunBaloT peanmsauuntio NMPOTOKONIA CETEBOW ayTeHTMdMKaunm
Kpuntolpo TLS. O6uwee onucaHue NpoTOKOSa MPUBEAEHO B COOTBETCTBYHOLEM
pasgene AokyMeHTa Ownb6ka! MCTOYHMUK CCbIJIKUM He HalAeH.

Mpotokon TLS (RFC 2246) sBnseTcs JajbHeWWwMM pas3BuTMeM npoTokona SSL
(Secure Socket Layer) m wupoko ucnonblyetrca B cetu Internet gnsa 3awumtel
COeAVHEHUN B KJIMEHT-CEPBEPHbIX TEXHONOMUSAX.

MporpamMmMHoe obecnedeHne Kpuntollpo TLS sBnaeTtca peanusaunei npotokona TLS
M ucnonbdyer kpuntorpadpuueckne dyHkumm Kpuntolpo CSP ans obecneyeHus
npouecca ayteHTudumkaumm n wndposaHnsa Tpadurka Mexay KIMeHTOM U cepBepoM.
Moaynb cpverify
Mopaynbe cpverify npegHasHadeH ANns KOHTPOSA LEefoCTHOCTM nNpu yctaHoBke CK3U u
dyHKkumoHmpoBaHuu MO CK3U KpunTtollpo CSP Ha M2BM nonb3oBaTtens.
Moaynb wipefile

Moaynb wipefile ucnonbayerca ansa yaaneHus ¢anioB BMecTe C COAEPXMUMbIM MpU
LWTATHbIX M HewwTaTHbIX (CBOMMPOBAaHMUE) CUTyaLMsX.

8.2. Moaynu MNMK3U

8.2.1.

8.2.2.

8.2.3.

8.2.4.

8.2.5.

8.2.6.

Moaynb libcapilite
Moaynb libcapilite wncnonb3yetca Ana ynpasneHus cepTudmMKaTtaMu OTKPbITbIX
KNoYen, a Takxke ana obecrieyeHus BbIMOMHEHUS KpuNTorpaduyecknx 3anpocoB Ha
ypoBHe wuHTepdelica CryptoAPI v. 2.0. WHTepdenc moayns capilite asnsetcs
noaMHoxecTBoM uHtTepderica CryptoAPI v. 2.0.

bubnunoteka librdrrdr gocTyna K KNo4YeBbIM HOCUTENAM
Bubnuoteka librdrrdr (release) obecneunmBaeT YHUPUUMPOBAHHLIN WHTepPdENC
[OCTyna K KJII0YEBbIM HOCUTENAM BHE 3aBUCUMMOCTM OT UX TUMa.

Moaynu yCTpOMCTB XpaHeHUs Kn4yeBon MHdopMaunm

Moaoynn obecneumBaloT peanusaumito AOCTyNa K KOHKPETHbIM TuMaM KJKYEBbIX
HOCUTENEN U CUYMTbIBATENEN:

o librdrfatl2 «k gmnckoBoay u amckete 3.5" n pasgeny HDD

bubnunoTteka librdrsup noaaep>xkKm 4oCcTyna K KtO4YeBbIM
HOCUTENAaAM
Bubnuoteka librdrsup obecneumBaeT peanusauunto o6WMX GYHKUMA JocTyna K
pa3nIM4YHbIM YCTPOMCTBAM XPaHEHUS KJIKOYEBbIX HOCUTENEN.

Moaynun aatynkos CﬂyLIaVIHbIX ymucen
Bubnuotekun librdrrndm wu librdrrndmbio o6ecneumBatoT nogaepxky paboTbl C
dU3nYEeCKUMIN AaTuMKaMmM ClydanHbIX ymcen.

Bubnnoteka libasnldata nogaep>xkn npotokona ASN1

Bubnunoteka libasnldata coaepxut dyHKUMU Npeobpa3oBaHUs CTPYKTYP AAHHbIX B
MallMHHO-HEe3aBMCUMOE MpeAcCTaBrieHme.

9. BctpansaHune CK3U Kpuntollpo CSP B npuknagHoe N0

Mpu BcTpamBaHun CK3W Kpuntollpo CSP B npuknagHoe nporpaMMHoe obecnedeHune
OOJIKHbI BbINONHATLCSA TpeboBaHusa paspena 7 pokymeHTta "XTSAK.00050-02 90 02.
Kpuntolpo CSP. PykoBoacTBo agMmMHUcTpaTopa 6e3onacHocTtn. Obwas 4acTb.
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10. TpeboBaHMsa NO opraHM3ayMOHHO-TEXHUYECKUM U
aAMUHUCTPATMBHbIM MepaM obecrneyeHus
akcnnyaTtaumm CK3U

JOonXHbl  BbINOAHATLCS  TpeboBaHMA MO OPraHU3aLUMOHHO-TEXHUYECKMM U
aAMWHUCTPATMBHbIM MepaM obecneyeHnss 6e3onacHocTn 3kcnnyatauum CK3U B
obbemMe pasgena 12 pokymeHTa "XTAWM.00050-02 90 02. Kpuntollpo CSP.
PykoBoacTBo agMuMHUCTpaTopa 6e3onacHocTn. Obuwas yacTb.

10.1. O6wme Mepsbl 3awmTbl oT HCA MO ¢ ycTaHOBAEHHbIMU
CK3W pnsa OC Solaris

Moa ynpasneHuem UNIX-nopobHbiX onepaunoHHbix cuctem CK3WM Kpuntollpo CSP
AOJIKHO MCMONb30BaTbCsA C NpOrpaMMHbIM obecnevyeHnem:

e Certmgr (Kpuntollpo Certmgr).
e CryptCP.

e Apache Trusted TLS (Digt).

e Trusted TLS (Digt).

Mpn ucnonb3zoBanmn CK3UM nop ynpaeneHnem OC Solaris HeobxoaMMo NpeanpuHATb
OOMNONIHUTENbHbIE MEpbl OPraHM3auMOHHOIO0 M TEXHUYECKOr0 XapakKTepa W BbINOMHUTb
AOMNOMHUTENbHbIE HACTPOMKM OMNepaunoHHOW cucTeMbl. lpu 3TOM CTaBUTCH 3ajada He
TONbKO obecneynTb AOMNONHUTENbLHYIO 3awnTy cepeepa u OC ot HC/, HO 1 obecneunTb
6ecnepeboliHbll pexnM paboTbl N UCKIOUYMUTbL BO3MOXHOCTM "oTKasa B obcnyxusaHum",
BbI3BAHHOMO BHYTPEHHWMW nNpuUYMHaAMW (HanpuMmep - nepenosiHeHneM dannosbIX
cucTem).

K opraHn3auMoHHO-TEXHUYECKMM MepaM OTHOCHATCS:
e obecneyeHune dusmueckor 6e3onacHOCTM cepeepa;
e YCTaHOBKa NporpaMMHbIX 06HOBNEHWNI;

e OpraHusaumsa npoueaypbl pe3epBHOro KOMWPOBAHUA W XPaHEHUS pe3epBHbIX
KOMWMA.

JononHutenbHble HacTpolikm OC Solaris kacatoTcs cnegytoulero:

e OrpaHuyeHue [AoCTyna Mofib3oBaTeNiel M HAcTPOWKM  MOJSIb30BaTENIbCKOro
OKPYXEeHUs;

e  OrpaHWYyeHue ceTeBbIX COEAMHEHWN;

e  OrpaHW4yeHus Npu MOHTUPOBAHUMN HalNOBbIX CUCTEM;

e  OrpaHM4YyeHus Ha 3anyckK Npoueccos;

e JONOJSIHUTENbHbIE HAcTpoliku aapa OC;

e HACTpoOliKa CeTeBbIX CEPBUCOB;

e OrpaHu4yeHMe KONMMYEeCcTBa «BUAMMON U3BHE» MHMDOPMaLUKM O CUCTEME;
e HacTpolika NoACUCTEMbI MPOTOKONMPOBaAHUSA U ayauTa.

10.1.1. OpraHuszaunmoHHO-TEXHUYECKNE Mepbl

1. C uenbio WUCKIOYEHUS BO3MOXHOCTU 3arpy3km OC, OT/IMYHOWM OT YCTaHOBJIEHHOM Ha
HDD M2BM, M3BM un ycTpolcTBa 3arpy3km AO/DKHbl 6biTb onevyaTtaHbl. [omxeH 6biTb obecneyeH
HeobX0ANMbIN KOHTPOJIb LLEe/TIOCTHOCTU NevaTen.

2. ObecneyeHune pumsmyeckon 6e3onacHOCTN cepBepa

CnepyeT WCK/IOYUTb BO3MOXHOCTb [AOCTyNa HeaBTOPM30BAHHOIO MepcoHana K KOHCOMN, CucTeMe
NUTAHUS U AOMNONHUTENbHbLIM YCTPOMUCTBAM, NOAKMOYEHHbIM K 3alUMLLIAEMOMY CEPBEPY MYTEM YCTAaHOBKMU
obopyaoBaHus B cCrneunanbHO BblAeIEHHOE U 3anuMpaeMoe nomelleHue (annapaTHyl WanM CepBEPHYIO
KOMHaTy).

[ocTyn nepcoHana B CepBEpHY KOMHATy A0/KeH 6biTb perfnamMeHTMpoBaH BHYTPEHHUM
pacnopsAKOM 3KCMIyaTUPYHOLLEn opraHn3aunm U AOMKHOCTHBIMU UHCTPYKUUSIMU.

Kpome 3Toro, npu uCnNonb3oBaHMW B KayecTBe cepsBepa koMmnbioTepa SUN SPARC, cneagyert
YCTaHOBUTb Maposib AN A0CTyNa K KOHCOMW, BbIMONIHUB Criefylollee:
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e T[pu 3arpyske CUCTEMbl B peEXWMEe AManora C WUHTEPNPEeTaTopoM KOMaHA 3arpy3umka BBECTU
crneayoLlmMe KoMaHabl:

<ok> password
<ok> setenv security-mode command

e [locne 3arpy3ku CUCTEMbI, C KOHCOJIM MOCNe perncrpaumm oT UMEeHW Cynepnosib3oBaTens BBeCTU
cnegyrume KoMmaHabl:

# eeprom security-mode=command
# eeprom security-password=
M BBECTU NapOJib Ha AOCTYN K KOHCOJ/U.

BHuMmaHue! B cnyyae ecnu cynepnonb3oBaTefb 3abyaeT naponb, BO3HWKHET He0b6Xx0oAMMOCTb
3aMeHbl MIM3Y nepBMYHOro 3arpysymka B cepBMCcHOM LeHTpe SUN.

Ons vcknoyeHnss cboeB KOMMblOTepa, BbI3BaHHbIX OTK/IIOYEHMEM 3/IEKTPOMUTaHMUs, Heobxoammo
obecneunTb 3neKkTponuTaHWe cepBepa OT WCTOYHWMKa 6GecnepeboliHOro nWTaHMS [OCTaTOYHOWN
MOLUHOCTWN. Kak MWMHUMYM, MOLLHOCTM 6aTapeill ucToyHuMka 6ecnepeborHOro NMUTaHWs AOSIXKHO XBaTaTb
Ha BpeMs AOCTaTOYHOE AN KOPPEKTHOrO0 aBTOMATMUYECKOro 3aBeplieHnst paboTel cepsepa.

3. OpraHusaums npoueaypbl pe3epBHOr0 KOMMPOBAHUA U XPaHEHUS pe3epBHbIX KOMWi

Mpu onpeneneHWn pernameHTa pe3epBHOrO KOMMPOBAHMA W XPaHEHUS pe3epBHbIX KOMUW creayer
obecneunTb OTBETCTBEHHOE XpPaHEHWEe pe3epBHbIX KOMW B 3anupaembix ceindax (wkadax) w
onpeaennTb npoueaypy BblAauu pe3epBHbIX KOMWM OTBETCTBEHHOMY MNEPCOHany W YHUUYTOXEHUSA
BblWeAWnX U3 ynoTpebneHns Hocutenen (N1eHT, 0AHOKPATHO 3annCbiBaeMbIX AUCKOB U Mp.).

CraHpapTHbIMWM MepaMun NO OpraHM3aunm OTBETCTBEHHOIMO XpaHeHus HOCUTEenemn ABNATCA:
e MapKMpOBKa HOoCcuTenen;

e COCTaBJ/IEHME OMUCU XPaHUMbIX HOCUTENEN C YKa3aHWEM cepuiiHbix (MHBEHTapHbIX) HOMepOoB, AaT
3anmcm HocuTenen, pamMmunnen CoTpyaHmMKa, colgasllero Konmi Ansa kaxaoro wkada(cenda);

e repuoamyeckas cBepka Ornucu n Coaep>XXmMMoro cendos (wkadgos);
e OpraHmsaumsi OTBETCTBEHHOIO0 XpaHeHMs U BblAauun Knyen ot cendos (Wwkados);
e BO3MOXHOe oneyaTbiBaHMe (onnoMbupoBaHue) cerdos(wkados).

YHUUTOXEHMe BbllWeaWnX W3 YynoTpebneHus HocuTene AO/HKHO MPOU3BOAMTCS KOMUCCUENH C
CcOoCTaB/ieHNEM aKTa 06 YHUUTOXEHUU.

4. B cucteme  pernctpupyetcsa  OAMH nonb3oBatens, obnaparowui npaBamu
aAMUHUCTpaTopa, HOCALWMIA UMS root, Ha KOTOpOro Bo3naraeTcs 06s13aHHOCTb KOHdUrypupoaTb OC
Solaris, HacTpamBaTb 6e3onacHoctb OC Solaris, a Takxe KoHdUrypmpoBaTb [9BM, Ha KoTOpylo
yctaHosneHa OC Solaris.

5. Ons nonb3oBatenst root BbI6MpaeTcs HaAEXHbIM Maposb BXOAA B CUCTEMY,
YAOBNIETBOPSAIOWNIA cneaylowmum TpeboBaHmsM: AfiMHa Napons He MeHee 6 CMMBOJIOB, CpeAu CMMBOJIOB
naponst AOMKHbl BCTPeYaTbCs 3arfiaBHble CUMBOJIbI, MPOMWUCHbIE CUMBOMLI, UUDPbI U crheunanbHble
CMMBOJIbI, CPOK CMEHbl Maponis He pexe OAHOro pasa B Mecsil, AOCTyM K Maposiio Ao/KeH 6biTh
obecrneyeH TobKO Nonb3oBaTento root

6. MNonb3oBaTento root 4OCTYNHbI HACTPOMKK BCeX nonb3oBatenen OC Solaris, KoTopbie OH
MoXeT npocMaTpuBaTthb, pefakTupoBaTb, yAaansTb, co3jasaTb. Bcem Nnosb30BaTensM,
3aperncrpmpoBaHHbiM B OC Solaris, nonb3oBaTenb root B COOTBETCTBUM C MOJNTMKOM 6e30MacHOCTH,
NPUHSATOM B OpraHusauuu, AaeT MUHUMasabHO BO3MOXHble AN HOpManbHOM paboTbl npaBa. Kaxabii
nonb3oBatens OC Solaris, He gBnaOWKMNACA Monb3oBaTeneMm root, MOXeT npocMaTpmBaTb W
pefakTMpoBaTb TO/IbKO CBOW YCTaHOBKM B paMKax npaB AOCTyna, Ha3HayeHHbIX eMy MoJjib3oBaTeneM
root.

7. Bcex nonb3osaTener [OBM, koTopble He MNONb3YKTCA AAHHOW CUCTEMOM, U BCEX
CTaHAapTHbIX MoJfib30BaTeniei, KoTopble co3gatotcs B OC Solaris BO BpeMsi yCTaHOBKM (TakuX, Kak
"sys", "uucp"”, "nuucp", n "listen"), kpoMe nonb3oBaTensa root, cneayeTt yaanuTtb.

8. B OC Solaris cyuwiectByloT ucnonHsemble dainbl, KOTOpble 3anyCKalTCcsa C npaBamu
nonb3oBartens root. DT dannbl MMeT ycTaHoBNeHHbIn dnar SUID. MNonb3oBaTtenb root AosmxeH
onpefennTb, KakuM U3 3TuxX (alnoB B paMKax onpeaeneHHon B opraHnsaumm noautuku 6esonacHocTyu
He TpebyeTcs 3anyck C aAMWHUCTPATMBHLIMM MOJIHOMOYMSMKU, M C NoMowbl cbpoca dnara SUID
OO/MKEH CBECTUM KOJIMYEeCTBO Takmx ¢alaoB K MUHUMYMY. 3anyck ocCTaBwuxca ¢annos C
yCTaHoBNEHHbIM chnarom SUID AosKeH KOHTPOIMPOBATLCS MoJib3oBaTeNeM root.

9. Mpun wucnonb3oBaHun CK3N «Kpuntollpo CSP» Ha 2BM, noAKAOYEHHbLIX K
06WeAoCTYNHbIM CeTsIM CBA3M, AO0MXKHbI 6bITb NMPeanpuHATBHI AOMNOMHUTENbHbIE MEpbl, UCKYalLne
BO3MOXHOCTb HECAHKLMOHMPOBAHHOIO AOCTYNa K CUCTEMHbIM pecypcaM MUCMNoJib3yeMbIX OnepaumoHHbIX
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CUCTEM, K MporpaMMHoMy ob6ecneyeHuto, B OKPYXEHUU KOTOpPOro GyHKUMoHMpytoT CK3U, n «k
KoMnoHeHTaM CK3W co CTOpOHbI yKa3aHHbIX CETEN.

10. MpaBo poctyna k pabounmm MecTam C ycTaHoBneHHbiM MO CK3U «Kpuntollpo CSP»
npeaocTaBnseTcss TOMbKO NMuaM, O3HaKOMMIEHHbIM C MpaBuiaMyW MOSb30BaHUSA WU U3YYUBLUUM
3KCnAyaTauMoHHYO AOKYMEHTauuio Ha nporpamMMHoe obecnedeHue, nMerowee B cBoeM coctaBe CK3U
«Kpuntollpo CSP».

11. Ha TexHuyeckmx cpeacTBax, ocHaweHHblx CK3W «Kpuntollpo CSP» [0s/mKHO
NCMofb30BaTbCs TOSIbKO TMLEH3MOHHOE nporpaMMHoe obecrneyeHne dupm-nponssoamTenei.

12. Mpn uncnonb3oBaHmu nnatdopmbl Intel B BIOS, a npu mcnonb3oBaHuM nnaTdopMbl
Sparc B PROM onpenenstoTcs yCTaHOBKM, MCK/OYalOWMe BO3MOXHOCTb 3arpy3ku ornepauyMoHHOM
CUCTEMbI, OT/INYHOM OT YyCTaHoBNeHHOW Ha HDD: oTkAi4YaeTcss BO3MOXHOCTb 3arpyskm € rmbkoro
avcka, npueosa CD-ROM u npouune HecTtaHpapTHble BUAbI 3arpy3kmn OC, BkOYas CeTeBYH 3arpysky.
He npumensatoTcsa MOBM c BIOS, ncknoyaowmMm BO3MOXHOCTb OTK/IOUEHMS ceTeBOoM 3arpy3km OC.

13. Mpu wncnonb3oBaHun nnatdopmbl Intel, cpeactBamu BIOS ponxHa 6biTb MCKIOYEHa
BO3MOXHOCTb OTK/IHOUEHUS Mosb3oBatenamm ISA-yctponctB n PCI-ycTponcTB npu ucnonb3oBaHmmn MAK
3awmnTbl oT HC/,

14. TMpwn 3arpy3ske OC poskeH 6biTb peann3oBaH KOHTPOJIb LENOCTHOCTM MPOrpaMMHOI0
obecneuyenuns, sxoaauwero B coctaB CK3U «Kpuntollpo CSP», camoin OC n Bcex ncnosiHaembix annos,
dyHKUMOHMPYOWMX coBMecTHO ¢ CK3U ¢ ncnonbsoBaHuem nporpammbl CPVERIFY.

15. Bxog B BIOS (PROM) 3BM pgoskeH ObiTb 3awuueH rMaposieM, K KOTOPOMY
npeabaBnaoTca Te xe TpeboBaHMs, YTO M K Naponto nosnb3oBaTtens root. MNMaponb ans Bxoga B BIOS
(PROM) pomxeH 6biTb U3BECTEH TOJSIBKO MOJIb30BATENO root M 6bITb OT/IMYHBIM OT NApPONs MoJib3oBaTens
root ana exoaa B OC Solaris.

16. CpeactBamm BIOS (PROM) pomkHa 6biTb MCKAOYEHA BO3MOXHOCTb paboTbl Ha DBM,
€C/1 BO BPEMS €ro HayasbHOWM 3arpy3ku He MpoXOoAST BCTPOEHHbIE TeCThl.

17. Ha koMmnbloTepe ycTaHaBnMBaeTcss Tosbko ogHa OC. Ha MawwuHe He ycTaHaBnuBaeTtcs
cpeacTB paspaboTtkm MO u oTnaguuku. Ecnu  cpeacTBa  OTNaAKM  MPUIOXKEHUIA  HYXHbl  ANst
TEXHOJIOrMYecKmx noTpebHocTe opraHM3aumm, To UX UCMOJIb30BaHUe AO0MXKHO 6biTb CAHKLMOHMPOBAHO
aAMMHUCTpaTopoM 6es3onacHocTi. B noboM cnydvae 3anpeliaeTcss UCMofb30BaTb 3TW CPeacTBa Ans
NMpocMoTpa U pefakTUpoBaHMa KoAa M MaMaTv NPUIoXeHuin, ncnonbsyowmx CK3UN «Kpuntolpo CSP».
CneayeT wusberaTb nomagaHWsi B CUCTEMY MporpaMM, MO3BOASAOWMX, MONb3ysacb owwnbkamm OC,
nosyyaTb NpMBUAErnN root.

18. OrpaHmuutb (C y4yeToM BbI6paHHOM B oOpraHusauuMm MoAUTUKM 6e30MacHOCTK)
MCNosb30BaHWe Nosb30BaTeNsIMM KOMaHZA cron n at — 3anycka KoMaHA B yKa3saHHOe BpeMs.

19. PeanusoBaTb (du3nyeckoe 3aTUpaHMe COAEPXKMMOro  yaansembix ¢dannos ¢
ucnonb3oBaHuem nporpammbl Wipe n3 coctasa CK3U.

20. OTKAUUTL CeTeBble MPOTOKOJIbl, KOTOPbIE HE UCMOMb3YHOTCA Ha AaHHON DBM.

21. B cnyyae nogkntouveHus OBM ¢ yctaHoBneHHbiM CK3W kK o06wWenoCTynHbIM CEeTSM
rnepegayn AaHHbIX OTKAOYUTbL Ucnonb3oBaHUA JavaScript, VBScript, ActiveX u apyrmx nporpaMMHbIX
06BHEKTOB 3arpyXaeMbix U3 ceTu.

22. [JonxHbl 6bITb NPUHATBI Mepbl MO WUCK/AYEHWUIO HECAHKLMOHWMPOBAHHOIO A0CTyna
MOCTOPOHHUX UL, B MOMELLEHNS, B KOTOPbIX YCTaHOBJIEHbI TexHuyeckmne cpeacrtesa CK3U «Kpuntollpo
CSP», no poay CBoOel [AeATEeNbHOCTM He SBMSIWMXCS NepcoHasnoM, AonyleHHbIM K pabote B
yKa3saHHbIX MomeLleHnsx.

23. [JomkHOo 6bITb 3anpelleHo OoCTaBnsaTb 6e3 KOHTPONs BblUMCAUTENbHbIE CpPeAcTBa, Ha
KoTopbix akcnnyatnpyetca CK3U «Kpuntolpo CSP» nocne BBoaa knato4yeBor nHdbopmauum. Mpu yxoae
nonb3oBartens C¢ paboyero Mecrta AO/HKHO WMCMNOMb30BaTbCA aBTOMaTM4YecKoe BKJ/IIOUYEHME MaposibHOM
3acTaBKM.

24. ApgMmuHucTpatopoM 6e30nacHOCTM A0/KHO 6biTb MPOBEAEHO onevyaTbiBaHWE CUCTEMHOrO
6noka (o YCTaHOB/E€HHbIM CK3u1 «KpunTollpo CSP», MUcKoyatouee BO3MOXHOCTb
HEeCaHKLMOHNPOBAHHOIO U3MEHEHMS annapaTHOM YacTu paboyel cTaHumu.

25. WcknovaloT 13 coctaBa cMCTEMbl BCe 060pyAoBaHMe, KOTOPOE MOXET CO34aBaTb Yrpo3y
6e3onacHoctn OC Solaris. Takxe wu3beraloT MCNONb30BaHMSA tO6bIX HeCcTaHAAPTHbIX annapaTtHbIX
CpeacTB, MMeIoLWMX BO3MOXHOCTb B/IUSATb Ha HOPMasnbHbIA xo4 paboTel komnbioTepa unm OC Solaris.

26. MNocne MHCTanNsaumm oC Solaris cnepyert yCTaHOBUTb C cavTa
http://www.sunsolve.sun.com/ BCe peKOMeHAOBaHHble MPOrpaMMHble OBHOBAEHUS W MPOrpamMMHble
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obHoBNeHUs, cBA3aHHble C¢ 6e3onacHocTbio (recommended and security patches) or komnaHum SUN,
CYLLECTBYIOLME HA MOMEHT MHCTaNAALMN.

27. Ha Bce aupektopuu, cogepxawme cucteMHble dannbel OC Solaris n katanorm  CK3W,
yCTaHaBnMBalOT npasa AOCTyna, 3anpelwalrwme BCeM nosnb3oBaTensaMm, kpome Bnapensua (Owner),
3anuce.

28. B cBSI3M C TeM, 4YTO aBapuMHbIA AaMn OMNepaTUBHOM NAMATU MOXET coaepXaTb
KpunTorpadmyeckn onacHyto WHGopMaumio, crneayetr OTKAYUTbL BO3MOXHOCTb €ro €o3gaHums C
nomoubio @yHKumnm setrlimit ¢ napametpom RLIMIT_CORE=0.

29. B OC Solaris ucnonb3yetrca BupTyanbHas namatb. O6bnacTte BUpPTyanbHOW NaMATH
Ao/MkHa 6bITb opraHu3oBaHa Ha oTaensHoM HDD n AoCTyn K HEW AO/MKEH MMETb TOJIbKO MOJib30BaTeslb
root. Mo okoHuyaHuu paboTbl CK3U cogepxxnumoe BMPTYyanbHOMW NaMATU AOJXKHO 3aTUPaTbCs C MOMOLLbLO
ytunutbl wipefile, Bxoasawen B coctaB CK3UN «Kpuntollpo CSP». B cnyuae Bbixoga u3 ctpos HDD, Ha
KOTOPOM HaxoauTcs 06nacTb BMPTyanbHOM NaMATW, KpunTorpaduyeckne Kaum noanexaT BbiBoAy U3
pencrteusa, a HDD He nognexawmm peMoHTy. DToT HDD yHuuTOXaeTcs no npasuiiaM YHUUTOXEHUS
K/t0OYEBbIX HOCUTENEN.

10.1.2. [JononHuTtenbHble HacTponkn OC Solaris

HacTtpoiikn OC Solaris BbINOAHAITCA, B OCHOBHOM, MNyTEM peAakTUpoBaHus (yAaneHus,
nobaBneHuns) pasnMyYHbIX KOHPUIypaunMoOHHbIX M KOMaHAHbIX (aliioBs.

Ons coxpaHeHMs BO3MOXHOCTM "OTKaTUTb" BHECEHHbIE W3MEHEHUS crieayeT COXpPaHUTb
mMoanduunpyemble darinbl B "6e3onacHoM" MecTe (Ha BHELWHEM HOCUTeNe WAM Ha He MOHTUpPYeMOW
aBToMaTMyeckn dannoBon cucrteme). XenatenbHO CKOMNMPOBATb M3MeHsieMble dannbl (kaTtanorm) c
COXpaHeHWeM CTPYKTYpbl KaTanoros.

1. OrpaHun4yeHune [OCTyna nonb3oBaTesielt N HaCTPONKN NOJSIb30BaTENIbCKOMO OKPYXEHUS
HacTpolika nonb30BaTeNbCKOrO OKPYXEHUS 3aK0YaeTCsl B CIeAYOWNX AENCTBUAX:
B danine /etc/default/login cneayeT yctaHOBUTbL cneaylowme AUPEKTUBDI:
PASSREQ=YES (TpebyeT ucnonb3oBaHuns naponein)

SUPATH=/usr/sbin:/usr/bin (3apaeT 3HauyeHue nepeMeHHo PATH nocne
BbINOJIHEHUS KOMaHAbI Su);

RETRIES=3 (3agaeTr 4Mcno NOBTOPHbIX MOMbITOK perncrpaumu nonb3oBaTtens
nporpamMmon login)

SYSLOG_FAILED_LOGINS=0 (aMpekTuBa npeanucbiBaeT NpoTOKO/IMPOBaTbL BCe
NONbITKN HEeyAauYHOW perncrpaummn nosb3oBaTtens)

UMASK=077 (napameTp 3afaeT MacKy co3aaHus ¢arna no-yMmonyaHumio).

CONSOLE=/dev/console (napameTp orpaHuM4nBaeT BO3MOXHOCTb permcrpaumm
cynepnonb3oBaTens TOJIbKO CUCTEMHOM KOHCOJIbIO M 3anpellaeT yaaneHHble
perncTpauum cyneprnosnb3oBaTens);

[na nonb3oBaTens root yCTaHOBUTb MAcKy pexuMma cosgaHusa dannos 077 nam 027:
umask 077 (umask 027);

Ona oTkNoYeHMs BO3MOXHOCTWM A0CTyrna nosib3oBaTens root K paboyen cTaHUMKU MO
ceTn packoMMeHTMpoBaTb cTpoky "CONSOLE" B ¢anne /etc/default/login;

Co3zpaTtb (oTpedakTupoBaTb cyllecTsyowmin) dann /etc/shells n nomectuto B Hero
MMeHa (C MOJIHbIM MyTeM) TONbKO A8 TeX WCMoSiHAeMbIX dainos obonovek,
KOTOpble YCTaHOBJIEHbl B cucteMe. o yMmonuyaHuio, coaepxumoe darina /etc/shells
MOXEeT 6bITb TaKUM:

/bin/bash /usr/bin/bash
/bin/csh /usr/bin/csh
/bin/ksh /usr/bin/ksh
/bin/sh /usr/bin/sh
/sbin/sh /usr/bin/zsh

Ypnanutb pann (ecnm oH cyuwectsyeT) /.rhosts.
YpnanuTtb coaepxnmoe garina /etc/host.equiv.
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OTpepnaktnpoBaTb ain /etc/pam.conf c uenbto 3anpeta rhosts-ayteHTndunka-unm.
BbInonHsAeTc KOMMEHTUPOBAHUEM BCEX CTPOK, COAEpKalLmMX NoACTPOKY
"pam_rhosts_auth.so".

OTtkntounTb cnyx6by RPC yaaneHHOro Bbi3oBa npoueayp, ANs 4yero cneayert yaanuTtb
dann /etc/rc2.d/s71rpc;

MNpoBepuTb MAeHTUMKATOPbl MOMb30BaTeNs M rPynnbl A5s BCeX MNOSb30BaTesnen,
nepeuncneHHolx B danne /etc/passwd. Cneayer ybeauTcs, UYTO He CyllecTByeT
nosb3oBartenen, uMewwmx maeHTudukatop nonb3osatens 0 n  mnaeHTUdUKaTop
rpynnbl 0 KpoMe, BO3MOXHO, Nonb3oBaTtens root.

YCTaHOBUTb  MWHMMalbHYKO AAMHY napons B 8 cuMmBonoB B (hanne
/etc/default/passwd pupektmnBoir PASSLENGTH=8. Tam >e BO3MOXHO 3agaTb
MUHUMaNbHOE W MaKCMMasnibHoe "BpeMs XW3HW" maponsa B Hejensx napaMeTpaMm
MINWEEKS n MAXWEEKS.

Cospatb nepeyeHb NporpaMMm, KOTopble 3anyCKakoTCAa C NnpaBaMn aAMUHUCTPATOpa, U
KOHTpPOJZIpOBaTb €ro HEUM3MEHHOCTb;

3anpeTuTb perucTtpauuio B CUCTEMe MOosib30BaTeNel, MUMeLWMX cneaylowme
"cnyxebHble nmeHa":

daemon uucp

bin nuucp
sys listen
adm nobody
Ip noaccess
smtp nobody4

[encrtBune BbIMONHAETCS NyTeM ykKasaHusa B daine /etc/passwd ctpoku '/bin/false’
B shell-nporpamMmbl n ykasaHua cumeona 'x' B none napons.

2. OrpaHu4yeHus Npym MOHTMPOBaHUN HanNoBbIX CUCTEM

OrpaHuyeHus Npu MOHTMpPOBaHUM danNoBbIX CUCTEM peanu3yloTCa peAakTUPOBaHUEM
¢danna /etc/mnttab:

YcTaHoBUTbL onumio nosuid Nnpy MOHTUpPOBaHUK Gannosbix cuctem /opt un /var.

OrpaHunuunTb pasmep dhannoson cmctembl /tmp onunen size. MNpu 3TOM 3Ha4YeHMe onumm
size pOMMKHO 6bITb MeHbLe pa3Mmepa obnactm nogkavkm (swap). MNockonbky, OC Solaris
MOHTUpPYeT hanfioByto cuctemy /tmp B obnactb nogkayku, TO UCNOMb30BaHWE AaHHOWN
onuMm NpeaoTBpaTUT ee NnepenosiHeHNE.

Mpn MWHCTaNNSUMM CUCTEMBbI ChlepyeT BblaenuTb Ans ¢annosbix cuctem /, /usr,
/usr/local, /var, /opt, /export pa3Hble pasgenbl AuUCKa ANns npeaoTBpalleHus
NepenosiHEHNA KPUTUYHbIX dannosBbix cuctem (/, /var) 3a cuyeT, Hanpumep,
MoNb30BaTENbCKUX AaHHbIX U ob6ecrnevyeHuss BO3MOXHOCTM MOHTUpPOBaHUs ¢annoBbixX
cucteM /usr un /opt B pexunme "ToNbKO Ans uteHms".

3. OrpaHunyeHus Ha 3anyckK NpoLeccoB

CneayeTt orpaHM4YmMTb MCNOSb30BaHWE B CUCTEME MNaHUpOBLUMKA 3afay cron U CpeacTs
naketHon o06paboTkn 3agaHuin. [Ons  HopManbHOro GYyHKUMOHUPOBAHUSA CUCTEMBbI
MWUHUMaNbHO HeO6X0AMMbIM SBNSIETCS pa3pelleHne WCNoNb30BaHUS MJaHUpPOBLUMKAE
3ajay Ccron u CpeacTB NakeTHon ob6paboTku 3afjaHui ToNbKO nosnb3oBaTento root. [ns
3TOro cneayeT BbINOJIHUTL Cleaytowmne KoManabl (0T UMEHM Cyneprnofib3oBaTens):

echo root > /etc/cron.d/cron.allow
echo root > /etc/cron.d/at.allow

OrpaHnMyunTb YMUCIO CUCTEMHbIX CEPBUCOB U MpOrpaMM, UHULUMANMU3UPYEMBIX B Mpouecce
3arpy3kun OC. ins aT0ro:

e W3 kaTtanora /etc/rcS.d yaanutb Bce dainbl, KpoMe:

S30rootusr.sh S60devlinks
S40standardmounts.sh S70buildmnttabs
S50drvconfig

e U3 kaTanora /etc/rc2.d ynanutb BCe alinbl, KpoMme:
S02MOUNTFSYS S69inet
SO5RMTMPFILES S72inetsvc
S20sysetup S74syslog
S25cspcheck S75cron
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S88utmpd

e W3 kaTtanora /etc/init.d yaanutb Bce dalinbl, Kpome:

MOUNTFSYS devl inks
RMTMPFILES cron

inetsvc drvconfig

standardmounts syslog

buildmnttab inetinit

rootusr utmpd

sysetup dtlogin

e YaanuTb BCce dannbl n3 katanora /etc/rc3d.

e Ypanutb BCce dannbl n3 katanoros /etc/rc0.d n /etc/rcl.d, kpome Tex, KoOTOpble
nepeymncsienbl Bbille.

4. HacTpolika ceTeBbiX CEPBUCOB

HaCTpOVIKa CETEBbLIX CEPBUNCOB 3aKJTIOYAETCA B CieAYyOWeEM!:

CnepgyeT  orpaHuuntb  (YHKUMOHANbHOCTb  AEMOHa  ynpaBfleHUs  CETEBbIMMU
coeanHeHmsasMn  inetd. [denctBme  3ak/ilodaeTcs B pedakTupoBaHum - danna
/etc/inetd.conf. B daine /etc/inetd.conf cnegyet 3akoMMeHTpoBaTh (yAanuTb) CTPOKM,
cofep)alinue onmcaHus Tex CEpPBMCOB, UCMOMb30BaHME KOTOPbIX Ha KOH(UIypupyemMom
KOMMNbIOTEPE HE ABNSIETCS HEO6XO0AMMOCTbIO.

Kak MMHUMYM, cnefyeT 3anpeTuTb CeayoLlwme CEPBUCDI:

echo systat
discard netstat
daytime tftp
chargen telnet
finger

Bo3MOXHO TakXe cHadana 3akoOMMeHTMpoBaTb B daiine /etc/inetd.conf onuncaHus
BCEX CEPBMCOB U 3aTEM PAaCKOMMEHTUPOBATb TOJIbKO MCMOJIb3YyEMbIE.

Ecnu He nnaHupyeTcs uWcCnonb3oBaTb HACTpPaMBaeEMbIA KOMMbOTEP B KadecTBe
MaplwpyTusaTtopa (Aaxe npu HaanyMm HECKOSIbKMX CeTeBbIX aganTtepoB), Heobxoanmo
co3aaTb B KaTasnore /etc dann notrouter HyneBown ASNHLI.

CnepyeTt 3anpetuTb MNpUEM W3 BHELWIHEN ceTu "WwnpokoBewaTtenbHbiXx" (broadcast)
MakeToB, a TakxXe rnepegayvyy OTBETOB Ha MpuHATble "LWKMpoKoBewaTesbHble" NakeThbl.
Ona 3Toro, B KOHeu darna /etc/rc2.d/S69inet cneayer pnobaBuTb crnepytowme
KOMaHAbl:

ndd -set /dev/ip ip_forward_directed_broadcasts 0

ndd -set /dev/ip ip_respond_to_echo_broadcast 0

CnepyeTt 3anpeTtuTb WCNONb30BaHMe ceTeBon dannosBon cuctembl NFS. [ns 3Toro
cneayet yaanutb dannbl:

/etc/dfs/dfstab
/etc/rc3.d/S15nfs.server
/etc/rc2.d/S73nfs.client

3anpeTuTb cynepnonb3oBaTento goctyn no ftp, ana atoro pob6asutb "root" B dann
/etc/ftpusers

3anycTuTb YTUANUTY KOHTPOJIS CUCTEMHbIX PECYPCOB M CPeACTB CUCTEMHOro ayamTa ASET
C BbICOKMM ypoBHeM 6e3onacHocTu: /usr/aset/aset -l high ana npoBepkn yctaHOBOK
cuctemMHblx darnoB M NpoaHaHnM3amMpoBaTb ann oTdeTa, KOTOopbin OyaeTr co3paH B
/usr/aset/reports

Ecnu nnaHupyeTcs ucnonb3oBaTb Ha HacTpamBaeMoM cepsepe cepBuc FTP, To cnepyet
co3gaTtb (oTpepakTupoBaTb) ann /etc/ftpusers co cnuckoMm rnonb3oBaTenen, Ans
KOTOpbIX 3anpelleH AOoCTyn K cepBepy no npoTtokony FTP. ®ann wnmeeT TEKCTOBbIN
dopMaT M AosKeH coaepXaTb MO O4HOMY MMeHW MoJsib3oBaTens B CTpoke. B cnucke
"3anpeweHHbIX" nNonb3oBaTenen, Kak MWHUMMYM, AO/KHbl  O6bITb  NepedncneHsbl
cnegylowme MMeHa nofib3oBaTenein:

adm daemon
bin listen
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noaccess
nobody4
nuucp

Ip root

nobody smtp
sys
uucp

Ons  orpaHuMyeHus [ocTyrna K CUCTEMHbIM dainam  ans

HenpmeunernpoBaHHbIX

nonb3oBartesie, U3 KOMaHAHOWM CTPOKU CneayeT BblNOMHUTDL cneaywume KoMaHAbl:

chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
chmod 444 /etc/default/login
chmod 750 /etc/security

chmod 000 /usr/bin/at

chmod 500 /usr/bin/rdist

chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync

chmod 400 /usr/bin/uudecode
chmod 400 /usr/bin/uuencode
chmod u-s /usr/lib/fs/ufs/ufsdump
chmod u-s /usr/lib/fs/ufs/ufsrestore

Takxe cneagyet 06HynuTb dnar SGID Ansa HEKOTOPbIX MCNONHSAEMbIX (alinoB:

chmod g-s /usr/bin/mail

chmod g-s /usr/bin/mailx
chmod g-s /usr/bin/write
chmod g-s /usr/bin/netstat
chmod g-s /usr/bin/nfsstat
chmod g-s /usr/bin/ipcs

chmod g-s /usr/sbin/arp
chmod g-s /usr/sbin/dmesg
chmod g-s /usr/sbin/prtconf
chmod g-s /usr/sbin/swap
chmod g-s /usr/sbin/sysdef
chmod g-s /usr/sbin/wall

chmod g-s /usr/openwin/bin/ff.core
chmod g-s /usr/openwin/bin/mailtool
chmod g-s /usr/openwin/bin/wsinfo
chmod g-s /usr/openwin/bin/xload

chmod g-s /usr/lib/fs/ufs/ufsdump
chmod g-s /usr/lib/fs/ufs/ufsrestore

5. OrpaHunyeHune kKonunyecTsa "BnanmMon nssHe" nHpopmaumm o cucteme

O6bl4HO, Ha4vanbHy MHMOPMaLMID O CUCTEME MOTEHLUMasbHbIA HapywuTenb nony4daer
M3 CUCTEMHbIX NpUrnaweHnun, BblAAaBaEMbIX CeTeEBbIMM cnyxbamu cepsepa (telnet-

cepsep, ftp-cepsep u np.).

MosToMy, K MepaM MO OrpaHWYeHuto Konuyectsa "BMAMMOM M3BHE" WMHdOpMauum o

CUCTEME OTHOCATCA:

e OTkasz oOT cTaHgapTHoro "sarosoBka", BbIBOAMMOro cepsepoM ftp npu otBeTe
nonb3oBartento. [ocTturaetrca ykasaHueMm B daiine /etc/default/ftpd cnepyrowmnx

AVNPEKTUB:
BANNER=""
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e OTkas oT cTaHgapTHoro "3arosoBka", BbIBOAMMOro cepBepoM telnet npu oTBeTe
nonb3oBaTtento. [octuraetcs ykasaHumeMm B (anne /etc/default/telnetd cneaytowei
OVNPEKTUBSI:

BANNER=""

e PepaktupoBaHue annos /etc/issue, /etc/ftp-banner u /etc/motd c¢ wuenvto
pa3bsiCHEHUS NOSb30BaTesNsIM NpaBua M NONUTUKK AOCTYNa K cepsepy ftp.

6. HacTpoiika noacucTeMbl MPOTOKOIMPOBAHUS U ayauTa

CnenyeT yAOCTOBEPUTCS, UYTO TOMbKO MOJIb30BaTeNlb root MMeeT AO0CTYNn Ha 3anucb Ans
cnepywowmx dannos:

/var/log/authlog
/var/log/syslog

/var/adm/messages*
/var/adm/sulog
/var/adm/utmp
/var/adm/utmpx

Ecnn Ha HacTpavBaeMoM cepBepe ucnosib3yeTcs web-cepsep, To crneayeT ybeauTcs,
uTO TONbLKO "Bnageney" npouecca httpd nmeet goctyn no 3anucu kK npotokonam httpd

OrpaHnumntb (C y4dyeToM BbIGpaHHOW B OpraHu3aumum MoOJAUTUKM 6e30MacHOCTK)
MCNOSb30BaHWe nosib30BaTesi MM KOMaHAbl SU - MpefocTaB/ieHUs MNOJsb30BaTesto
aAMWHUCTPATMBHbIX MOJIHOMOYMN

CnepyeT NpoOTOKONMPOBaTb MOMbITKWM MCMOMb30BaHWs MNporpaMmbl su. [na 3Toro, B
dann /etc/syslog.conf cnegyet no6aBUTb 3anucb:

auth.notice /var/log/authlog
nnn
auth.notice ifdef (' LOGHOST ', /var/log/authlog, @loghost)

BTopas cTpoka aHanorumyHa nepBoOM, HO yKa3blBaeT, YTO MPOTOKOA nepefaeTcs Ha
cepBep cbopa npoTtokonos. [pu pepakTupoBaHuu danna /etc/syslog.conf B
KayecTse pasgenurens nosen B CTPOKe cnefyeT UCnonb3oBaTb CUMBOA Tabynsauum

Cnepyet obecneunTtb NMPOTOKO/IMpOBaHME HeEyCnewHbIX nonbiITOK perncrpaunm B
cucTteMe B NIOKasibHOM npoTokone. [na 3Toro, cneayeTr BbIMONHUTL criegyiowmne
KOMaHAbl:

touch /var/adm/loginlog
chown root /var/adm/loginlog chgrp sys /var/adm/loginlog
chmod 644 /var/adm/loginlog

Ons NpoTOKONMPOBAHUA CeTeBbIX COEAMHEHUN, KOHTPONMPYEMbIX AEeMOHOM inetd
(Bkntoyas paty/Bpemsa coeaunHeHus, IP-aapec KaveHTa, YCTAaHOBMBLUErO COEAUHEHME U
uMa cepsuca, obcnyxuBatwwero coeauHenue), B dann /etc/syslog.conf cneapyet
[ob6aBnTb 3anuch:

daemon.notice /var/log/syslog
n B panne /etc/rc2.d/S72inetsvc 3aMeHUTb CTPOKY
/usr/sbin/inetd -s
Ha
/usr/sbin/inetd -s -t

TpeboBaHUS MO pa3MeLLEHUI0 TEXHUYECKUX CPEACTB C

yCcTaHoB/eHHbIM CK3U

Mpy pasMeLLeHUM TEXHUYECKUX CPEACTB C YCTaHOBNEHHbIM CK3U:

JOo/mKHbl  6blTb  MPUHATBI  Mepbl MO UCK/KOYEHUK HECaHKLUMOHMPOBAHHOIMO AOCTyna B
rnoMelleHns, B KOTOPbIX pa3MelleHbl TexXHUYeckume cpeactBa C YcCTaHoBrAeHHbIM CK3WU,
MOCTOPOHHUX UL, MO poAy CBOEN AEATENbHOCTM He SBASOWKUXCS NepcoHanoM, AOMNYLWEHHbIM
Kk paboTe B 3TMX nomeweHussix. B cnydyae Heo6XoAMMOCTM MPUCYTCTBUS MOCTOPOHHUX NUL, B
YKa3aHHbIX NOMELEHNAX A0/MKEH 6bITb obecnevyeH KOHTPO/b 3a UX AENCTBMAMMK N obecrneyeHa
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HEBO3MOXHOCTb HeraTUBHbIX AENCTBUIM C MX CTOpoHbl Ha CK3W, TexHuuyeckne cpeacTBa, Ha
KOTOpbIX 3KkcnnyaTupyetca CK3U un 3awmuaemyro nHbopMaLmio.

e BHYyTpeHHss nnaHWMpoBKa, pacrosioXXeHWe W  YKOMMJIEKTOBAHHOCTb paboumx MecT B
noMeLleHnsIX AOJDKHbl obecneumMBaTbh MCMOMHUTENSIM paboT, COXPaHHOCTb [AOBEPEHHbIX UM
KOHbMAEHUMANbHbIX JOKYMEHTOB U CBEAEHWI, BKIOUAs KNOYEBYHO MHMOPMaLMIO.

e B cnyyae nnaHupoBaHus pasMelleHns CK3M B noMelleHusax, rae MpuUCYTCTBYET pedveBas,
aKycTuyeckass M Bu3yanbHasi MHdOpMauusi, coAepxallass CBeAEeHUsl, COCTaBfsoWwmne
rocyAapCTBEHHYIO TaliHy, U (UNM) YCTaHOBNIEHbI TEXHWYECKWE CPEACTBA U CUCTEMbI MpUeMa,
nepenayn, o6paboTku, XpaHeHWss U oTobpaxkeHus MWHdopMauuu, coaepkallei CBeaeHus,
COCTaBAsIOLIME  TOCYAApPCTBEHHYIO  TalHy,  TEeXHUYeckuMe  CPeacTBa  MHOCTPAHHOTIO
NMpou3BOACTBA, Ha KOTOPbIX (YHKUMOHWUPYIOT MporpaMmMHble Mozynu CK3W, fosmxHbl 6biTb
MOABEPrHYThl CMeuManbHOM MPOBEpPKE MO BbISIBIEHUIO YCTPOWCTB, MpefHa3HaYyeHHbIX Ans
HernacHoro nosiydyeHuns nHhopMaunm».

11. TpeboBaHuMs no KpuntTorpadmnyeckon 3almTe

1. [JdonxkHbl BbINOMHATLCA TpeboBaHMs No kpunTorpaduyeckon 3awmnTe pasgena 12
AokyMeHTa XTAN.00050-02 90 02 B yactu, kacatowemncsa OC Solaris.

2. Hacrtpoiika onepaumoHHon cuctembl gns pabotel ¢ CK3WM no n.n. 6.1.1 1 6.1.2.

3. Mpun wuHctannauun CK3W pomkHbl 6biTb 0becneyeHbl OpraHv3aumMOHHO-TEXHUYECKME
Mepbl MO MUCKIIOYEHWUIO MOAMEHbI ANCTpMBYTUBA U BHeCeHMs uaMeHeHuin B CK3W nocne
YCTaHOBKM.

4. WckniouyeHne w3 nporpammHoro obecneueHuns M3BM ¢ ycTtaHoBneHHbIM CK3U
CpeacTB OTNaaKu.

5. CK3W pomxHO 3KcnnyaTupoBaTbCs Ha paboumx CcTaHuuax w  cepBepax C
YCT@HOBNIEHHbIMM CPeACTBaMU aHTUBUPYCHOM 3almTbl, CEPTUPULMPOBAHHBIMU
depepanbHoi Cnyx601 BesonacHoctn PO no knaccy b2 ang paboumx ctaHuumii.

6. [MMaponb, Ucrnonb3yeMblin Ans ayTeHTUudrKaumMm nosb3oBaTenen, 4OXKEH coaepXaTtb
He MeHee 6 cMMBO/OB andaBuTa MOWHOCTU He MeHee 10. NepMoOANYHOCTb CMEHbI
naposs — He pexe o4HOoro pasa B 3 Mecsaua.

7. TMepnoanyHOCTb TECTOBOIrO KOHTPONSA Kpuntorpadunyeckmx @yHKumMn - 10 MUHYT.

8. ExecyTo4yHasa nepesarpy3ka N3BM.

9. nNepuoanyHocTb octaHoBa [IBDBM ¢ ob6sa3aTenbHON MNPOBEPKOM  CUCTEMBI
oxnaxzaeHus npoueccopHoro 6aoka NMN2BM - 1 mecau.

10. 3anpewaercsa 1cnoab3oBaTb pexum npocton 3ameHbl (ECB) NOCT 28147-89 ans
WwndpoBaHMsa MHDOpMaLUUM, KpoOMe KIHo4YeBON.

11. JonxHo pJaBaTbCA npeaynpexaeHne O TOM, 4YTO MNPU WUCMOAb30BaHUWU pexuma
wndgpoeaHmsa CRYPT_SIMPLEMIX_MODE matepuan, obpabaTbiBaeMbili Ha OAHOM
K/toye, aBTOMaTUYECKN OrpaHMYMBaETCa BenuumHon 4 MB.

12. Mpwu dYHKLMOHMPOBaHUN CK3M LOJKHbI BbIMOJIHATLCSA TpeboBaHus
3KCNyaTauMoHHOMN AOoKyMeHTauun Ha MAK 3awmntbl oT HCA.

13. [JomxHo O6biTb 3anpeuweHo wucrnonb3oBaHne CK3W ans 3awutbl TenedoHHbIX
neperosopoB 6e3 MNpuMHATMA B cucTeMe Mep Mo 3awute OT MHGPOPMATUBHOCTM
No60oYHbIX KaHanoB, cneuMdnyecknx Npu nepegaye peyu.

14. [domxkHa 6biTb 3anpeweHa pabota CK3M npu BKkAOYEHHbIX B [MIBM wTaTHbIX
cpeacTBax BbIXOAa B paguoKaHan.

15. KOHTpoOneM LenoCTHOCTN A0NXKHbI 6blTb OXBayeHbl gannbl:

Sparc Solaris (32-bits)

libcspr.so.3.0.0, cryptcp, certmgr, inittst, csptestf, der2xer, sv, libcapi20.s0.3.0.0,
libcapi20.la, libcpext.s0.3.0.0, libcpext.la, libcapilite.s0.3.0.0, libcapilite.la,
libpkixcmp.s0.3.0.0, libpkixcmp.la, libasnldata.so0.3.0.0, libasnidata.la, libssp.s0.3.0.0,
libssp.la, libcsp.s0.3.0.0, libcsp.la, librdrrndmbio_tui.s0.3.0.0, librdrrndmbio_tui.la,

set_driver_license.sh, libcpcdrv_emul.a, pkcs11_initialize, pkcsl1_set pin,
pkcs11l_generate_key, pkcs11l_generate_key_pair, pkcsi1l_hash, pkcs11_sign,
pkcs11_verify, pkcsll_sign_hash, pkcsil_verify_hash, pkcsil_encrypt, pkcsll_decrypt,
pkcsl1l_save_state, pkcs11_encrypt_sign, libcppkes11.s0.1.0.0, libcppkcs11.la,

libcsppkcs11.s0.1.0.0,  libcsppkesii.la, list_pcsc, librdrpcsc.so.3.0.0, librdrpcsc.la,
librdrric.s0.3.0.0, librdrric.la, cpverify, wipefile, csptest, librdrrdr.so0.3.0.0, librdrrdr.la,
librdrrndm.so0.3.0.0, librdrrndm.la, librdrsup.s0.3.0.0, librdrsup.la, librdrdsrf.s0.3.0.0,
librdrdsrf.la, librdrfat12.s0.3.0.0, librdrfati2.la, libcapil0.s0.3.0.0, libcapilO.la,
libcpui.so0.3.0.0, libcpui.la, cpconfig, mount_flash.sh.

[JononHNTENbHO MO YPOBHIO 3awmnTbl KC2
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cryptsrv, libcspr.la, libcsp_kc2.s0.3.0.0, libcsp_kc2.la.

Sparc Solaris (64-bits)

libcspr.so.3.0.0, cryptcp, certmgr, inittst, csptestf, der2xer, sv, libcapi20.s0.3.0.0,
libcapi20.la, | ibcpext.s0.3.0.0, | ibcpext.la, | ibcapilite.so0.3.0.0, | ibcapilite.la,
libpkixcmp.s0.3.0.0, | ibpkixcmp.la, | ibasnldata.so0.3.0.0, | ibasnldata.la, | ibssp.s0.3.0.0,
libssp.la, libcsp.s0.3.0.0, libcsp.la, librdrrndmbio_tui.s0.3.0.0, librdrrndmbio_tui.la,

set_driver_license.sh, pkcs11_initialize, pkcsl1_set_pin, pkcsl1l_generate_key,
pkcs11_generate_key_pair, p kecs11l_hash, p kes11_sign, pkcsll_verify, p kesl1_sign_hash,
pkcs11_verify_hash, pkcs11_encrypt, pkcs11_decrypt, pkcsll_save_state,
pkcs11_encrypt_sign, libcppkecs11.50.1.0.0, libcppkes1ili.la, libcsppkecs11.50.1.0.0,
libcsppkecsli.la, librdrric.so.3.0.0, librdrric.la, cpverify, wipefile, csptest, librdrrdr.so0.3.0.0,
librdrrdr.la, librdrrndm.so0.3.0.0, librdrrndm.la, librdrsup.s0.3.0.0, librdrsup.la,

librdrdsrf.s0.3.0.0, | ibrdrdsrf.la, | ibrdrfat12.s0.3.0.0, | ibrdrfatl2.la, | ibcapil0.s0.3.0.0,
libcapil0.la, libcpui.s0.3.0.0, libcpui.la, cpconfig, mount_flash.sh, libstunnel.so, libstunnel.la.

[JononHnTeNnbHO MO YPOBHIO 3awmTbl KC2
cryptsrv, libcspr.la, libcsp_kc2.s0.3.0.0, libcsp_kc2.la.

Intel Solaris (32-bits)

libcspr.so.3.0.0, cryptcp, certmgr, inittst, csptestf, der2xer, sv, libcapi20.50.3.0.0,
libcapi20.la, | ibcpext.s0.3.0.0, | ibcpext.la, | ibcapilite.s0.3.0.0, | ibcapilite.la,
libpkixcmp.s0.3.0.0, | ibpkixcmp.la, | ibasnldata.s0.3.0.0, | ibasnldata.la, | ibssp.s0.3.0.0,
libssp.la, libcsp.s0.3.0.0, libcsp.la, librdrrndmbio_tui.s0.3.0.0, librdrrndmbio_tui.la,
set_driver_license.sh, libcpcdrv_emul.a, pkcs11_initialize, pkcsll_set_pin,
pkcs11_generate_key, p kcs11l_generate_key_pair, p kcsil_hash, p kecs11_sign,
pkcs11_verify, pkcsll_sign_hash, pkcsll_verify_hash, pkcsll_encrypt, pkcsil_decrypt,
pkcsl1_save_state, pkcs1l_encrypt_sign, libcppkcs11.s0.1.0.0, libcppkcsii.la,
libcsppkcs11.50.1.0.0,  libcsppkesil.la, list_pcsc, librdrpcsc.s0.3.0.0, librdrpcsc.la,
librdrric.s0.3.0.0, librdrric.la, cpverify, wipefile, csptest, librdrrdr.so.3.0.0, librdrrdr.la,
librdrrndm.s0.3.0.0, | ibrdrrndm.la, | ibrdrsup.s0.3.0.0, librdrsup.la, | ibrdrdsrf.s0.3.0.0,
librdrdsrf.la, |  ibrdrfatl12.s0.3.0.0, | ibrdrfati2.la, | ibcapil0.s0.3.0.0, libcapilO.la,
libcpui.so0.3.0.0, libcpui.la, cpconfig, mount_flash.sh.

JononHNTENbHO NO YPOBHIO 3awmnTbl KC2
cryptsrv, libcspr.la, libcsp_kc2.s0.3.0.0, libcsp_kc2.la.

Intel Solaris (64-bits)

libcspr.so.3.0.0, cryptcp, certmgr, inittst, csptestf, der2xer, sv, libcapi20.s0.3.0.0,
libcapi20.la, | ibcpext.s0.3.0.0, | ibcpext.la, | ibcapilite.s0.3.0.0, | ibcapilite.la,
libpkixcmp.s0.3.0.0, | ibpkixcmp.la, | ibasnldata.s0.3.0.0, | ibasnldata.la, | ibssp.s0.3.0.0,
libssp.la, libcsp.s0.3.0.0, libcsp.la, librdrrndmbio_tui.s0.3.0.0, librdrrndmbio_tui.la,

set_driver_license.sh, pkcs11_initialize, pkcsl1_set_pin, pkcsl1l_generate_key,
pkcs11l_generate_key_pair, p kes11_hash, p kes11_sign, pkcsll_verify, p kes11_sign_hash,
pkcs11_verify_hash, pkcsl1_encrypt, pkcs11_decrypt, pkcsll_save_state,

pkcs11l_encrypt_sign, libcppkecs11.50.1.0.0, libcppkecs1il1.la, libcsppkes11.s0.1.0.0,
libcsppkcsli.la, librdrric.so.3.0.0, librdrric.la, cpverify, wipefile, csptest, librdrrdr.so0.3.0.0,
librdrrdr.la, librdrrndm.so.3.0.0, librdrrndm.la, librdrsup.so0.3.0.0, librdrsup.la,
librdrdsrf.s0.3.0.0, | ibrdrdsrf.la, | ibrdrfat12.s0.3.0.0, | ibrdrfatl2.la, | ibcapil0.s0.3.0.0,
libcapil0.la, libcpui.s0.3.0.0, libcpui.la, cpconfig, mount_flash.sh, libstunnel.so, libstunnel.la.

JononHNTENbHO MO YPOBHIO 3awmnTbl KC2
cryptsrv, libcspr.la, libcsp_kc2.s0.3.0.0, libcsp_kc2.la.
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[MpunnoxeHue 1. KOHTPOMb LLEeNOCTHOCTU NMPOrpaMMHOro
obecneyeHus

MporpamMmmHoe obecneyeHne CK3UM Kpuntollpo CSP umMeeT cpeactBa obecnedeHus
KOHTponsa uenoctHoctn MO CK3W, koTopble AOMXKHbI BbIMOJHSATCA Nepuoanyecku.
Bmecte ¢ gmctpmbytnBoM noctaBnsoTcs dannbl ¢ MMeHamMu hashes.<dist_name=>,
cogepxalwme KOHTPOJIbHble 3Ha4yeHuMsa Xew-dyHKUMM Ha dannbl  auctpnbyTtmsa
<dist_name>. CTpoKu Kaxaoro Takoro dawnna coctoT u3 AByX nonen — umeHu danna
M 3HayeHus Xew-dyHKUMM Ha Hero. Painbl NpoBepstOTCS MPU MOMOLM YTUAUTHI
cpverify. Hanpumep, BO3MOXeH cneaylwui dparMeHT Koda Ans MPOBEPKU BCex
darinos Bcex AUCTpnbYTUBOB:

eval ~cat hashes.*|awk "{print ""cpverify "$0" && "' JEND{print ""true'}'"
Ecnn B pe3ynbTaTe NepuMoanYecKOro KOHTPOS LeNOCTHOCTU nosiBnseTcs coobweHns o

HapyLWeHNN LLeNOCTHOCTU KOHTponnpyeMoro daiina, nonb3oBaTenb 0683aH NpekpaTuTb
paboTy M 06paTUTLCA K aAMUHUCTPaTOpy 6€30MacHOCTHU.

AoMuHucTpaTtop 6e3o0nacHOCTM, NpoaHasM3nupoBaB NMPUYNHY, NMPUBEALLYI0 K HAPYLUEHUIO
LLeNIoCTHOCTK, AoskeH nepeyctaHoBuTb MO CK3U Kpuntollpo CSP ¢ anctpmbyTtmea, nnm
cuctemHoe MNO.
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[punoxeHue 2. YnpassieHne NpoTOKOIMPOBAHNEM

[Ons BKNIOYEHUA/OTKIKOYEHNS 3HAUEHME Iog VICI'IOJ'Ib3yVITe:

a) ans Solaris i386, SPARC 32
[nsa 3agaHns ypoBHSA NPOTOKOSa
/opt/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Onsa 3agaHnsa dpopmaTa NpoTokona
/opt/CPROcsp/sbin/cpconfig -loglevel cpcsp -format 0x19
[na npocMoTpa Mackm TeEKyLLEero ypoBHsa 1 popMmaTa NpoToKona
/opt/CPROcsp/sbin/cpconfig —loglevel cpcsp -view

b) ans SPARC 64
[ns 3agaHus ypoBHS NMpoTokoa
/opt/CPROcsp/sbin/sparcv9/cpconfig -loglevel cpcsp -mask 0x9
Onsa 3apaHna ¢dopMaTa npoTokona
/opt/CPROcsp/sbin/sparcv9/cpconfig -loglevel cpcsp -format 0x19
[ns npocMoTpa Macku Tekyllero ypoBHS 1 popMaTta npoTtokona
/opt/CPROcsp/sbin/sparcv9/cpconfig —loglevel cpcsp -view

c) ans Solaris i386, SPARC 32, SPARC 64 ypoBHSs siapa
/usr/kernel/drv/drvcsp.conf
oTpeaaktuposaTth loglevel

3HauyeHMeM NapaMeTpa YPOBHb NPOTOKONA siBAsSieTCa BuToBas Macka:
N_DB_ERROR = 1 # cooblieHns o6 owmnbkax
N_DB_LOG = 8 # coobuweHunsa o Bbi3oBax

3HayeHneM napameTpa ¢opMaTt NpoToKoNa ABAgeTcs butoBas macka:
DBFMT_MODULE = 1 # BbIBOAUTb MMSA MOAYNS

DBFMT_THREAD = 2 # BbIBOAUTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTb UMS PYHKLNN
DBFMT_TEXT = 0x10 # BblBOAMUTb CaMO cooblieHue
DBFMT_HEX = 0x20 # BbiBoAUTbL HEX namn
DBFMT_ERR = 0x40 # BbiBOAUTb GetLastError
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JINCT permcrtpaumm M3MeHEHUN

JlucT peructpauuun namMeHeHuln

Homepa nucrtoB (CcTpaHuu,) Bcero Ne Bxoasawum Moan. |OdaTa
nmcTos LOKYMeHTa N® conpoBoam-
MN3M | M3MeHeH- |3aMeHEeHHbIX HOBbIX aHHynupo- | (cTpaHuu) B TeNbHOro
HbIX BaHHbIX OOKYM. AOKYM. 1
naTta
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	6. Пользователю root доступны настройки всех пользователей ОС Solaris, которые он может просматривать, редактировать, удалять, создавать. Всем пользователям, зарегистрированным в ОС Solaris, пользователь root в соответствии с политикой безопасности, принятой в организации, дает минимально возможные для нормальной работы права. Каждый пользователь ОС Solaris, не являющийся пользователем root, может просматривать и редактировать только свои установки в рамках прав доступа, назначенных ему пользователем root.
	7. Всех пользователей ПЭВМ, которые не пользуются данной системой, и всех стандартных пользователей, которые создаются в ОС Solaris во время установки (таких, как  "sys", "uucp", "nuucp", и "listen"), кроме пользователя root, следует удалить.
	8. В ОС Solaris существуют исполняемые файлы, которые запускаются с правами пользователя root. Эти файлы имеют установленный флаг SUID. Пользователь root должен определить, каким из этих файлов в рамках определенной в организации политики безопасности не требуется запуск с административными полномочиями, и с помощью сброса флага SUID должен свести количество таких файлов к минимуму. Запуск оставшихся файлов с установленным флагом SUID должен контролироваться пользователем root.
	9. При использовании СКЗИ «КриптоПро CSP» на ЭВМ, подключенных к общедоступным сетям связи, должны быть предприняты дополнительные меры, исключающие возможность несанкционированного доступа к системным ресурсам используемых операционных систем, к программному обеспечению, в окружении которого функционируют СКЗИ, и к компонентам СКЗИ со стороны указанных сетей.
	10. Право доступа к рабочим местам с установленным ПО СКЗИ «КриптоПро CSP» предоставляется только лицам, ознакомленным с правилами пользования и изучившим эксплуатационную документацию на программное обеспечение, имеющее в своем составе СКЗИ  «КриптоПро CSP».
	11. На технических средствах, оснащенных СКЗИ «КриптоПро CSP» должно использоваться только лицензионное программное обеспечение фирм-производителей.
	12. При использовании платформы Intel в BIOS, а при использовании платформы Sparc в PROM  определяются установки, исключающие возможность загрузки операционной системы, отличной от установленной на HDD: отключается возможность загрузки с гибкого диска, привода CD-ROM и прочие нестандартные виды загрузки ОС, включая  сетевую загрузку. Не применяются ПЭВМ с BIOS, исключающим возможность отключения сетевой загрузки ОС.
	13. При использовании платформы Intel, средствами BIOS должна быть исключена возможность отключения пользователями ISA-устройств и PCI-устройств при использовании ПАК защиты от НСД,
	14. При загрузке ОС должен быть реализован контроль целостности программного обеспечения, входящего в состав СКЗИ «КриптоПро CSP», самой ОС и всех исполняемых файлов, функционирующих совместно с СКЗИ  с использованием программы CPVERIFY.
	15. Вход в BIOS (PROM) ЭВМ должен быть защищен паролем, к которому предъявляются те же требования, что и к паролю пользователя root. Пароль для входа в BIOS (PROM) должен быть известен только пользователю root и быть отличным от пароля пользователя root для входа в ОС Solaris.
	16. Средствами BIOS (PROM) должна быть исключена возможность работы на ЭВМ, если во время его начальной загрузки не проходят встроенные тесты.
	17. На компьютере устанавливается только одна ОС. На машине не устанавливается средств разработки ПО и отладчики. Если средства отладки приложений нужны для технологических потребностей организации, то их использование должно быть санкционировано администратором безопасности. В любом случае запрещается использовать эти средства для просмотра и редактирования кода и памяти приложений, использующих СКЗИ «КриптоПро CSP». Следует избегать попадания в систему программ, позволяющих, пользуясь ошибками ОС, получать привилегии root. 
	19. Реализовать физическое затирание содержимого удаляемых файлов c использованием программы Wipe из состава СКЗИ.
	20. Отключить сетевые протоколы, которые не используются на данной ЭВМ.
	21. В случае подключения ЭВМ с установленным СКЗИ к общедоступным сетям передачи данных отключить использования JavaScript, VBScript, ActiveX и других программных объектов загружаемых из сети.
	22. Должны быть приняты меры по исключению несанкционированного доступа посторонних лиц в помещения, в которых установлены технические средства СКЗИ «КриптоПро CSP», по роду своей деятельности не являющихся персоналом, допущенным к работе в указанных помещениях.
	23. Должно быть запрещено оставлять без контроля вычислительные средства, на которых эксплуатируется СКЗИ «КриптоПро CSP» после ввода ключевой информации. При уходе пользователя с рабочего места должно использоваться автоматическое включение парольной заставки. 
	24. Администратором безопасности должно быть проведено опечатывание системного блока с установленным СКЗИ «КриптоПро CSP», исключающее возможность несанкционированного изменения аппаратной части рабочей станции.
	25. Исключают из состава системы все оборудование, которое может создавать угрозу безопасности ОС Solaris. Также избегают использования любых нестандартных аппаратных средств, имеющих возможность влиять на нормальный ход работы компьютера или ОС Solaris. 
	26. После инсталляции ОС Solaris следует установить с сайта http://www.sunsolve.sun.com/ все рекомендованные программные обновления и программные обновления, связанные с безопасностью (recommended and security patches) от компании SUN, существующие на момент инсталляции. 
	27. На все директории, содержащие системные файлы ОС Solaris и каталоги   СКЗИ, устанавливают права доступа, запрещающие всем пользователям, кроме Владельца (Owner), запись.
	28. В связи с тем, что аварийный дамп оперативной памяти может содержать криптографически опасную информацию, следует отключить возможность его создания с помощью функции setrlimit с параметром RLIMIT_CORE=0.
	29. В ОС Solaris используется виртуальная память. Область виртуальной памяти должна быть организована на отдельном HDD и доступ к ней должен иметь только пользователь root. По окончании работы СКЗИ содержимое виртуальной памяти должно затираться с помощью утилиты wipefile, входящей в состав СКЗИ «КриптоПро CSP». В случае выхода из строя HDD, на котором находится область виртуальной памяти, криптографические ключи подлежат выводу из действия, а HDD не подлежащим ремонту. Этот HDD уничтожается по правилам уничтожения ключевых носителей.
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