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Mcnonb3oBaHue CK3U noa ynpasnenneMm OC Linux

1. AHHOTAUMA

HacTtosuwee PykoBOACTBO [OMOJSIHAET AoKyMeHT <«XTAKM.00050-02 90 02.
Kpuntolpo CSP. PykoBoacTBO agMmHuUcTpaTopa 6e3onacHoctn. Obwas 4yactb» npu
ncnonb3oBaHum CK3U nog ynpasnexHmnem OC Linux.

NHCTpYyKUMN  aaMMHUCTpaTopaM 6e30MacHOCTM W MNOb30BaTeNsiM  Pa3/INYHbIX
aBTOMAaTM3MPOBaHHbIX cucteM, ucnonesyrwwmx CK3UM Kpuntollpo CSP, A[0MKHbI
pa3pabaTtbiBaTbCA C y4eTOM TpeboBaHMIM HACTOSLWEro AOKYMEHTa.

2.Cnuncok cokpalleHni

CRL Cnucok oTto3BaHHbIX cepTudukaTtos (Certificate Revocation List)

ITU-T MexayHapoaHbIn KOMUTET Mo TenekoMMyHukaumusm (International
Telecommunication Union)

IETF Internet Engineering Task Force

AC ABTOMaTU3NpPOBAHHaA cUCTeMa

APM ABTOMaTM3nMpoBaHHOe paboyee MecTo

rMAa TMO6KMIM MarHUTHbLIN AUCK

ACYH [JaTunk cny4darHbix ymcen

HDD XKecTkuii MarHUTHbIN AUCK

KM KoHeuHbIN nonb3oBaTesb

HCO HecaHKUMOHNPOBAHHbIA AOCTYN

ocC OnepauuoHHasa cuctema

MAK MporpamMMHO-annapaTHbIA KOMMIEeKC

no MporpamMmHoe obecneyeHune

Perncrpauuns MNMpucBoeHune onpeaeneHHbix aTpubyToB (aapeca, HOMepa KJoua,
npaB MCNONb30BAHUSA U T.M.) aBOHEHTY

PernameHT COBOKYMHOCTb UHCTPYKLMIA U APYTrON pernamMeHTUpyoLei
OOKyMeHTauum, obecneumBatroLlen @pyHKUMOHMPOBaHME
aBTOMaTM3MPOBAHHOM CUCTEMbI BO BCEX peXMMax.

CBT CpeAacTBa BbIUYUCUTENbHOM TEXHUKMU

CeptudukaTr DNeKTPOHHbIN AOKYMEHT, NOATBEPXAAOLWMA NPUHAANEXHOCTb
OTKpPbITOrO K/toUa 1 onpegeneHHblX aTpubyToB KOHKPETHOMY
aboHeHTy

CepTudukaums Mpouecc nsrotoeneHns ceptudurkaTa oTKpbITOro kntoya aboHeHTa
B LEHTpe cepTudurkaumm

CK3u1 CpeacTtBo KpunTorpaduyeckon 3awmTbl HdopMaumm

cocC Cnucok oTto3BaHHbIX cepTudukaTtos (Certificate Revocation List)

CcC CnpaBOYHUK CEPTUPUKATOB OTKPbITbIX Ktoyen. CeTeBoi
CNpaBOYHUK.

LC LlenTp Ceptudmkaumm (YooctoBepstowmmn LieHTp)

P LleHTp Perncrpaunm

34 DNEeKTPOHHbIA AOKYMEHT

oun DNeKTpoHHas umdposBas noanmnch
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3. OCHOBHbIe TeXHUYECKME AaHHble N XapaKTepuctukmn CK3U

CK3MN >KTSAWM.00050-02 paspabotaHo B COOTBETCTBMM C Kpuntorpaduyeckum

nHTepdencom dupmbl Microsoft - Cryptographic Service Provider (CSP).

3.1. lNMporpamMMHoO-annapaTHble cpeabl

CK31 XTAK.00050-02 nop vynpaeneHmem OC Tuna Linux wucnonb3yetcs B

cnegyrowmnx nporpaMMHoO-annapaTHbIX cpeaax:

Linux Standard Base ISO/IEC 23360 (ia32, x64), nporpammHo-annapaTHble

cpeabl, yaosnetsopstowme ctaHgapTy LSB 4.x/3.x:
Linpus (ia32)
Mandriva (ia32, x64)
MontaVista Linux (ia32, x64)
Oracle Enterprise Linux (ia32, x64)
Open SUSE (ia32, x64)
Red Hat Enterprise Linux (ia32, x64)
Red Flag Linux (ia32)
SUSE Linux Enterprise (ia32, x64)
SUSE LINUX (ia32)
Ubuntu (ia32, x64)
Xandros (ia32)

ALT Linux (ia32, x64);

Debian (ia32, x64);

Red Hat Enterprise Linux Version 3 Update 3 (ia32, x64);
Trustverse Linux XP (ia32);

Co cpokaMu 3KcnayaTauuMyM OMnepaumMOHHbIX CUCTEM, B cCpede KOTOpbIX (yHKUWOHUPYET

CK3M, MOXXHO 03HaKOMMUTLCSA MO CleayloLWeMy agpecy:

<http://support.novell.com/lifecycle/> un
<http://support.novell.com/lifecycle/IcSearchResults.jsp?st=-1&sl=-
1&sg=1&pid=1000

3.2. BapuaHTbl ucnonHeHna CK3U

CK3M XTAN.00050-02 Ha nnatdopme Linux uMCnonb3yeTcsa B ABYX BapuaHTax

WUCMNONTHEHUS
McnonHeHune 1 - CK3W knacca 3awmntbl KC1

McnonHeHune 2 — CK3WM knacca 3awuntbl KC2

3.3. KnwoueBble HocuTenu
B KauecTBe K/AIYEBbLIX HOCUTENEN 3aKPbITbIX K/IHOYENH MOTyT UCMNOJIb30BaThbCS:
o rMma 3,5";
) USB aunckum
o 3/1IEKTPOHHbLIN KoY € MHTepdencom USB (e-Token);
o CmapTt-kapTtbl PUK, Ockap, Marucrtpa
. Pazgen HDD M3BM

MpuMmeuanua. 1. [onyckaeTcs XpaHeHWe 3aKpbITbiXx katoven B pasgene HDD npwu
ycnosun pacnpocTtpaHeHms Ha HDD unu MN3BM ¢ HDD TpeboBaHuii no obpalieHuto c
K/II0YEBbIMM HOCUTENSAMW, B TOM YMCIe U NOCNe yaaneHus Kato4en.

2. [MepeyeHb kAOYEBbLIX HOCUTENen MO wucnonHeHusm CK3U un
nporpaMMHo-annapaTHbiM nnatgopmam cm. ®opmynsp XTHAKM.00050-02 30 01, n.n.
3.8, 3.9.
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4. YcraHoBka guctpubytmea MO Kpuntollpo CSP

YcTtaHoBKa, yapaneHme u  obHoBneHme [1O  ocywecTBnsieTcds C  npaBamMu
aAMWHUCTpaTopa: noA YYETHOM 3anucbkd root maM C MCNoSb30BaHWMEM KOMaHAbl
sudo.

B OC Linux ans ycrtaHOBKW, yganeHuss U obHoBneHusa O NpuMMeHSTCS MNaKeThbl
(packages). MakeT - apxuB aucTpubyTmea, coaepxawimin garinbl ycTaHaBIMBAEMOIO
NpUAOXKeEHNA U dannbl, UCNOMNb3YIOWNECTS MHCTANNSTOPOM AN KOHMUrypupoBaHus
cpeabl. B onepaumoHHbIX cucTeMax Linux mcnonb3yercsa MeHeaxep naketos RPM
(Red H at P ackage Manager), KOTOpbI# SBASETCA TMOKMM WMHCTPYMEHTOM Ans
YyCTaHOBKW, yaaneHus, obHoBNeHMs u c60opKM MNporpaMMHbIX nakeToB. [lakeThbl,
npeactaBneHHble B Buae ddanna € pacwmpeHweMm .rpm, coaepxaT B cebe
HenocpeacTBeHHO dannbl MO 1 nHpopMaumo Ans KOHPUrypnpoBaHusa cpeabi.

[ns ycTaHOBKM NaKeTa MCNoJib3yeTcs KoMaHaa:

rpm -i <dain_nakera>

Hanpumep: rpm -i ./Zlsb-cprocsp-base-3.6.1-4.noarch.rpm

Ons ypaneHua nakeTa UCMosb3yeTcs KoMaHaa:

rpm -e <uUMs_nakerta>

Hanpumep: rpm -e Isb-cprocsp-base-3.6.1-4

NMa nakeTa MOXEeT He BKJIlOUaTb BEPCUIO.

Hanpumep: rpm -e Isb-cprocsp-base

Ha OC, ocHoBaHHbix Ha Debian (Debian/Ubuntu), ans ycTaHOBKM NaKeToOB
MCNOoJb3yeTCs KoMaHAa:

alien -kci <dann_nakera>

Hanpumep: alien -kci ./ZIsb-cprocsp-base-3.6.1-4.noarch.rpm

Ha OC, ocHoBaHHbix Ha Debian (Debian/Ubuntu), ans yctaHoBku 32-6UTHbIX
nakeToB Ha 64-6uTHyto OC ncnonb3lyeTcs KOMaHAA:

dpkg-architecture -ai386 -c alien -kci <c¢ann_nakera>

Bo3MoxHO, noTpebyeTcs ycTaHOBUTbL nporpamMmy alien ns poaHoro penosutopus OC.
Ha OC, ocHoBaHHbix Ha Debian (Debian/Ubuntu), ans yaaneHus nakeTos
MCNO/b3yeTCs KOMaHAa:

dpkg -P <umMms_nakerta_6e3_Bepcun=>

Hanpumep: dpkg -P Isb-cprocsp-base

dannbl 3 NakeToB yCTaHaBnAMBaloTCs B /opt/cprocsp.

MakeTbl 3aBUCAT APYr OT Apyra, NO3TOMY AOJIXKHbl YCTaHaBAMBATLCA MO MOPSAAKY C
y4éTOM 3TMX 3aBUCUMOCTEN, a yAansaTbCsa B obpaTHOM nopsigke. YC/IOBHO MOXHO

CUHNTATb NpaBWJIbHbIM MOPAAKOM TOT, KOTOprﬁ onucaH B Tabnuue 3aBUCMMOCTEN WU
Ha3Ha4eHUA NakKeTOoB.

MakeTbl MOryT O6bITb HE3aBUCUMbIMW OT apxuTekTypbl (noarch B uMeHu danna
rnakerta), Toraa OHW CTaBsATCA Ha byl apxutekTypy. MakeTbl MoOryT 6bITb AnA
apxutektypbl IA32 (1486 B uMMeHwM alina nakeTa), a Takxke AN apXUTEKTypbl
AMDG64 (x86_64 B nmeHun garna naketa), Toraa oHm crtaBsaTcs Ha OC, cobpaHHy
noA COOTBETCTBYHWLLY apxuTekTypy. Yacto 64-6utHble OC OAHOBpPEMEHHO
noaaepXuBarT U 32-6UTHbIe NpUNOXeHUS, 1 64-6UTHbIe, TOrga NpM HeobxoaMMoCTH
MOXHO CTaBUTb 06a kKoMmnekTa. NcknoueHnem sBnaoTCsS ApaniBepbl — OHW CTaBATCA
B TOYHOM COOTBETCTBUM C apxuTekTypon sapa OC.

Tabnuua 3aBUCUMOCTEN U HA3HAYEHUs MaKeToB (A5 NPOCTOThl ONMcaHbl 32-6UTHbIE NAKETHI).

Msa nakeTa 3aBUCUMOCTH Ha3HayeHue nakeTa

MakeTbl Ang npe,qBapMTeanoﬁ YCTaHOBKU

cprocsp-compat-altlinux Maket coBmectumoctn ¢ OC
AltLinux, cTaBuTCa NepBbIM
- po Isb-cprocsp-base.

cprocsp-compat-splat MakeT coBmectmoctn ¢ OC
SPLAT, cTaBuTCa NepBbIM —
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no Isb-cprocsp-base.

sobol Opaveep  ans Cobons.
Tpebyetca npu Hanuuum
YyCTpPOWCTBA.
Obsa3aTesnibHble NakeThbl
Isb-cprocsp-base Isb ba3oBbIfi NakeT, CTaBUTCSA

nepBbiM, €C/M TOMbKO He
HY>Hbl compat-nakeTbl.

Isb-cprocsp-rdr

Isb-cprocsp-base

OCHOBHbIe MPUNOXeHUs,
cumnTbiBaTenm n ACH.

Isb-cprocsp-capilite

Isb-cprocsp-rdr

CAPILite, nporpamMmmbl #“
enbnunoTtekun onsa
BbICOKOYpPOBHEBOW paboTbl
C KpunTtorpaduen
(ceptudukaramm, CMS...).

Isb-cprocsp-kcl

Isb-cprocsp-rdr

Mpoeangep KC1.

Isb-cprocsp-kc2

Isb-cprocsp-rdr

MpoBangep KC2, craButCs
TONbKO TaM, rade B 3TOM
ecTb Heobxoaummoctb. B

X11

3ToM cny4ae Isb-cprocsp-
kcl He cTaBuTCS.
[JononHuUTenNbHblE NakeTbl
cprocsp-rdr-gui Isb-cprocsp-rdr, Motif, | F'padunueckum BrnoCH,

3anpoc napons wu apyrue
GUI-ananoru.

cprocsp-rdr-pcsc

Isb-cprocsp-rdr, pcsclite

Moaynun noapepxkn PCSC-
cuuTbiBaTenen, cmapT-kapT
(PUK, Ockap, Maructpa...).

Isb-cprocsp-rdr-sobol

Isb-cprocsp-rdr, sobol

Moaynb
Cobons.

noaaep>KKu

Isb-cprocsp-devel

Isb-cprocsp-base

MakeT Ansa paspaboTumka.

cprocsp-drv

Isb-cprocsp-base

[OpariBepHas 6ubnuorteka.

cprocsp-drv-devel Isb-cprocsp-devel Maketr pans paspaboTumka
ApaliBepoB.
cprocsp-stunnel Isb-cprocsp-base YHunBEpcanbHbI SSL/TLS
TYHHenb.
5. O6bHoBneHne CK3U Kpuntollpo CSP
Onsa obHoBneHnsa Kpuntolpo CSP Ha OC Linux Heo6xoauMo:
©3aMNOMHUTb TEKYLLYI KOH@uUrypaumo CSP
0 Habop yCTaHOBMEHHbIX MaKeToB
O HacTpomku npoBangepa (49 NpPOCTOTbl  MOXHO  COXpPaHUTb

/etc/opt/cprocsp/config[64].ini)
eyAanuTb WTaTHbIMKU cpeacTeamMmn OC Bce nakeTbl Kpuntollpo CSP

*yCTAHOBUTb aHasornMyHble HoBble nakeTbl Kpuntollpo CSP

erpu HEOH6XOAUMOCTU BHECTU M3MEHEHUS B HACTPOMKM (MOXHO nocMmoTpeTb diff
cTaporo un Hosoro config[64].ini)

e KJIOUN U cepTUdMKaTbl COXPaHATCS aBTOMaTUYECKn
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6. Hactponka CK3U KpunTtollpo CSP

6.1. Joctyn K ytunute ans Hactponkun CK3U Kpuntollpo CSP

HacTtporika CK3W Kpuntollpo CSP ocyllecTBAsSeTCS C NOMOLWbI yTUAnUTbl cpconfig,
KOoTOpas BXOAUT B cCoCTaB AucTpubyTMBa W pacrnonoxeHa B AUPEKTOPUN
/opt/cprocsp/sbin/<Ha3BaHue_apxuTekTypbl>. Ecnn ycrtaHoBneHbl naketbl CK3U
AN OBYX apXWUTEKTyp, Hanpumep ia32 v x64, TO AENCTBUS MO HACTPOMKE HYXHO
NpoOBOAUTb ABaXAbl — ANSA KaXAO0W apxuTeKkTypbl cpconfig-oM M3 COOTBETCTBYIOLLEN
nanku.

6.2. BBoAa cepuinHOro HomMepa MuUeH3nmn

Mpwn yctaHoBke nporpaMMmHoro obecnevenmss Kpuntollpo CSP 6e3 BBOAA SNLIEH3NMU
NMoAb30BaTENI0 NPeAOCTaBSETCS JIMLEH3USA C OrPaHUYEHHbIM CPOKOM AeicTeus. Ons
ncnonb3oBaHua Kpuntollpo CSP nocne OKOHYaHWS 3TOr0 CpoKa Mnosb30oBaTesb
[OJ/IXEH BBECTU CEPUMHBIN HOMEp C 6bnaHKa JIMUEH3MK, MOJSTYYEHHON Yy OpraHmM3auumn-
pa3paboTumMka MAM OpraHuM3aumu, MMeLWen MnpaBa pacrnpocTpaHeHMs NpoAYyKTa
(annepa). Ansa npocMoTpa MHGOPMaUMn O IMLEH3NN BbIMOSTHUTE:

# cpconfig -license -view

Onsa BBOA@ NNLEH3UU BbINONHUTE:
# cpconfig -license -set <cepwuiiHeli_HOMeEp>

CepuiHbI HOMeEp crieayeT BBOAUTb C COBNIOAEHNEM perucTtpa CUMBOJIOB.

6.3. Hactponka obopyaosaHnsa CK3N Kpuntollpo CSP

Ytnnuta cpconfig Takxke npeaHasHadeHa ANnd M3MeHeHWs Habopa YCTpOWCTB
XpaHeHuns (HocuTenen) n cuUnTbiBaHUA (CUYMTbIBATENEN) KI4YeBOW MHdoOpMauum u
OATUMKOB cny4ariHblX yncen. NpeaycTtaHOBNEHHLIMU ABASIOTCA cumTbiBaTenu flash-
HocuTenen n obpas AUCKETbI Ha XXECTKOM AUCKe,

[na npocMoTpa crnncka HaCcTPOEHHbIX CYUTbIBaTENe:

# ./cpconfig -hardware reader -view

CuuTbiBaTENb AUCKET HE YCTaHaBAMBAETCS MO YMOAYaHMIO, TaK Kak Mpu OTCYTCTBUU
OUCKEeTbl B AWCKOBOAE MNEpeuvYncsieHne KOHTEMHEepoB CUMbHO 3ameansercd. [Ans
AobaBneHnsa cumTbiBaTeNS ANCKET:

# _./cpconfig -hardware reader -add FAT12_0 -name "‘Floppy Drive"

[ns npocMoTpa cnucka HacTpoeHHbix ACY:

# ./cpconfig -hardware rndm -view

Ons koHconbHoro buo[JCH Tpebyetcs nakeT naket Isb-cprocsp-kcl, kpome TOro oH
paboTtaeT Tonbko ¢ KC1 nposangepom. Ans gobasneHns KOHconbHOro buoACH:

# ./cpconfig -hardware rndm -add bio_tui -level 5 -name "‘Console
BioRNG"

Ona rpaguuyeckoro buoCH Tpebyetcsa nakeT cprocsp-rdr-gui u X-cepeep, Kpome
TOro oH pabortaetr Tonbko ¢ KC1 npoBanagepoM. Ons pobasneHus rpadumyeckoro
BuolCH:

# _/cpconfig -hardware rndm -add bio_gui -level 4 -name ""GUI BioRNG"

Onsa npobasneHus ACH KMNUNM:
# _/cpconfig -hardware rndm -add cpsd -name "cpsd rng® -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis_1
/var/opt/cprocsp/dsrf/dbl/kis_1

# _./cpconfig -hardware rndm -configure cpsd -add string /db2/kis_1
/var/opt/cprocsp/dsrf/db2/kis_1

Takxke Hago ckonupoBaTb dainbl C AAHHLIMKW, NONyYeHHbIMW Ha "APM BbipaboTku
BHELWHeN raMmmbl", MONOXMM, YTO OHKU nexaT B /tmp/db[1,2]:

# cp /tmp/dbl/kis_1 /var/opt/cprocsp/dsrf/dbl/kis_1

# cp /tmp/db2/kis_1 /var/opt/cprocsp/dsrf/db2/kis_1

Onsa pabotbl co cuutbiBaTenem PC/SC Tpebyetca nakeTt cprocsp-rdr-pcsc. [lMocne
NOAKNOYEHUNS CYUMTbIBATENSA y3HaWTe UMS YCTPOMCTBA:

# /opt/cprocsp/bin/ia32/list_pcsc
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available reader: Gemplus GemPC Twin 00 00

Ona nobaBneHns cunTbiBaTENUSA UCMOSIb3YHTE 3TO UMS:

# ./cpconfig -hardware reader -add "‘Gemplus GemPC Twin 00 00"
Ons nonyyeHuns nogpobHom crnpaBku no cpconfig:

# _./cpconfig -help

# _./cpconfig -hardware —help

6.4. YcTaHOBKa napaMeTpoB XYpHannpoBaHUs

CK3M Kpuntolpo CSP no3sonset cobupaTb 0TNaAouYHy0 MHpopMauuo n nmeet

BO3MOXHOCTb  MPOTOKONUPOBaHUS  cobbiTuin. WNHpopMaums  3anucbiBaeTcs B
CUCTeMHbIN XypHan (obbivHO B /var/log/messages). CyliecTtByeT BO3MOXHOCTb
U3MEHEHUS HaCTPOEeK XYpHanMpoBaHUs pasndHbIX Moaynen npoaykra. CywecTsyeT
BO3MOXHOCTb W3MEHEHUS YPOBHS >KypHanuposaHuss W dopMaTa BbIBOAUMBIX
OTNaAO0YHbIX  coobuweHunin.  [Ans NnonyyeHuss  CnpaBKu no  HacTpowkam
XYpPHanMpoBaHus:

# cpconfig -loglevel -help

Moaynn, Ans KOTOpbIX NOAAEPXUBAETCS XYpPHannpoBaHue:
CpCsp - S4p0 KpunTonpoBanaepa

capilO - CryptoAPI 1.0

cpext

capi20 - CryptoAPI 2.0

capilite - CAPILite

libcspr
cryptsrv - cnyxb6a xpaHeHus knaoven (KC2)
libssp - TLS

cppkesll - PKCS11
cpdrv - gpaviBep
dmntcs

6.5. HacTtponka kpuntonpoBanaepa no yMos4aHuto

[na npocMoTpa TMNOB AOCTYMHbLIX KPUNTONpPOBaliAepos:

$ ./cpconfig -defprov -view_type

[na npocMoTpa CBOMCTB KpMNTONpoBanaepa Hy>XHOro Tuna:
# _./cpconfig -defprov -view -provtype <provtype>

[ns ycTaHOBKM npoBaiaepa Mo yMOMYaAHUIO AN HYXKHOro Tuna:

# _/cpconfig -defprov -setdef -provtype <provtype> -provname
<provname>

Ons nonyyeHunst MMeHM npoBangepa Mo YMOMYAHUIO ANS HYXKHOrMO Tuna:
# ./cpconfig -defprov -getdef -provtype <provtype>

7. YCTaHOBKa COMYTCTBYIOLWMX NAaKETOB

Ons nepepaum no cetu 3amnpocoB Ha ceptudukaTtbl, CRL m T.n., a Takxke ansg
noAAEpPXKM AOMOSHUTENbHbIX KJ/IKOYEBbLIX CUYMTbIBAaTENen W HOCUTENEW MOXET
notpeboBaTbCs yCTaHOBKA AOMNO/IHUTENbHbIX NaKeToB.

Ecnn  conyTcTBylOWwMe nakeTbl CcKaumBalwTcs w3 VIHTepHeTa, Heobxoammo
NnOATBEPAMTb MX LENOCTHOCTb, MPOBEPUB MOAMNUCL MAM Xew. EcnmM MCTOYHMK He
obecneumBaeT TakMe MexaHM3Mbl, AOMYCKAeTCs MCMNONb30BaHWE MaKeTOB TOJIbKO C
ancka ¢ pguctpubytnsom CK3W, roe aTm MexaHu3Mbl MCMonb3yloTca. Ha aucke
nakeTbl fiexar B nanke extra.

Ha ceptudunumpoBaHHble OCTIK auctpmbytmebl ALTLinux 3anpeliaeTcsa CTaBUTb
nakeTbl U3 ceTn (HanpuMmep, C UCNonb3oBaHWeM apt-get), Tak Kak 3TO HapyLwWUT UX
cepTMdULMPOBaHHOCTb.

7.1. bubnuoteka libcurl
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Ncnonb3yeTcs ans nepegaymn 3anpocoB Ha ceptudmkaTsl, CRL 1 T.n. no cetwn.

C canta paspabotumka npoekTta http://curl.haxx.se/ MOXHO cKayaTb MakeT C
MCXOAHbIMM TEKCTaMM ANa caMmocTosaTeNnbHol cbopkun. Kak npaBuio, Tam xe ecTb 32-
6uTHble Bepcum BMHapHbIX NAKETOB U MHOrAa 64-6uTHble.

Mpouwie Bcero nocrtaBuTb 6U6INOTEKY BCTPOEHHBIM MEHEAXXEPOM MNaKeToB.
Ha ALTLinux, Debian, Ubuntu:

# apt-get install curl

Ha CentOS, Fedora, LinuxXP, RedHat:

# yum install curl

Ha SuSE:
# yast -i curl

Mocne ycTaHoBKM 6UMBIMOTEK HALO 3aperncTpupoBaTh NyTM K HUM. Hanpumep:

# /opt/cprocsp/sbin/ia32/cpconfig -ini \config\apppath -add string
libcurl.so /usr/local/lib/libcurl.so

# /opt/cprocsp/shin/amdé4/cpconfig -ini \config\apppath -add string
libcurl.so /usr/local/lib/64/1ibcurl._so

8.CocTtaB 1N Ha3zHayeHMe KOMMOHEHT NPOrpaMMHOro
obecneveHns CK3U

8.1. basosble mogynu CK3U

MO CK3W copepxunt 6a3oBble MoayNU:

libcsp — AMHammnueckn 3arpyxxaemasn 6mubnmorteka Kpunrtollpo CSP.

libcspr - 6ubnnoteka pabotbl ¢ yaanéHHbiMm Kpuntollpo CSP.

libcspdrv — aMHaMmM4yeckn 3arpyxxaemblii MOAYNb S4pa.

libssp — 6ubnuoTeka noaaepxkn Moaynsa ceTeBon ayteHTudumkaumm Kpunrtollpo TLS
cpverify — MOAyNb KOHTPONS LEeNTOCTHOCTU.

wipefile - moaynb yaaneHuns dannos BMecTe C COAEPXKUMbIM.

B HasBaHuax anctpubytmneos CK3WM ncnonb3yercs HoTaums:
CPRO - npedwukc;
CSp — KpunTonposanaep;
drv — 3arpyxaembiii Moaynb aapa OC;
[d] - onumMoHanbHO — yKa3blBaeT Ha AOKYMeEHTaUuto (TECTOBbIE MPUMEpSI);
i386 - nnatdopma Intel.

8.1.1. bubnunoteka libcsp
Bubnuoteka libcsp peanusyer uenesble GYHKUUM KpunTOrpaduyeckoin 3awuTbl
MHdopMauunm, paboTy C KIoYaMu, AOCTYN K KI4YeBbIM HocuTensam, bnoJCH.
8.1.2. bubnuoteka libcspr
Bubnuoteka libcspr obecneunBaeT yaaneHHbIn AOCTYN K KpuATOonpoBawmaepy,
(dYHKUMOHMPYOLWEMY KaK OTAESNbHbIA CEPBUC.
8.1.3. [panBepHasa 6ubnunoteka libcspdrv

Bubnunoteka libcspdrv, ncnonblyemMas Kak AMHAMWUYECKWM 3arpy>Xaemblil MOAYNb
aapa OC, peanusyeT uenesble MYHKUUM KpunTorpadmnyeckon 3awmnTbl MHbDoOpMaLnm
(kpome opmmpoBanHumsa SLUM) n paboTy C KIYamu.

8.1.4. Moaynu ceteBon ayteHTudumkaumm Kpuntollpo TLS

Moaynb libssp obecneunBaeT peanusaumio NPOTOKOSA CETEBOW ayTeHTUdUKaunm
Kpuntolpo TLS. O6wee onucaHune npoTokona NpuBeAeHO B  AOKYyMeHTe
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XKTAN.00050-02 900 2. Kpuntollpo CSP. PykoBOACTBO aaMWHUCTpaTopa
6e3onacHocTn. ObLias yacTb.

Mpotokon TLS (RFC 2246) wucnonb3yeTcs AMS 3aWWTbl COEANHEHWIA B KJIMEHT-
CepBepHbIX TEXHONOMNSAX.

MporpammHoe ob6ecnevenne Kpuntollpo TLS aBnseTcs peanusaumen npotokona TLS
M ucnonbdyet kpuntorpadpuueckne dyHkumm Kpuntolpo CSP ans obecneyeHus
npouecca ayteHTudumKaumm n wmndpoBaHnsa Tpadurka Mexay KIMEHTOM U CEPBEPOM.

8.1.5. Moaynb cpverify
Moaynbe cpverify npegHasHadeH ANns KOHTPOSA LEefoCTHOCTM Npu yctaHoBke CK3U u
dyHKumoHuposaHun MO CK3U KpunTtollpo CSP Ha MN3BM nonb3osaTens.

8.1.6. Moaynb wipefile

Moaynb wipefile ncnonbsyertcs ans ynaneHus ¢aisoB BMecTe C COAEPXUMbIM Mpu
LWITaTHbIX M HELWTATHbIX (CBOMMPOBaHUE) CUTyauUsIX.

8.2. Moaynu MNK3U
8.2.1. Mogaynsb libcapilite

Moaynb libcapilite wncnonb3yetrca ana ynpasneHuss cepTudukaTaMmum OTKPbITbIX
KN4Yen, a Takxe Ansa obecnedyeHus BbINOSIHEHMSA KpunTorpaduyecknx 3anpocoB Ha
ypoBHe wuHTepdeinca CryptoAPI v. 2.0. WHTepdeinc moayns capilite ssnsertcs
noaMHOXecTBOM uHTepdelica CryptoAPI v. 2.0.

8.2.2. bubnuoteka librdrrdr
Bubnunoteka librdrrdr obecneunBaeT yHUMUUMPOBAHHLIN WMHTepdenc poctyna K
K/II0YEBbIM HOCUTENAM BHE 3aBMCUMOCTU OT UX TMNa.
8.2.3. Moaynu pocrtyna K KOHKpPETHbIM TUMNaMm KK4YeBbIX
HOCUTENEeN N cunTbiBaTENEN:
° librdrfatl2 «k gmnckoBoay v amckete 3.5" n pasgeny XecTkoro gucka
. librdrpcsc K cuuTbiBaTENnsIM CMapT-kKapT W eToken, noaaep>XuearowmM
nHtepdeiic PC/SC
8.2.4. bubnuoteka librdrsup
Bubnuoteka librdrsup obecneumBaeT peanusauunto o06WMX GYHKUMA JocTyna K
pa3nIM4YHbIM YCTPOMCTBAM XPaHEHUs KJIHOYEBbIX HOCUTENEN.
8.2.5. Moaynun gaTtuynkos Cny4vamHbIX Ymncen

Bubnuotekun librdrrndm wun librdrrndmbio o6ecneumBatoT nogaepxky paboTbl C
dpu3nyecknm OCY nporpaMMHO-annapaTHOro Komniaekca 3awutsl oT HCA n buoCH
COOTBETCTBEHHO.

8.2.6. bubnunorteka libasnldata nogaep>xkmn npotokona ASN1

BubnuoTteka libasnldata cogepXut pyHKUMM Npeobpa3oBaHns CTPYKTYpP AAHHbIX B
MalMHHO-HEe3aBMCUMOeE NpeacTaB/ieHme.

9. BctpamBaHue CK3UMN Kpuntollpo CSP B npuknagHoe O

Mpwn BcTpamBaHum CK3U XKXTAN.00050-02 B npuknagHoe nporpaMMHoe obecneyeHme
OOJIXKHbI BbINOMHATLCA TpeboBaHus pa3sgena 7 aokyMmeHta ">KTHAKM.00050-02 90 02.
Kpuntolpo CSP. PykoBoacTBo agMmMHMUcTpaTopa 6e3onacHocTtn. Obwas 4acTb.
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10. TpeboBaHMsa NoO opraHM3ayMOHHO-TEXHNYECKUM U
aAMUHUCTPATMUBHbIM MepaM obecneyeHus
akcnnyaTtaumm CK3U

JOonXHbl  BbINOAHATLCS  TpeboBaHMA MO OPraHU3aLUMOHHO-TEXHUYECKMM U
aAMWHUCTPATMBHbLIM MepaM obecneyeHnss 6e3onacHocTn 3kcnnyatauum CK3U B
obbemMe pasgena 12 pokymeHTa '"XTAWM.00050-02 90 02. Kpuntollpo CSP.
PykoBoacTBo agMuMHUCTpaTopa 6e3onacHocTn. Obuwas yacTb.

10.1. O6buwme mepsbl 3awmTbl oT HCA MO ¢ ycTaHOBAEHHbIMM
CK3W1 ansa OC Linux

Moa ynpasneHuem UNIX-nopobHbiX onepaunoHHbix cuctem CK3WM Kpuntollpo CSP
AOJIKHO MCNONb30BaTbCsA C NpOrpaMMHbIM obecnevyeHnem:
e Certmgr (Kpuntollpo Certmgr).

e CryptCP.
e Trusted TLS (Digt).

Mpu ncnonb3oBaHun CK3U XTHAN.00050-02 nog ynpasneHnem OC Linux HeobxoauMoO
NpeaAnpuHATL AOMNOAHUTENbHbIE MepPbl OPraHM3auMoOHHOI0 U TEXHUYECKOro XapakTrepa u
BbIMOSIHUTb AOMOJSIHUTENbHbIE HAaCTPOMKM OMEpPaUMOHHON cucTeMbl. [pu 3TOM A0sKHA
pelwaTbCca 3ajada Kak obecneyeHuss AOMOJHUTENbHOM 3awunTbl cepBepa n OC ot HC[,
Tak n obecneyeHus 6ecnepebonHoro pexmma paboTbl M UCKAOYEHUS "OTKasa B
obcnyxumBaHmn", BbI3BAHHOMO BHYTPEHHWMW MPUYMHaMK (HanpuMmep - nepenosiHeHUeM
¢darnoBbIX CUCTEM).

K opraHnsauMOHHO-TEXHUYECKMM MepaM OTHOCSTCS:
e o0becrneydyeHne dhumsmyeckon 6esonacHoctm NIBM (cepsepa);
e YCTaHOBKa NMporpamMMHbiX 06HOBNEHWNI;

e OpraHusaumsa npoueaypbl pe3epBHOro KOMWPOBAHMA W XPaHEHUS pe3epBHbIX
KOMWMA.

[JononHutenbHble HacTpolikn OC Linux KacatTcs cneayowero:

e OrpaHuyeHve AoCTyna nosb3oBaTeNneldi UM HaCTPOMKM  MOJIb30BATENbCKOro
OKPYXEeHUs;

e OrpaHu4yeHue CeTeBbIX COEAUHEHWI;
e  OrpaHu4YyeHus Npu MOHTUPOBAHUK HalNIOBbIX CUCTEM;
e OrpaHW4YeHus Ha 3anyckK MpoLeccos;

e KOHTPOAb 3arpy3km OC W KOHTPOJSiIb LENOCTHOCTM CUCTEMHOIO M MPUKIAAHOIO
nporpamMMHoro obecneveHuss fosxeH obecrneumBaTbCs NMpU MNOMOLLM MPOrpamMMHO-
annapaTHoOro Komnaekca 3awutel oT HCO (CM. COOTBETCTBYWOWMWI pa3gen B
OOKYMeHTe XKTAN.00050-02 90 02. KpunTtollpo CSP. PykoBoactso
aaMuHucTpatopa 6esonacHocTn. Obwas 4acTb.), YTO O3Ha4aeT:

1. obecneyeHne KOHTPOMSA AOCTyna Mpu MNOMOWM MAEHTUDUKALMK NoNb3oBaTeNs C
NCMonb30BaHMeM cuctembl Touch Memory;

2. BbINOJIHEHWNE 3arpy3kn C GUKCUPOBAHHOIO HOCUTENS MOC/E ero KOHTPOoNs;

3. obecneyeHne kKoHTponss uenoctHocty OC M MpUKIaAQHOroO MNpPOrpaMMHOro
obecneyeHns Ao 3arpysku Ha 3arpy3o4yHOM AMCKE M APYrMX MNOAKIHOYEHHbIX
Anckax.

e [oONoJsIHMUTENbHble HacTpolikn sapa OC;

e HaCTpoliKa CeTeBbIX CEPBUCOB;

e OrpaHuyeHue Konm4yectsa "BUAMMON U3BHE" MHHOPMaUMKN O CUCTEME;
e HacTpolika NOACUCTEMbI MPOTOKONMPOBaAHMSA U ayauTa.

10.1.1. OpraHM3auMOHHO-TEXHUYECKNE Mepbl

1. C uenblo UCKIOYEHUS BO3MOXHOCTM 3arpy3km OC, OTAMYHOM OT yCTaHoBsieHHOW Ha HDD
M2BM, M3BM wn ycTpoicTBa 3arpysku QnOO/KHbl ObiTb oneyaTaHbl. [omkeH 6bITb obecrneyeH
HeobX0ANMbIN KOHTPOJIb LLEe/TIOCTHOCTU neyvaTein.

2. ObecneyeHune umsmyeckon 6e3onacHOCTN cepBepa
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CnenyeT UCKIIOYUTb BO3MOXHOCTb AOCTyNa HeaBTOPU30BAHHOMO MEpPCOHasa K KOHCOMN, CUCTeMe
NUTAHUSA U AOMNONHUTENbHbLIM YCTPOMUCTBAM, NOAKMOYEHHbIM K 3alUMLLIAEMOMY CEPBEPY MYTEM YCTAaHOBKMU
obopyaoBaHus B crneunanbHO BblAEIEHHOE U 3anuMpaeMoe nomelleHue (annapaTHyl WanM CepBEPHYIO
KOMHaTy).

Ons ncknioveHns cb6oeB KOMMbOTEPA, BbI3BAHHbLIX OTKOYEHWEM 3/1€KTPONUTaHUS, HeobxoanMo
obecneunTb 3nekTponuMTaHue cepeBepa OT WCTOYHMKA 6ecnepeboMHOro nNUTaHUA [OCTAaTOYHOWN
MOWHOCTN. Kak MMHUMYM, MOLHOCTM BaTapeln ucrtodyHmka 6ecnepeboiiHOro NUTaHMA AOJIXKHO XBaTaTb
Ha BpeMsl 4OCTaTO4YHOEe AJ1s KOPPEKTHOr0O aBToOMaTU4YeCKoro 3aBepleHns paboTel cepepa.

3. OpraHusauus npouenypbl pe3epBHOro KOMMPOBaHUSA U XpaHEeHUS pe3epBHbIX KOMWUIA.
Mpn onpepeneHnn pernameHTa pe3epBHOr0 KOMUPOBAHWUS W XPaHEHUS pe3epBHbIX KOMUN
cnepyeT obecneynTb OTBETCTBEHHOE XpPaHEHME pe3epBHbIX KOMUIM B 3anupaembix cendax (wkadax) m

onpeaennTb Mpoueaypy BblhauM pPe3epBHbIX KOMWIA OTBETCTBEHHOMY MNEPCOHaNy W YHUUYTOXEHUS
BblWeALWNX U3 yNoTpebieHns HocuTenen (SIeHT, 04AHOKPATHO 3armncbiBaeMbiX AUCKOB U Mp.).

CTaHAapTHbIMM MepaMu Mo OpraHM3aumMn OTBETCTBEHHOIO XpPaHEHUs HOCUTENEeN ABNATCS:

e MapKupoBKa HOocuUTenewu;

e COCTaBJIEHWE OMUCU XPaHUMbIX HOCUTENEN C YKa3aHUeM CEPUNHbIX (MHBEHTapHbIX)
HOMEepOB, AaT 3anucu HocuTenen, damMuamen coTpyaHmkKa, co3gasllero Konuw ans
Kaxgoro wkada(cenda);

e repuognyeckasl cBepka onmcu n cogepxmmoro cendon (wkados);

e OpraHmsauus OTBETCTBEHHOrO XpaHeHMUs 1 Bblaaun katoden oT cendos (wkados);

e BO3MOXHOE€ one4yaTbiBaHue (onnoMmbupoBaHue) cerdos(wkados).

YHWUTOXEHMe BblleAlWwmnx U3 ynotTpebneHns HocuTenen A0MHKHO NPOU3BOAUTCS KOMUCCUEN
C COCTaB/IEHMEM aKTa 06 YHUUTOXEHUM.

4. B cuctemMe perucTpupyeTtcss oaAuH nonb3oBaTtenb, obnagatowmii npaBaMm agMMHUCTpATOpa,
HOCAWMI uMA root, Ha KOToOporo Bo3naraetcs o0653aHHOCTL KoHdwurypuposatb OC Linux,
HacTpamBaTb 6e3onacHocTb OC Linux, a Takxe KoHdurypuposaTtb [M3BM, Ha KOTOpYI yCTaHOBMEHaA
OC Linux.

5. Ona nonb3oBatens root BbiGMpaeTCcs  HaAeXHbIM  Maposib  Bxoga B CUCTEMY,
yAOBNETBOPSAOWMA crneayowmMm TpeboBaHMSaM: AnMHA Mnaposiis He MeHee 6 CUMMBOJIOB, Cpeam
CMMBOJIOB Mapons AO0J/KHbI BCTpevaTbCs 3arsiaBHble CMMBOJIbI, MPOMWUCHblIE CUMBOJbI, LUDPbI U
cneumanbHble CMMBOJbI, CPOK CMEHbl Mapons He pexe OAHOro pasa B Mecsu, AOCTyn K naposto
[onkeH 6biTb 06ecneyeH ToONbKO aAMUHUCTPaTOpY.

6. Monb3oBaTento root AOCTyNHbI HAacTporkKn Bcex nonb3oBaTesnienn OC Linux, KOTopble OH MOXET
npocMaTpuBaTb, peAakTMpoBaTb, yAansaTb, co3haBaTb. BceM nonb3oBaTesnsM, 3aperncrpMpoBaHHbIM B
OC Linux, nonb3oBaTtenb root B COOTBETCTBUM C MOMUTUKOM 6€30MacHOCTU, NMPUHATOM B OpraHmsaunm,
[aeT MUHMMasIbHO BO3MOXHble AN HOopManbHOW paboTbl npaBa. Kaxabii nonb3osatenb OC Linux, He
ABNSAOLWMNACA NoNb3oBaTeneM root, MOXeT NpocMaTpuBaTb U pefaKTMpoBaTb TOSIbKO CBOM YCTAHOBKMU B
pamKax npae A0CTyna, Ha3Ha4yeHHbIX eMy Mnosib3oBaTenem root.

Bcex nonb3oBaTtenen M3BM, KkoOTOopble He MNOJL3YKHTCA AAHHOM CUCTEMOW, U BCeX
CTaHAapTHbIX NONb30BaTenen, Kotopble co3patoTcsa B OC Linux BO BpeMs YCTaHOBKW (TaKkuX,
kak "sys", "uucp", "nuucp", n "listen"), kpome nonb3oBaTens root, cneayeT yaanuTb.

B OC Linux cywecTBylOT McCnosHAeMble dannbl, KOTOpble 3amnycKalTCca C npaBamMu
nonb3oBatens root. 2Tu dannbl MMeT ycTaHoBfeHHbIn dnar SUID. MNonb3oBaTtenb root
OO/DKEH onpeaenuTb, KakuM un3 3Tux ¢alioB B paMKax oOnpeaesieHHOM B opraHusaumu
nonutmkn 6esonacHocTn He TpebyeTca 3anyck C aAMUHUCTPATUBHbLIMU MOSHOMOYUSAMU, U C
nomowlbto cbpoca dnara SUID ponkeH CBECTUM KOMMYECTBO TakuxX (araoB K MUHUMYMY.
3anyck ocTaBlWKUxcsa (annoB C ycTaHoBMeHHbIM dgnarom SUID gonxeH KOHTPONMpPOBATbCS
rnosib3oBaTtesieM root.

Mpu ncnonb3oBaHnm CK3U «Kpuntollpo CSP» Ha [3BM, noaKnt4YeHHbIX K 06WeAoCTynHbIM
CeTAM CBSA3W, AOMKHbI 6blTb NpeAnpuHATbl AOMOJHUTENbHbIE Mepbl, MWCKA4Yalowme BO3MOXHOCTb
HECaHKLMOHUPOBAHHOIO0 AO0CTYyNa K CUCTEMHbIM pecypcaM MCMOMb3yeMblX OMepaumMoOHHbIX CUCTEM, K
nporpaMMHOMYy o6ecneyeHuto, B OKPYXEeHUM KOTOporo gyHKunoHupytoT CK3U, n kK komnoHeHTam CK3U
CO CTOPOHbI YKa3aHHbIX CeTeN.

MNpaBo pgoctyna Kk paboumm mMectam C ycTtaHoBneHHbiM 1O CK3U «Kpuntollpo CSP»
npeaocTaBnsieTcss TOMbKO NMUaM, O3HaKOMMEHHbIM C rMpaBuaaMyv MOSb30BAHUA WU U3YYUBLUUM
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3KCMyaTauMOHHY0 AOKYMEHTauuo Ha nporpammHoe obecneyeHune, nMewuwee B cBoeM coctaBe CK3U
«Kpuntollpo CSP».

Ha TexHuueckmx cpeactBax, ocHauweHHbIX CK3U «Kpuntollpo CSP» A0/XHO MCNONb30BaTbCA
TOJIbKO JINLIEH3NOHHOE NporpamMMHoe obecneyeHve GUpM-Npon3BoanTeNEN.

B BIOS onpenensalTcs YCTaHOBKM, MWCK/OYaloLWMe BO3MOXHOCTb 3arpy3km oOnepaumoHHOMN
CUCTEMbI, OT/INYHOM OT YycCTaHoBNeHHOW Ha HDD: oTkAi4YaeTcss BO3MOXHOCTb 3arpyskm € rmbkoro
auvcka, npmeosa CD-ROM u npouune HecTtaHpapTHble BUAbl 3arpy3kn OC, BkNo4as CeTeBYH 3arpyskKy.
He npumeHstoTcsa MN3BM ¢ BIOS, nckioyaowmm BO3MOXHOCTb OTKJIlOUYEHN ceTeBon 3arpy3ku OC.

CpeanctBamum BIOS posmxkHa 6biTb MCKIKOYEHA BO3MOXHOCTb OTKJIIOYEHMS Mosib3oBatensamm ISA-
ycTpoictB n PCI-ycTponcTB. [Ansg UCKAOYEHUS 3TOM BO3MOXHOCTM Bxoa B BIOS 3SBM ponxeH 6biTb
3alWmMIeH naposieM, K KOTOPOMY MNpeabsaBAsOTCSA Te xe TpeboBaHus, YTO M K NapoJsio Mnosib3oBaTens
root. Maponb ansa Bxoaa B BIOS ponxeH 6biTb N3BECTEH TOSIbKO MNOAb30BaTeNto root 1 6biTb OTAUYHbLIM
OT naponsa nonb3osatens root Ana sxona B OC Linux.

[o 3arpy3skn OC ponkeH 6biTb peann3oBaH KOHTPOJb LENOCTHOCTU (halnioB, KPUTUYHbLIX AN
3arpy3kmn OC u nporpammbl CPVERIFY.

Mpn 3arpyske OC pomkeH 6bITb peanuM3oBaH KOHTPOSb  LESOCTHOCTM  MpOrpaMMHOro
obecneueHuns, exoasuwero B coctaB CK3U «Kpuntollpo CSP», camoit OC 1 BCcex MCNONHSAEMbIX (aniios,
dyHKUMOHMPYOWMX coBMecTHO ¢ CK3U ¢ ncnonb3oBaHuem nporpammbl CPVERIFY.

Cpeactsamu BIOS posmkHa 6bITb MCKOYEHA BO3MOXHOCTb paboTbl Ha DBM, ecnn BO BpeMs ero
Ha4anbHOW 3arpy3Kku He NpPoXoAsiT BCTPOEeHHble TecTbl DBM (POST).

Ha TM2BM vycrtaHaBnuBaeTcs Tosbko oaHa OC. Ha [2BM He ycTaHaBnmBalTCa CpeacTs
paspaboTkm u otnaakm [1O. Ecnu cpeactBa OTAaAKM MNPUAOKEHWUA HYXHbl ANS TEXHONOMMYECKUX
noTpebHOCTEN OpraHusauum, To UX UCMOb30BaHME AOKHO 6blITb CAHKUMOHMPOBAHO aAMUHUCTPaTOpPOM
6esonacHoctTn. B nwbom cnydae 3anpelwaeTca WUCNOAb30oBaTb 3TW CpeacTBa ANS NpocMoTpa U
pefakTMpoBaHMS KoAda M MaMsaTv npunoxeHun, ucnonb3yowmnx CK3W «Kpuntollpo CSP». Cneayet
n3beratb nonagaHms B CUCTEMY MNporpaMM, MO3BONSAKOWMX, MNONb3ysicb owwnbkamm OC, nony4yatb
npusewunerun root.

JonxHo 6bITb orpaHuMyeHo (C yyYyeToM BbI6GpaHHOW B OpraHusauumM NonauTukM 6e3onacHocTu)
MCNosb30BaHMe Nob30BaTENAMU KOMAHA Cron 1 at — 3anycka KOMaHg B yKa3aHHOe BpeMs.

JomkHO 6biTb peanu3oBaHO Gu3Myeckoe 3aTMpaHuMe COAEPXMMOro yaansemblx dannos c
ncnonb3oBaHueM nporpammel Wipefile ns cocrasa CK3U.

JomkHbl 6bITb OTKIOYEHbI BCE HENCNOJIb3yEMbIE CETEBbLIE MPOTOKOJIbI.

B cnyuyae nopgkntodeHus MNMOBM c yctaHoBneHHbiM CK3UM k ob6wenocTynHbIM CETAM nepeaaydn
AaHHbIX AO0/MKHO ObITb  OTK/IOYEHO ucnofb3oBaHue JavaScript, VBScript, ActiveX u apyrux
NporpaMMHbIX 06BLEKTOB, 3arpyxaemblX U3 CeTU, B NPUKAa4HbIX NporpaMMax.

[onXHbl 6bITb NPUHATBEI MEPbI MO UCK/TOYEHUIO HECAHKLMOHNUPOBAHHOIO AOCTYNa MOCTOPOHHUX
JIML, B MOMELLEHNs, B KOTOPbLIX YCTaHOBNEHbI TexHUYeckune cpeactsa CK3M «Kpuntolpo CSP», no poay
CBOE AesATeNIbHOCTM He ABMAAIOWMXCSA NepCoHaNoM, A0MNYLIEHHbIM K paboTe B yKa3aHHbIX NOMELLEHUSX.

JonxHo 6biTb 3anpeleHo ocTaBNATb 6e3 KOHTPONS BbIYMCAUTENbHbIE CPEACTBA, Ha KOTOPbIX
akcnnyatupyetca CK3UW «Kpuntollpo CSP» nocne BBoAa kiaw4yeBon wuHopmaumun. [pu yxoae
nonb3oBartens c paboyero Mecra AO/KHO WCMOMb30BaTbCsH aBTOMATUYeCKOe BK/IOYEHWE MaposibHOMN
3acCTaBKW.

N3 coctaBa cucTeMbl AO/MKHO 6bITb UCKAOYeHO obopyaoBaHWe, KOTOPOE MOXeT co3jaBaTb
yrpo3y 6e3onacHoctu OC Linux. Takxe HeobxoauMmo wu3beratb MCNONb30BaHWSA HeCTaHAAPTHbIX
annapaTHbIX CPeACTB, MMEKLWNX BO3MOXHOCTb BAMATb Ha dyHKUMOHMpoBaHue NMIBM mnnu OC Linux.

Mocne wuHctannaumm OC Linux cnepyeT yCTaHOBUTb BCE PEKOMEHAOBAHHbIE MPOrpamMmMHble
o6HOBNEHUS U NporpammHble 06HOBNEHUS, CBA3aHHble C 6€30MacHOCTblO, CyLLeCTBYHOWME Ha MOMEHT
MHCTaNNsuum.

Ha Bce aupektopuu, coaepxawme cucteMHble dannbl OC Linux w1 KaTanoru CK3n,
HeobxoaAnMMO yCTaHOBWTb MpaBa AOCTyna, 3anpeljarowmne BCeM Nonb3oBaTtensM, Kpome Bnagenbua
(Owner), 3anuco.

B cBS3M C TeM, 4TO aBapuiHbIA 4aMn  OMNepaTMBHOW MNaMsiTU  MOXET coAepxaTb
KpunTorpadumyeckm onacHyto WHdOpMauuio, B MpUKNaAHbIX MporpamMax, ucnonbaytowmnx CK3U,
cnepyeT OTK/OYMTb BO3MOXHOCTb €ro co3gaHus ¢ nomouwbio dyHkumm setrlimit ¢ napameTpom
RLIMIT_CORE=0.

B OC Linux ucnonb3yeTtcs BuUpTyanbHas namaTtb. O6nacTb BUPTyasbHOW NaMaTU AO0MXKHA ObiTb
opraHmsoBaHa Ha otaenbHoM HDD. Mo okoHuyaHum pabotbl CK3W copepxumoe BMPTyasnbHOM NaMSTH
AOJKHO 3aTupaTbCs C ucnofb3oBaHuveM cpeacts OC. B cnyyae aBapwuiiHoro ocrtaHoBsa [M3BM, npwu
cneaylollen 3arpyske Heobxoaumo B pexuMme “single user” ounctuTb 06n1acTb BMPTyasnbHOM MaMsaTu
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nporpammoit wipefile, Bxoaawen B coctaB CK3MN Kpuntolpo CSP. B cny4yae Bbixoga us crtpos HDD, Ha
KOTOPOM HaxoguTca obnacTb BUPTYyanbHOW NaMsATW, Kpuntorpaduyeckme K/ouum noanexaT BbiBOAY M3
aencrems, a HDD cuuTaeTcs He noanexawinm peMoHTy. DToT HDD yHuuTOXaeTcs no rnpaBuiam
YHUUTOXEHUS KITIOUEBBIX HOCUTENEN.

10.1.2. JononHuTtenbHble HacTponkm OC Linux

Hactporikn OC Linux BbIMOJIHAKTCA NYTEM peaakTupoBaHus (yaaneHus, pobasneHus)
pPasNMYHbIX KOH(PUIYpaLUMOHHbIX N KOMaHAHbIX (alinos.

Ons coxpaHeHMs BO3MOXHOCTM "OTKATUTb" BHECEHHble W3MEHEHUs C/eayeT COXpaHsATb
mMoanduunpyemble darinbl B "6e3onacHoM" MecTe (Ha BHELWHEeM HOCUTeNe WAM Ha He MOHTUPYEeMOW
aBTOMaTmM4yecku (arnoBol cucTeme).

OrpaHuyeHue aocTyna nosib3oBaTesnelt U HAaCTPOMKU MOb30BaTENbLCKOIO OKPYXeHUs
HacTpolika nonb30BaTeNbCKOro OKPYXEHUS 3aK0YaeTCs B CNeAyoWnX AeNCTBUAX:
1. B danne /etc/login.defs cnegyeT ycTaHOBUTL CrieayowMe ANPEKTUBSI:

PASS_MAX_DAYS=30 (napameTp 3a4aéT MakCMManbHOE BpeMS WCMNONb30BaHUSA
napons)

PASS_MIN_DAYS=30 (napameTp 3a4aéT MMHUMANbHOE KOJINYECTBO AHEN Mexay
CcMeHaMu napoons)

PASS_MIN_LEN=6 (ycTaHaBnMBaeT MMHMUMaNbHYO AJIMHY Mapons)

2. B danne /etc/profile ycrtaHoBuTb 3HauyeHus umask=022 (napameTp 3apaeTt
MacKy co3gaHusa daina no-yMmosivyaHuio)

3. [Onsa nonb3oBaTens root yCTaHOBUTb MacKy pexuma co3gaHus dannos 077 nnu
027:

umask 077 (umask 027);

4. OtpepaktupoBaTb ann /etc/shells 1 nomecTUTb B HEro MMeHa TONIbKO ANSA TeX
ucnonHsiemblx garinos o60504eK, KOTOpble YyCTaHOBAEHbl B cucteme. T[lo
yMon4yaHuto, cogepxumoe darina /etc/shells moxeT 6bITb TakuM:

/bin/csh

/bin/tcsh

/bin/sh

/bin/bash
5. Ypanutb daiin (ecnm oH cywectsyeT) /.rhosts.
6. Ypanutb cogepxumoe danna /etc/host.equiv.

7. OtpepaktnpoBaTb ann /etc/pam.conf ¢ uenbo 3anpeta rhosts-
ayTeHTMdMKaunm. BbiNnosHAETCa KOMMEHTUPOBAHMEM BCEX CTPOK, COAEpXaLLmX
noactpoky "pam_rhosts_auth.so".

8. MpoBepuTb unAeHTUGMUKATOPbI  MoAb3oBaTens W rpynnbl AN BcCeX
rnosib3oBaTenen, NepevncreHHbix B ganne /etc/passwd. Cneayet ybeantcs, uto
He CyLlecTBYET nosb3oBaTtenen, uMmerwmx naeHtndukatop nonb3osatens 0 u
naeHtTudunkaTop rpynnel 0 KpoMe, BO3MOXHO, nosib3oBaTtens root.

9. Co3paTb nepeyeHb nMporpaMM, KOTOpble  3anyckalTca C  npasBamu
aAMUWHUCTpaTopa, N KOHTPO/IMPOBaTb €ro HEU3MEHHOCTb;

10. 3anpeTuTb perucrpaumio B cuUCTeMe Mofnb30BaTeNen, UMerwWwnx cieayroume
"cnyxebHble umeHa":

daemon uucp

bin nuucp
sys listen
adm nobody
Ip noaccess
smtp

[JenctBne BbIMNONHSAETCA NyTeM ykas3aHus B danne /etc/passwd cTpoku
'/bin/false' B none shell-nporpamMmbl 1 ykasaHus cuMmBona 'x' B nose napons.

OrpaHun4yeHuns nNpn MOHTUPOBaHUK HaNIOBbIX CUCTEM
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OrpaHuyeHus npu MOHTUPOBaHUM dannoBbIx cucTem peanusylTcs
penakTupoBaHueM ganna /etc/fstab:

1. YcraHoBuMTb onuuio nosuid Npu MOHTMpPOBaHWUK dannoBoOM CUCTEMBI /var.

Mpn WMHCTanNsSUMM CUCTEMbl crieayeT BblAeNUTb Ansa dannosbix cuctem /, /usr,
/usr/local, /var pa3Hble pasgenbl AOUCKa ANna npefoTBpalleHMs MnepernosiHEHUS
KPUTUYHbIX annoBbix cuctem (/, /var) 3a CYeT, HanpuMmep, MNOJb30BaTe/IbCKMX
AaHHbIX M obecrneyeHMs BO3MOXXHOCTM MOHTMPOBaHMSA (aiinoBOM CUCTEMbI /usr B
pexume "TonbKo Ans yteHus".

OrpaHMyeHns Ha 3anyck NpoLeccos

1. CnepyeT oOrpaHuuMTb WMCMOMIb30BaHWE B CUCTEME MJaHWPOBLUMKA 3ajay cron w
CcpeAcTB nakeTHor obpaboTkm 3ajaHui. [And HopManbHOro @GYHKLUWMOHMPOBaHUS
CUCTEMbI MWHUMANbHO HEO6XOAMMbBIM SABMSIETCA paspelleHre UCMOosb30BaHus
MI1aHWPOBLLUMKA 3agady Cron M CpeacTtB MakeTHOM 06paboTku 3agaHUM TONbKO
nonb3oBartento root. [Ona 3TOro cnepyeTt BbINOMHUTL chedylolmne KomaHabl (OT
MMeHn cynepnosib3oBaTens):

echo root > /etc/cron.allow
echo root > /etc/at.allow
HacTpolika ceTeBbIX CEPBUCOB
HacTpolika ceTeBbIX CEPBUCOB 3aKO4aeTCs B C/IeAYIOLEM:

1. Cnegyet orpaHMunTb (QPYHKLUMOHANbLHOCTL [AEMOHa YMpaBfeHUsl CeTEBbIMU
coeanHeHnssMn Xxinetd. [eicTBue 3akniwvaeTcs B pedakTupoBaHuu darina
/etc/xinetd.conf n ¢aninos B katanore /etc/xinetd.d. Kak MuHUMYM, cnepyet
3anpeTuTb CleayolWmne CeEpPBUCHI:

echo nfsd
discard systat
daytime netstat
chargen tftp
finger telnet

2. Ecnun He nNaHUpPyeTCa MUCNonb30BaTb HaCTpaMBaeMbIVI KOMMbOTEP B KayecTBe
MaplipyTusaTopa, HeobxoaAMMO B CTapToBble alnbl MNOMeCTUTTb KOMaHAy
/sbin/sysctl -w net.ipv4.ip_forward = 0

Cnepnyet 3anpeTuTb MNpPUMEM U3 BHELWHeN ceTn "wupokosellaTesbHbIX"
(broadcast) nakeToB, a TakXxe rnepegadyy OTBETOB Ha MNPUHATbIE
"lWnpokoBewaTenbHbie" NakeThl.

3. 3anpeTtuTb cynepnosib3oBaTento Aoctyn no ftp, ana atoro pobasutb "root" B
darin /etc/ftpusers

4. 3anyctmTb npoueaypy perucrtpaumm 3anycka npoueccos  (accounting)
BbINOMHEHMEM KOMaHAbl /sbin/accton

5. EcAu nnaHWpyeTcs MCNosb30BaTh Ha HacTpanBaeMoM cepsepe cepsuc FTP, 1o
cnepgyer co3paTtb (oTpepaktupoBaTb) ann  /etc/ftpusers co cnuckom
rnonb3oBaTesiel, Ans KOTOpbIX 3anpeleH AOCTyn K cepBepy Mo npotokony FTP.
dann wuMmeeT TeKCTOBbIM dopMaT M AO/HKEH coAaepXxaTb MO OAHOMY WMEHU
nonb3oBaTtens B CTpoke. B cnucke "sanpeweHHbiX" mnonb3oBaTenen, Kak
MWUHUMYM, OO/MKHbI 6bITb NEepeyYncieHbl Cneayolme nmeHa noab3oBaTesnein:

adm nobody4
bin nuucp
daemon root
listen smtp

Ip sys
nobody uucp
noaccess

2. [Ans orpaHuM4yeHus AOCTyna K CUCTEeMHbIM ainam Ans HenpuBUIErMpOBaHHbIX
nonb3oBaTenen, N3 KOMaHAHOM CTPOKWU C/ieAyeT BbINOMHUTL C/IeAyoLWmMe KOMaHAbI:
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chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
chmod 444 /etc/default/login
chmod 750 /etc/security
chmod 000 /usr/bin/at
chmod 500 /usr/bin/rdist
chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync
chmod 400 /usr/bin/uudecode
chmod 400 /usr/bin/uuencode
3. Takxe cnepyeT o6HynuTb dnar SGID Ans HEKOTOPbIX UCMOJTHAEMbIX (alifioB:
chmod g-s /bin/mail
chmod g-s /usr/bin/write
chmod g-s /bin/netstat
chmod g-s /usr/sbin/nfsstat
chmod g-s /usr/bin/ipcs
chmod g-s /sbin/arp
chmod g-s /bin/dmesg
chmod g-s /sbin/swapon
chmod g-s /usr/bin/wall

OrpaHunyeHune Konn4yecTea "BMANMON U3BHE" MHPOpPMaUMM 0 cucteme

O6bI4YHO, HavanbHYO MHMOPMAUNID O CUCTEME MOTEHUMAsNbHbIA HapywuTenb nosy4vaeT
M3 CUCTEMHbIX MNpuUrnaweHwuii, BblAaBaeMblx ceTeBbiMM cnyxbamum cepsepa (telnet-
cepsep, ftp-cepsep n np.).

MoaToMy, K MepaM MO OrpaHUYeHUIO KoAM4YecTBa "BMAMMOM M3BHE" MHdOpMaumm o
CUCTEME OTHOCSTCS:

e OTKas oOT cTaHAapTHoOro "saronoska", BbIBOAMMOro cepBepoM ftp npu oTBeTe
nonb3oBartento. [octuraetcsa ykasaHuem B daine /etc/default/ftpd cnepyouwmx
OVIPEKTUB:

BANNER=""

e PepaktupoBaHue dannos /etc/issue, /etc/ftp-banner un /etc/motd c uenbto
pa3bsACHEHUS MOSb30BaTeNsSM NpaBua 1 NOSIMTUKM AOCTYNa K cepsepy ftp.

HacTpoika noacncreMbl NPOTOKOMPOBAHMSA N ayamTa

1. CnepyeTt yAoOCTOBEPUTCS, YTO TONIbKO MOSb30BaTesnb root MMeeT AOCTYN Ha 3anucb
Ang cneayoowmx darnnos:

/var/log/authlog
/var/log/syslog
/var/log/messages
/var/log/sulog
/var/log/utmp
/var/log/utmpx
2. Ecnn  Ha HacTpavBaeMOM cepBepe ucnonb3lyetcs web-cepsep, TO cneayert

ybeantbcsa, 4to TONbkO "Bnageney" npouecca httpd mmeer pgoctyn Ha 3anmch K
npoTtokonam httpd

3. OrpaHnunTtb (C y4yeToM BblbpaHHOM B oOpraHusauMm noAUTUKM 6e3onacHocTn)
MCNonb30BaHWe Mofib3oBaTeNnsAMM KOMaHA Su M sudo - npeaocTaBfeHUsN
Nonb30BaTesNO aAMUHUCTPATMUBHbIX NMOSTHOMOUNI

4. CnenyeT NpOTOKOAMPOBaTb MOMbITKM MCNOMb30BaHWs nporpamMMm su u sudo. Ans
aToro, B ¢ann /etc/syslog.conf cnegyet nobaBuTb 3anuchk:

auth.notice /var/log/authlog
nnu
auth.notice /var/log/authlog, @loghost

BTopas CTpoka aHasfiorMyHa MnepBoi, HO yKasblBAeT, YTO MPOTOKO/ [AOMOSHUTENbHO
nepenaeTca Ha cepsep cb6opa NpOTOKONOB.
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CneayeT obecneynTb MPOTOKONMPOBAHWE HEYCMEWHbIX MOMbITOK perncrpauun B
CcUCTEMe B /lOKaslbHOM MpoTokone. [Ans 3Toro, cneayeT BbIMOMHWUTL CleayoLlime
KOMaHAbl:

touch /var/adm/loginlog

chown root /var/adm/loginlog
chgrp root /var/adm/loginlog
chmod 644 /var/adm/loginlog

5. NS NpoOTOKONMPOBaHUS CETEBbIX COEAMHEHWIN, KOHTPOMPYEMbIX LEMOHOM
xinetd (Bkntoyas gaTty/BpemMsa coeanHeHus, IP -agpec KAMEHTa, YCTaHOBUBLUErO
coeavMHeHMe W UMSA  CcepBMCa, o0bcnyxuBawowero coeauHeHue), B  dann
/etc/syslog.conf cnegyet no6aBuTb 3anunchb:

daemon.notice /var/log/syslog

10.2. TpeboBaHus NO pa3MeLLEHNIO TEXHUYECKNX CPpeacTB C
ycTtaHoBneHHbIM CK3U

Mpu pa3MelleHnn TeEXHUYECKUX CPeacTB C YCTaHOBNeHHbIM CK3U:

e Jlo/kHbl OblTb MNPUHATBI Mepbl MO  MUCK/IOYEHUKD HECAHKUWMOHMPOBAHHOINO A0CTyna B
noMelleHns, B KOTOPbIX pa3MeLlleHbl TexHW4Yyeckue Ccpeacrtsa C ycTaHoBneHHbiM CK3MU,
NOCTOPOHHUX UL, MO poAy CBOEN AesATENbHOCTU He SBAAKLWMXCA NEPCOHANOM, AOMNYLEHHbIM
K paboTe B aTux nomeweHuax. B cnyyae HeobxoAMMOCTM MPUCYTCTBMSA MOCTOPOHHUX NUL B
YKa3aHHbIX NoMeLeHnax aosmkeH 6biTb obecneyeH KOHTPOb 3a UX AeAcTBUAMU U obecrneyeHa
HEBO3MOXHOCTb HEraTMBHbIX AENCTBUM C MX CTOpPOHbl Ha CK3W, TexHu4yeckme cpencrtBa, Ha
KOTOpbIX akcnayaTupyetcs CK3U 1 3awmwaemyto nHgpopmaumio.

e BHYTPEHHSIS NNaHWPOBKA, pPaCMoOiOXXEeHUWE U  YKOMMJIEKTOBAHHOCTb pabounmx MecT B
NMOMELLEHUSAX OOJKHbI o6ecrneymBaTb MCMOMHUTENSAM paboT, COXPaHHOCTb [OBEPEHHbLIX UM
KOHdUAEHUMANBHbIX JOKYMEHTOB U CBEAEHMWIA, BK/OYAs KIOUEBYIO MHGbOPMaLMIO.

. B cnyyae nnaHupoBaHusa pasMeweHus CK3WM B noMmelweHuax, rae npucyTCTBYeT pedyeBas,
aKycTuyeckas W Bu3yanbHas WHGOpMauus, coaepxallas CBeAeHus, CcocTaBnswowme
rocyaapCTBEHHYO TaliHy, u (MAKW) YCTaHOBJSIEHbl TEXHUYECKMe CpeacTBa M CUCTEMbl NMpueMma,
nepegayn, o6paboTkn, xpaHeHus u oTobpaxeHus UHdOPMaLMK, COAEPXKALLEelh CBeAeHus,
cocTasnsawowme rocygapCTBeHHY  TaWHy,  TeXHu4yeckue cpeacTea WHOCTPaHHOIo
MPOM3BOACTBA, Ha KOTOPbIX (MYHKUMOHUPYKT nporpammHble mMoaynm CK3W, pomxkHbl 6biTb
NoABEPrHyThbl CneumanbHOM MNPOBEPKE MO BbIABAEHUIO YCTPOWUCTB, MNpefHa3Ha4YeHHbIX A1
HernacHoro nosydeHus MHopMauum».

11. TpeboBaHusa No KpunTorpadpuyeckon sawmTe

JOomKHbI BbINONHATLCS TpeboBaHMsa Mo Kpuntorpadunyeckon sawmte pasgena 12
AokyMeHTa XTAM.00050-02 90 02 B yacTu, kacawuwerica OC Linux.

MNepen HayanoMm paboTbl 4O/MKeH 6bITb NPOBEAEH KOHTPO/b LeNoCTHOCTM. KoHTponeM
LLeSIOCTHOCTM A0J1XKHbI 6bITb OXBayeHbl alnbl, yKasaHHbie B . 15.

KOHKpEeTHO A0/KHbI BbIMONHATLCS TpeboBaHusa:

1. Wcnonb3oBaHue TObKO NIMLEH3MOHHOI0 CUCTEMHOIO NpOrpaMMHOro obecneyeHus.

2. HacTtpowka onepaunoHHoM cuctemol ana pabotbl ¢ CK3U no n. 6.

3. Mpun wuHctannauumn CK3W pomkHbl 6biTb 0becneyeHbl OpraHv3aumMOHHO-TEXHUYECKME
Mepbl MO WCK/THOYEHMIO MOAMEHbI ANCTPUBYTMBA M BHeceHns nameHeHun B CK3W nocne
YCTaHOBKM.

4. MWcknwuyeHne un3 nporpamMMHoro obecneyeHums [MOBM ¢ ycTtaHoBneHHbiM CK3U
CpeancTB OTNaAKM.

5. CK3M pomkHO 3KCnyaTMpoBaTbCA Ha paboumx CTaHumMax U cepBepax C
YCTaHOB/IEHHbIMM CpPeACTBAMW aHTUBMPYCHOW 3alimTbl, CepTUdOUUMPOBAHHbLIMU
depepanbHoi Cnyx601 besonacHoctn PO no knaccy b2 ang paboumx ctaHuumii.

6. [Maponb, UCronb3yeMmbln Ans ayTeHTUdMKaumMm nosb3oBaTenen, 4OIXKEH coaepaTtb
He MeHee 6 CMMBO/0OB andaBuTa MOWHOCTN He MeHee 10. NepMoOANYHOCTb CMEHbI
naposs — He pexe o4HOro pasa B 3 Mecsaua.

7. MNepnoamMyHOCTb TECTOBOIrO KOHTPONSA Kpuntorpaduyeckmx @yHKumMn - 10 MUHYT.

8. BExecyTtouHas nepesarpyska MN3BM.
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9. T[llepuoanyHocTb ocTaHoBa [19BM ¢ o6s3aTenbHON  MPOBEPKONA  CUCTEMBI
oxnaxzaeHus npoueccopHoro 6noka N3BM - 1 mecau.

10. 3anpewaercs 1cnoab3oBaTb pexum npocton 3ameHbl (ECB) NOCT 28147-89 ans
wndpoBaHUa MHPOPMaLMKN, KPOME KITHOUEBOW.

11. Jo/mkHO pJdaBaTbCa npeaynpexnaeHme O TOM, 4YTO MNpPU MUCMNOJSIb30BaHUU pexuma
wudpoBaHma CRYPT_SIMPLEMIX_MODE matepwnan, obpabatbiBaeMbin Ha OOHOM
KJIl0Ye, aBTOMaTMYeCKN OrpaHMUnBaETCs BeNMYNHON 4 MB.

12. Mpwm (YHKLMOHMPOBAHMUM CK3M OOJIKHbI BbINOJIHATLCA TpeboBaHus
aKCnayaTaunuoHHOM fokyMeHTaumm Ha MAK 3awmTtel oT HCA.

13. JomxkHo 6biTb 3anpeweHo wucnonb3oBaHne CK3W pnsa 3awutbl TenedOHHbIX
neperosopoB 6e3 MNpuMHATUA B cCUCTeMe Mep MO 3awmte OT MHGPOPMATUBHOCTM
No60OYHbIX KaHanos, cneundnyecknx nNpu nepegade peyu.

14. [domkHa 6biTb 3anpeweHa pabota CK3UM npu BkAOYEHHbIX B [MIBM wTaTHbIX
cpeacTtBax BbIxo4a B paguoKaHar.

15. KoHTponeM uenocTHOCTU AO/IKHbI 6bITb OXBadeHbl dannbl:

Linux (32-bits)

libcsp.s0.3.0.0, | ibcsp.la, | ibrdrrndmbio_tui.la, | ibrdrrndmbio_tui.s0.3.0.0, ¢ ryptcp, ¢ ertmgr,
inittst, csptestf, der2xer, sv, libcapi20.s0.3.0.0, libcapi20.la, libcpext.s0.3.0.0, libcpext.la,

libcapilite.s0.3.0.0, | ibcapilite.la, | ibpkixcmp.s0.3.0.0, | ibpkixcmp.la, | ibasnldata.la,
libasnidata.s0.3.0.0, libssp.s0.3.0.0, libssp.la, libcpcdrv_emul.a, cp-genpsk.sh, genpsk,
libike_gost.s0.3.0.0, libike_gost.la, libesp_gost.la, | ibesp_gost.s0.3.0.0,

pkcsl1l_generate_key_pair, p kcsll_generate_key, pkcsll_encrypt, p  kcsll_verify_hash,
pkcs11_encrypt_sign, pkcsi1l_hash, pkcs11_decrypt, pkcs1il_verify, pkcs11_sign,
pkcs11_initialize, p kcs11_save_state, p kecs11_sign_hash, p kes11_set_pin, | ibcppkcs11.s0.1.0.0,
libcppkcsil.la, libcsppkesil.la, libcsppkes11.s0.1.0.0, cpverify, wipefile, csptest, librdrrdr.la,
librdrrdr.so0.3.0.0, |  ibrdrrndm.la, |  ibrdrrndm.s0.3.0.0, |  ibrdrsup.la, |  ibrdrsup.s0.3.0.0,
librdrdsrf.s0.3.0.0, librdrdsrf.la, librdrfati2.la, librdrfat12.s0.3.0.0, libcapi10.s0.3.0.0,
libcapil0O.la, libcpui.s0.3.0.0, libcpui.la, cpconfig, set_driver_license.sh, mount_flash.sh,
librdraccord.so.3.0.0, | ibrdraccord.la, | ist_pcsc, | ibrdrpcsc.la, | ibrdrpcsc.so.3.0.0, | ibrdrric.la,
librdrric.s0.3.0.0, librdrsbl.s0.3.0.0, librdrsbl.la.

[JononHutenbHO Ans ypoBHS 3awmnTtbl KC2
libcspr.la, libcspr.so.3.0.0, libcsp_kc2.la, libcsp_kc2.s0.3.0.0, cryptsrv.

Linux (64-bit)

libcsp.la, | ibcsp.s0.3.0.0, | ibrdrrndmbio_tui.s0.3.0.0, | ibrdrrndmbio_tui.la, ¢ ryptcp, c ertmgr,
inittst, csptestf, der2xer, sv, libcapi20.la, libcapi20.s0.3.0.0, libcpext.la, libcpext.s0.3.0.0,
libcapilite.la, | ibcapilite.s0.3.0.0, | ibpkixcmp.la, | ibpkixcmp.s0.3.0.0, | ibasnldata.so0.3.0.0,
libasnldata.la, libssp.s0.3.0.0, libssp.la, pkcs1il_set_pin, pkcsll_save_state, pkcsll_verify,
pkcsll_generate_key_pair, pkcsl1_sign, pkcsl1_hash, pkcsl1_generate_key,
pkcs11_verify_hash, pkcsl1l_encrypt_sign, pkcsll_sign_hash, pkcsll_decrypt, pkcsll_encrypt,
pkcs11_initialize, libcppkcsil.la, libcppkcs11.s0.1.0.0, libcsppkcsl11.s0.1.0.0, libcsppkesii.la,
cpverify, wipefile, csptest, librdrrdr.so.3.0.0, | ibrdrrdr.la, librdrrndm.la, librdrrndm.so.3.0.0,

librdrsup.la, librdrsup.s0.3.0.0, librdrdsrf.s0.3.0.0, librdrdsrf.la, librdrfat12.s0.3.0.0,
librdrfati2.la, libcapilO.la, libcapil0.s0.3.0.0, libcpui.so.3.0.0, libcpui.la, cpconfig,
set_driver_license.sh, m ount_flash.sh, | ibrdraccord.s0.3.0.0, |1 ibrdraccord.la, | ist_pcsc,

librdrpcsc.s0.3.0.0, librdrpcsc.la, librdrric.so.3.0.0, librdrric.la, librdrsbl.s0.3.0.0, librdrsbl.la.

[JononHnTtenbHO Ans ypoBHS 3awmnTtbl KC2
libcspr.so.3.0.0, libcspr.la, libcsp_kc2.la, libcsp_kc2.s0.3.0.0, cryptsrv
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[MpunnoxeHue 1. KOHTPOMb LLEeNOCTHOCTU NMPOrpaMMHOro
obecneyeHus

MporpamMHoe obecneveHne CK3UWN Kpuntollpo CSP nmeeTt cpeactea obecrneyeHns KOHTPOAS LEOCTHOCTU
MO CK3W, koTopble A[O/MKHbI BbINOJHAKTCA Mnepuoamdeckn. Bmecte ¢ gncTtpubyTuBOM MNOCTaBASIOTCS
dannbl ¢ nMeHamn hashes.<dist_name>, coaepxalne KOHTPOJibHble 3Ha4YeHUs Xew-PyHKUUM Ha
dannbl guctpnbytnea <dist_name>. CTpoKM KaxAoro Ttakoro cansa cocTtossT U3 ABYX NONen — MMEHMU
danna u 3HavyeHus xew-pyHKUMW Ha Hero. daiinbl NpPOBEpPSOTCA NpPUM MNOMOWMKM YyTUNUTbI cpverify.
Hanpumep, BO3MOXeEH crieayownii pparMeHT Koga Anst NpoBepKn Bcex pannoB BCeEX ANCTPUBYTMBOB:

eval ~cat hashes.*|awk "{print "'cpverify "$0" && " JEND{print "‘true’'}'~

Ecnn B pe3ynbTaTe NepuoaMYEecKOoro KOHTPOJS ULENOCTHOCTU MNOSABASETCS COoOobWeHns O HapyleHuu
LLesIOCTHOCTU KOHTponMpyeMoro daiina, nonb3oBaTenb 06s13aH npekpatuTb paboty u obpatutbca K
aaMuHUcTpaTopy 6esonacHocTu.

AaMuHuctpatop 6e3omacHOCTM, NMpOaHanM3npoBaB MPUYMHY, MNPUBEAWYI K HapyLeHWUK UenoCTHOCTH,
aomxkeH nepeycrtaHoButb MO CK3U Kpuntollpo CSP ¢ auctpmnbytmea, nnm cuctemHoe MO.
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[MpunoxeHue 2. YnpaBneHne npoToKOINpOBaHMNEM

[Ons BKNIOYEHUA/OTKIKOYEHNS 3HAUYEHME Iog MCI'IOﬂbByVITe:

a) RH7.3, RH9.0
[ns 3afjaHns YpOBHSA NpoToKona
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Ons 3apaHuna dopmaTta NnpoTokosa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -format 0x19
[ns npocMoTpa Macku TekyLlero ypoBHs 1 popMaTta npoTokoa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -view

b) ana RH 7.3, RH 9.0 ypoBHsa agpa
insmod drvcsp.o log_level=0x9

3HayeHMeM napaMeTpa YPOBHb NPOTOKONa sSiBAsSieTca 6BUTOBaa Macka:
N_DB_ERROR = 1 # coobueHuns 06 owmnbkax
N_DB_LOG = 8 # coobuweHunsa o Bbi3oBax

3HayeHMeM napameTpa opMaT NpoTOoKONa aBnNseTcs 6uToBas Macka:
DBFMT_MODULE = 1 # BbIBOAUTb MMSA MOAYNS

DBFMT_THREAD = 2 # BbIBOAWTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTb UMS PYHKLMNN
DBFMT_TEXT = 0x10 # BbIBOAMUTb CaMO cooblieHune
DBFMT_HEX = 0x20 # BbiBOAUTb HEX gamn
DBFMT_ERR = 0x40 # BbiBoaunTb GetLastError
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JINCT perncrtpaumm 3MeHEHUN

JINCT perucTpaumm nameHeHui

Homepa nuctos (cTpaHuy)

NU3MEHEH-
HbIX

3aMEHEHHbIX

HOBbIX

Bcero Ne Bxoaswmi
nncToB AOKYMeHTa N2 conpoBoau-
aHHynupo- | (cTpaHuu) B TenbHOro
BaHHbIX [OKYM. AOKYM. 1
para

Moan.

[aTa
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